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BBepneHue

Cunctema pesepBHOro konvposaHus RuBackup no3BonsieT BbINOMHATHL
pe3epBHOE KOMMPOBAHME W BOCCTAHOBMEHWE BUPTyanbHbIX MaWWH cpegpl
Buptyanuzaumm ISP VMmanager. [LOCTynHO MOMHOE, WHKPEMEHTANbLHOE W
IndbpepeHumanbHoe pe3epBHOE KOnupoBaHMe. Tak Xe BO3MOXHO BbIMOMHATb
pe3epBHOE KOMMPOBaHUE C UCMONMb30BaHMEM OeOynnnKaumm N XpaHuTb Pe3epBHbIE
Konuu B AeaynnmumpoBaHHOM XpaHUnLLE.

PesepeHoe konuposaHwe BupTyanbHbix MawuH ISP VMmanager
BbINONHSAETCS 6e3areHTHbIM CNocoboM. OTO 03HAYaeT, YTO B CaMy BMPTyallbHYO
MalnHy He ycTaHaBnmBaeTcsi areHT RuBackup (ogoHako Tpebyetcs ycTaHoBka
rOCTEBbIX PaCWMPEHUA OnepaLVoHHON CUCTEMbl, Hanpumep gemu-guest-agent);
pes3epBHOE KOMMpoBaHWe BUPTYanbHOM MaWWHbI BbINOMHAETCA LENMKOM, Ons BCEX
JVICKOB BMPTYyasbHON MalWmHbI (CM. NPYMeYaHune); B Xo4e pe3epBHOro KonMpoBaHus
BO BCEX Cnyyasix U3 pe3epBHO Konuu ypnanstotcs aybnupytowme 6noku (Bcerna
BbINOMHAETCA NoKasnbHasa geaynnmkaums).

B Cny4dae nepepgayum pe3epBHO|7| Konmn B XpaHunuue nenyrimunpoBaHHbIX
pe3epBHbIX Konuin Bcerga npouncxoanT nepenada ToJ/IbKO TeX YHUKallbHbIX 6nokos
(,D,J'Iﬂ TOro xe tna NCTo4YHUKa ﬂ,aHHbIX), KOTOpPbIX elle HET B XpaHunuiie.

MNopaepxvBaeMble XpaHUnmLLa AUCKOB BUPTYasbHbIX MALLVH:
- (pannosoe xpaHunme (DIR);

- LVM-xpanunuue;

- ceteBoe LVM-xpaHunnumwe.

[nsa BbINONHEHUSI pPe3epBHOr0 KOMMPOBAHUS BUMPTYaNbHbIX MaWWH Cpedbl
BupTyanusaummn ISP VMmanager HeobX0OuMO YCTaHOBWUTb KJIMEHT PE3EPBHOMO
kormposaHus RuBackup no ogHom n3 cnenyowmx Cxem:

- Ha OAVH W3 rMNepB130POB;

- Ha HEeCcKONbKO TUMepBM30POB B TOM Clyyae, ecnin 310 0OYyCNoBNEHO
HEOOXOOMMOCTbIO  AMHAMUYECKM pacrpelenstb Harpyaky B xone
PE3epBHOr0 KOMMPOBaHWS M obecneynTb BO3MOXHOCTb BbIBOAA TOrO
NN VHOTO r1nepBr3opa 13 akcnnyatauuy 6e3 n3MeHeHuid B pacrnmcaHnm
PE3epPBHOr0 KOMUPOBAaHUS; B AaHHON cXxeme HeobXoauMo BKIOYUTL 3TU
rMNepBM30pbl B KNAcTEPHYI Fpymny KIMEHTOB CUCTEMbl PE3EPBHOrO
KOMMPOBaHMSI.

Mpn nioboi cxeme yctaHoBKM knneHT RuBackup mMeeT BO3MOXHOCTb
BbIMOSIHATb PE3epPBHOE KOMUPOBAHME 1 BOCCTAHOBNEHME BCEX BUPTYaslbHbIX MALUVH
cpenbl BUpTyanuaaumm, BHE 3aBUCMMOCTU OT TOFO Ha KakoM M3 y3/10B B HACTOAWNIA
MOMEHT OYHKLIMOHMPYET BUPTYanbHas MalumHa.
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Mpy BbINONHEHWN PE3EPBHOMO KOMMPOBAHWUSI MPUMEHSIETCS TEXHONOrUS
CO3[aHNS MOMEHTa/bHbIX CHUMKOB OAHHbIX ONS OUCKOB BUPTYaNbHOM MalWHbI, Y4TO
MO3BONSIET HE OCTaHaBnMBaTb W He «MNogMopaxueatb» paboTy Ha Bpems
PE3EPBHOr0 KOMMPOBaHUSI.

Mepen co3paHneM CHMMKa M cpasy nocne ero co3gaHns RuBackup Moxet
BbIMOMHUTD CKPWUMT BHYTPW BMPTYanbHOW MalWHbl A8 TOro, 4Tobbl WUMETb
BO3MOXHOCTb MPMWBECTU AAHHbIE MPWIOXEHUA BHYTPU BUPTYaNbHOW MalWWHbI B
KOHCUCTEHTHOE COCTOSIHME.

Takxe BHYTPM BUPTYaNnbHON MawuHbl MOXET OblTb C€O34aH CKpWMT,
pacnonarawoowuinca B doanne /opt/rubackup/scripts/isp_vmmanager.sh. B Tom
crnyyae, ecnv BHYTPU BUPTyasbHOM MallMHbI CYLLECTBYET Takow goain ¢ atpnbytamm
Ha UCMONHEHNE, TO Nepen CO34aHMEM MOMEHTANbHOMO CHUMKA OH OyOeT BbiNOIHEH
C aprymeHToM before, a cpasy nocne co3paHnsi MOMEHTANbHOMO CHMMKA OH ByneT
BbIMOMHEH C apryMeHToM after.
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YcTtaHoBKa knmeHTa RuBackup

[na BO3MOXHOCTU Pe3epBHOr0 KOMUPOBAHWS BUPTyasbHbIX MaWWH cpefp
BupTyanusaumn ISP VMmanager HeobxoamMo yctaHoBWTb knneHT RuBackup Ha
BblOpaHHbIA rMNEPBU30P (rMNEPBU30PLI), cloga Xe HeobxoauMmo YCTaHOBUTb
momynb rb_module_isp_vmmanager u3 naketa rubackup-isp-vmmanager-
<version>.el8.x86_64.rpom (Cm. guctpubytms nna OC CentOS 8). Moaynb
paboTaert ¢ noboi Bepcuein ISP VMmanager.

MoopobHO npouenypa YCTaHOBKM KAMEHTA OnuncaHa B OOKYMEHTE
«PyKkoBOLCTBO MO yCTaHOBKE CEPBEPOB PE3EPBHOI0 KONMPOBAHWS U Linux KNMEHTOB
RuBackup».

Mpn ycTaHOBKE K/AMEHTA PEKOMEHIyeTCsl WCMonb3oBaTb  (PYHKLMIO
LIEHTPaNN30BaHHOr0 BOCCTAHOBNIEHWS B TeX Chyvasix, Korga npennonaraertcs
BOCCTaHOBNIEHNE BMPTYasbHO MalvHbl M3 cpencTtea ynpasneHust RBM.

B xome wuHcTannsumm naketa B cucTeme OypeT co3paH doaiin HacTpoek
[ocTyna cucteMbl pesepBHoro konmposaHus kK APl ISP VMmanager /opt/rubackup/
etc/rb_module_isp_vmmanager.conf.

Copnepxxmmoe KoHMUrypaumoHHOro dpaina:

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter

# URL to REST API of platform

url https://127.0.0.1

# Credentials for getting token

# for communication with platform
email admin@example.com
password 123456

# The maximum time that allow the module message transfer to take
timeout 5

enable_ssl no

# Uncomment and provide path to certificate if you would like

# to use SSL. 'enable_ssl' option should be set to 'yes' as well

# ca_info /path/to/certificate
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MNapameTpbl KOHPUrypaLUnoHHOro amna:

url — appec nnatgoopmbl BupTyanusaumm ISP VMmanager.

email — y4eTHas 3anucb nonb3oBartens OT NNaTgOPMbl BMPTyanu3aumm
ISP VMmanager.
password — maponb Mofb3oBaTens OT NnnatgopMbl  BUPTyannaaummn
ISP VMmanager.

timeout — TanmMayT Mexay 3anpocamu.

enable_ssl — napameTp, ykasblBalOWWA, cnegyet M MCNOMb30BaTb
SSL-cepTtndounkar. ocTynHble 3Ha4YeHus: yes 1 no. Ecnu ykazaHo 3HaveHne
yes, T0 Heobx0AMMO PacKOMMEHTVPOBATb NapameTp ca_info 1 ykasatb nyTb
no SSL-cepTudomkara, ecnm ykasaHo 3Ha4YyeHMe No - 3aKOMMEHTUPOBATb
CTPOKY C napameTpom ca_info.

ca_info — nyTb oo ceptndpmkara ssl.

Mpw crapTe KnneHTa RuBackup B XYpPHanbHOM doarine

/opt/rubackup/log/RuBackup.log Ha knneHTe nosBMTCS cneaytowas 3anmchb:

Tue
Tue
Tue
Tue
Tue

Feb 21
Feb 21
Feb 21
Feb 21
Feb 21

:57 2023:
157 2023:
157 2023:
:57 2023:
157 2023: ...

Try to check module: 'ISP vmmanager' ...

Execute 0S command: fopt/rubackup/modules/rb module isp vmmanager -t 2>&1
Module version: 2.0

Panel: vmmanager version: 2022.09.2

module 'ISP vmmanager' was checked successfully

B py4yHOM pexunmMe npoBepuTb NPaBUIbHOCTb HACTPOEK MOXHO MPW NOMOLLM
cnenyowein KomaHopl:

# /opt/rubackup/modules/rb_module_isp_ vmmanager -t
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MacTtep-knioy

B xome ycTtaHoBku knueHta RuBackup 6ygeT cospmaH MacTep-k/iod ans
3alWNTHOrO NPeobpasoBaHUst PE3EPBHbIX KOMWIA, a TakXe KNYM ONs SNeKTPOHHOM
noanvcuy, ecny npegnonaraeTcs UCronb30Bartb SNEKTPOHHYO NOAMUChH.

BHumaHume! lNpu yTepe knoya Bbl He CMOXeTe BOCCTAaHOBUTb AaHHble
M3 pe3epBHOM KonuWu, ecnu OHa Obina npeobpa3oBaHa C MOMOLLbIO
3aLlUTHbIX anropuTMOB.

BaxHo! Knioun pekomeHayeTcsi nocne co3faHUs CKONMMpoBaTb Ha
BHELLHUN HOCUTENb, a TaKXe pacne4yaratb 6yMaXHyH Konuio u yopatb atm
KOonuu B HapéxHoe MecTo.

MacTtep-kno4  pekoMeHOyeTcs pacrnedyaratb Mpyv  MOMOWM  YTUAWTHI
hexdump, Tak Kak OH MOXET cofepXaTb HEOTODPaXXaeMble Ha 3KPaHE CUMBOSIbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343
0000020
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3alwuTHoe npeobpasoBaHne pe3epBHbIX

KOMUN

Mpu HeobxoaMMOCTU, cpasy Mocre BbiMOMHEHNS PE3EPBHOMO KOMMPOBAHNS
apxvBbl MOryT 6bITb NpeobpasoBaHbl HA XOCTe KnneHTa. Takum 06pasoM, BaxXHble
LaHHble OynyT HemocTynHbl Ans agMuHucTpatopa RuBackup wnu gpyrux nu,
KoTopble Mornu Bbl NOMyYXTb AOCTYN K PE3EPBHON KONUKM (HanpuMep, Ha BHELUHEM
XpaHUnuLWe KapTpUOoXeh NeHTouHol 6ubnmnotekn unm Ha nnowanke nposainnepa
06NnayHOro XpaHunuLLa Ans Balwmnx Pe3epBHbIX KOMUIA).

3awmtHoe NpeobpasoBaHme OCYLLECTBNSETCS BXxoaswel B coctas RuBackup
ytunutoi rbcrypt. Knioy gns sawutHoro npeobpasoBaHMsl Pe3epBHbIX KOMWUA
pacronaraeTcs Ha Xxocte KnueHta B doanne /opt/rubackup/keys/master-key.
3awutHoe npeobpas3oBaHne OaHHbIX Npu nomowwm rbcrypt BO3MOXHO C ONNHOWA
Kntoya 256 61T (Mo ymonyaHmio), a Takxe 128, 512 nnm 1024 6uta B 3aBMCUMOCTM
OT BblOpaHHOro anropmTmMa npeobpas3oBaHus.

Ecnn nns npasuna rnobanbHOro pacnucaHmst HeobxoamMo BblbpaTb 0CobbIl
PEXUM 3aWUTHOrO NPeodbpasoBaHNs C OMHOW K/o4a, OTANYHOW OT 256 6uT, 1 C
K/IOYOM, PacnonoXEeHHbIM B PYrOM MECTE, TO Bbl MOXETE cAenatb 9TO NPU NOMOLLN
CKpVNTa, BbIMNOMHAOWErOCA MOCNe BbINOMHEHUS PE3EPBHOr0  KOMMPOBAHWUSA
(onpenensieTcs B npasuie rnobanbHOrO0  pacnMcaHns  aaMUHUCTPATOPOM
RuBackup). lMpn atom Heobxoommo, 4TOObI MMS MNpeobpa3oBaHHOro dpaina
OCTaNnoCb TakMM Xe, Kak W paHee, MHadye 3agada 3aBeplunTcst € OWMOKOIA.
MpoBect obpatHoe Npeobpas3oBaHME Takoro dpaina nocne BOCCTAHOBNEHUS €ro
N3 apxmBa cnemnyeT BPy4YHyKO Mpu nomowm ytunutel rbcrypt. Mpu Takom pexume
paboTbl HET HEObOXOOMMOCTM yKasbiBaTb anroputM npeobpas3oBaHus B MpaBune
PE3EPBHOrO KOMMPOBaHUS, MHave apxue Oymer MNOBTOPHO npeobpa3oBaH C
NCNONb30BaHNEM MacTeEpP-KItoYa.
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Anroputmbl 3aLlUTHOrO Npeobpa3oBaHus

[ng BbINOAHEHUS 3aLWMUTHOrO npe06pa3OBaH|/|$| OOCTYMNHbl alNropnTMbl,

npeacTaBneHHble B Tabnuue 1.

Tabnmua 1 - AnropuTMbl 3aWMUTHOrO npeobpas3oBaHus, HOOCTYMHbIE B YTUNUTE

rbcrypt.
Anroputm .D,nvu-lg KnitoHa, NMpumeyaHue
uT
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
YKpauHcKuii HaumoHanbHbI ctaHgapt ACTY
Kalyna 128, 256, 512 76042014
: Poccuinckuin HaumoHanbHblin ctaHgapt FOCT
Kuznyechik 256 P 34.12-2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutancknin HaumoHanbHbIA cTaHgapT ons
SM4 128 6ecnpoBOaHbIX CETEN
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
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MeHenXxep AaMuHuctparopa RuBackup

(RBM)

OkoHHOe npunoxeHve MeHeoxep AnomuHucTtpatopa RuBackup (RBM)
npegHasHavYeHo Ons aaMVHUCTPUMPOBaHUS cepeepHon rpynnuposku RuBackup,
BKNOYAS ynpaBneHue KnneHtamu, rnobanbHbIM pacnucaHneM, XpaHunmwammu
pes3epBHbIX KON 1 apyrumm napametpamu RuBackup.

B RuBackup RBM pacnonaraetcs B OTOENbHOM Makete M MOXeT OblTb
YCTAHOB/MEH KaK Ha CepBep PEe3epBHOIO0 KOMMPOBaHWUSA, Tak U Ha yaaneHHom APM
agMyHucTparopa.

Insa sanycka RBM cnenyet BbINONHUTL KOMaHAy:

# /opt/rubackup/bin/rbmé&

RuBackup npenocraenset ponesyto Mofesnb OOCTyra K CUCTEME pe3epBHOro
konupoBaHus. MNpu 3anycke RBM Bam noTpebyeTcs Mpont ayTeHTUdouKaumio.
YTouHuTte login/password ons Bawein pabotbl y rnaBHoro agmuHuctparopa CPK.
Ecnn  Bbl rnasHbI  agMUMHUCTPATOpP, TO MWCMONb3yMTe AN astopu3aunu
cynepnonb3oBatens rubackup v TOT Maponb, KOTOPbIA Bbl 3ajann emy npu
NHCTaNNAUMKM (PUCYHOK 1).

RuBackup Manager

localhost

rubackup

PucyHok 1

10
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LIns  pe3epBHOr0 KOMUPOBAHUS KAWEHT [OMKeH ObiTb aBTOPM30BaH
anmnHuctparopom RuBackup (pucyHok 2).

» Ru 8 @

= :'I_J‘ o3 3agaun Npasuna Mpasuna cTpaterun Penosutopwuit YaanéHHas pennvkauus MnaH BOCCTaHOBNEHWA

O O6wekThi il astra-postgres.test.ru i)

g smolensk.testrubackul 1p Wmsa rnobansHoro pacnucaHus Craryc ID knmenTa Wma knueHTa HWID  Wms nyna
@ Crparerumn

[ rno6ansHoe pacnucaHue
@ YaanénHas pennvikaums
[2) Penozutopuii

E) Ouepeap 3apau

B Cepeepbi RuBackup

[l XXypHansi

& ABMUHUCTPUPOBaHUe

B rubackup@localhost

PucyHok 2

Ecnu knneHtT RuBackup yctaHOBneH, HO He aBTOPMU30BaH, B HUXHEN YacTu
okHa RBM nosBsuTcs coobuweHne 0 ToM, YTO HalaeHbl HEABTOPU30BAHHBIE KIIMEHTI.
Bce HoBble KMEHTbI LOMXHbI ObiTb aBTOPM30BaHbl B CUCTEME PE3EPBHOMO
kornmposaHus RuBackup.

11
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Mocne Haxartns kHorku «Bowntu» otkpoeTtcs okHO «RuBackup manager»
(pucyHok 3):

" Ru 8 @

NSy

= ooy 3apaun I EETTE] Mpasuna crparerun PenosuTopuit YaanéHHas pennukauus MnaH BOCCTaHOBNEHWSA

o O6nexrit Bl astra-postgres.test.rul i)

il smolensk.test.rubacku D Nma rnobaneHoro pacnucanus Cratyc 1D KknneHTa VIMA KIMeHTa HWID  Wwms nyna

@ Crparerumn
rno6ansHoe pacnucaHue

[ Yaanénnas pennvkaums

(=) PenosvTopuit

E) Ouepeap 3apau
B Cepeepbi RuBackup
XypHansi

MMMHMCTDMDOBBHME

B rubackup@localhost

PucyHok 3

IOna onpeneneHus ctatyca KaMeHTa HeobXOOMMO MNeperiTu Ha BKIamaky
AnMuHucTtpupoBaHue — KnmneHTbl (pUCyHOK 4):

~
¢ Ru 8 @

Monb3oBaTenu g‘
& O6exTsl

Crparerun Tpynnbi "
Nonb3osaTen b I ) Cynepsaiisepsi Conpososxpaiouine

[E ro6ansbHoe pacnucarme

CJmmrm— EFE swamacrorone

[@ Penozutopuii

) Ouepeas 3apau O6BbeKTbI
& Cepsepsi RuBackup | 99 =\
KnuerTsi _{,_ Iy KnueHTos (=) menuacepsepsi
[ XypHans! L (=H=] =
& ABMUHUCTPUpOBaHIUE Xpanunniia
7N JlokanbHble
Mynst pynnel nynos %% MoameHa nynos aiinossle
XpaHunnwa
==
BrodHble £, lenTounbie [E=] nenrounsie
ycTpoiicTsa @ Qanaka o ki [==] 6ubmorexn
Oyepean
=) Ouepens 3anay = Ouepens 3anay =
Ouepens 3ana4 =| nenTouHbIX :Z| s3aumopericTeuA C = °§§E§§Zem
= 6ubmoTek S obnakamu a

MnaHb!

Mnak Tekywero
obcnyxusaHna

PucyHok 4

12
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[Mpn 3TOM OTKPOETCS OKHO (PUCYHOK 5).

Ecnn xnnent RuBackup yctaHoBneH, HO He aBTOpM30BaH, B BEPXHEW 4acTu
okHa RBM kHonka HeaBTOpM3oBaHHbIe KJIMEHTbI OyaeT akTMBHA.

Bce HoBble KNMEHTbI AONMXHbI ObiTb aBTOPM30BaHbl B CUCTEME PE3EPBHOM0
konuposaHus RuBackup.

RuBackup manager (a rb-primary) »
~
¢ 2{T] 8 @
< KnnenTsi
& O6vextul
e 1D rpynnei Tun OC  OC AUCTPUGLIOTOp  HWID
Tpaternm
B 2 3 5e808c0373a9bSac 76:al:ac:60:47:fb  10.177.32.107  fe80:74aliactf:fe60:47fb  false 1 false 10

[l ro6ansHoe pacnucarme

@ Yaanénnas pennvkauns |

[2) PenozuTopuit

[2) Ouepeas 3apau
S Cepeepsl RuBackup
[ XypHane!

& AamuHMCTpUpOBaHKe

PucyHok 5

[na asTopusaumm HeaBTOpU3oBaHHOrO knneHta B RBM BbinonHute
cnegnyowune nencTBns:

1. Haxmute kHonky HeaBTOpM30OBaHHbIe KIMEHTbI. [1pn 3TOM OTKPOETCS OKHO
(pUCyHoK 6):

RuBackup manager (4a rb-primary)

=

" Ru 8 @
& O6wexts!

B Crparerum

10.177.32.108 af8ff269c771bd33 2023.02.21 10:35
[ rno6ansHoe pacnucarve

[@ YaanénHas pennukauus
(2 PenozuTopuii

) Ouepeas 3apau

5 Cepeepsl RuBackup

[= XypHane!

& ABMUHUCTpUpOBaHVe

PucyHok 6

13
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2. Bblbepute Hy>XHOro HEaBTOPM3OBAHHOIO KAMEHTA M HaxmuTte ABTOpPM3OBaTb
(pucyHoK 7):

RuBackup manager (a rb-primary)

Bonpoc

ABTOPU30BaTb BbIGPaHHBIX KINEHTOB?

PucyHok 7

Mocne aBTOpM3aUUM HOBbIA KNWEHT OyneT BuaeH B rnaBHOM okHe RBM
(pucyHok 8):

RuBackup manager (a rb-primary)

aaaaaaa

Primary RuBackup|

full

1 Backupglobal 2 X
2 Verify 1 Unknown Unknown (o) File system  fhomeyu/.bash_history 0 0 Default  full nocry
3 Restore i rb-primary  5e808c0373a9b5ac File system  /home/u/.bash_history 0 0 Default  full nocry

PucyHok 8

YT106bl BbLINOMHSTL PErynsipHoEe PEe3epBHOE KOMMPOBAHWE BMPTYaNlbHOM
MalunHbl, HeobxoamMMo co3naTtb MpaBuno B rnobanbHOM pacnucaHum (B cryyae
rPynnoBbIX OMepauuii MOXHO TaK Xe€ WCMoMb30BaTb CTpaTernv pPe3epBHOrO
KonupoBaHusi). [1ns 3TOro BbiNOMHUTE cneaytowwme 0eicTBIS:

14
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1. Haxomscb B paspnene «O6beKTbl», BblbepuTe Bknaaky «MpaBuna» n Haxmmte
Ha UKOHKY «+» (PnucyHok 9):
[ Ru 8 @

= 3apaun [EORECWVENN Mpasuna crpaTervnn  PenosuTopuii  YjanéHas pennvkaumsi  [naH BOCCTaHOBNEHMs

Eloerony B astra-postgres.test.rubackup i
[l smolensk.test.rubackup JEIs%

Vims rno6ankHoro pacnucanma  Cratyc IDkaveHTa Ums Knvewta HWID VMA nyna  EMKOCTS XpaHm

@ Crpaterun

El Mmo6ansHoe pacnucatne
YanéHHasi pennukauus
[2 Penosutopuit

) Ouepeas 3agau

= Cepsepbl RuBackup

[ XKypHansi

ABMUHUCTpUpOBaHUe

A  rubackup@localhost

PucyHok 9

2. Boibepute Tin pecypca: ISP VMmanager (PucyHok 10).

[ Ru a8 ®

JobaeuTs rnobansHoe pacnucaHue W MpumennTs

Mpaswna rnobaneHOro pacnucaHus

& 06vexTbi

Crpatervn

El Mo6anbHoe pacnucanue NapameTpsl Nnpaguna

HaseaHue npaswuna {ISP VMmanager

@ YaanénHas pennukaums
KnueHt smolensk.test.rubackup (c485a99df93d4329)

<]
v
(o) Peno3uTopuia
Twn pecypca ISP VMmanager o -
v

) Ouepeas 3apau

Pecypc
EE Cepeepui RuBackup Tvn PK full
XypHans!
AononHuTeNsHbIE NapaMeTpsl Npasuna
ALMWHUCTPUPOBaHUE
EMKOCTB XpaHunuwa Inf re
EMKOCTL XpaHninwa knveHTa Inf ré

MpuoputeT 100
WudposaHue nocrypt

+
v
CKpPUNT NPU HOPMAaNbHOM BLINONHEHWUA -

CKpPMNT NpPK BINOHEHUM C OLWNBKaMK

JobaeuTe Nnpaenno B wabnow

LWabnoH rno6anbHOro pacnucaHvus

@localhost

PucyHok 10
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3. Bbibepute pecypc, Haxas kHorky BblbpaTtb (PucyHok 11).

BuibpaTs

Name Real host Domain

majorelle_wiluite nodel.example.com majorelle-wil

majorelle_wiluite nodel.example.com majorelle-wil

crimson_orthoclose 192.168.0.131 crimsen-orth

charcoal_geode nodel.example.com charcoal-geo

PucyHok 11

4. YCcTaHOBMTE HACTPOWMKWM Mpasunia: HaseaHWe npaswuna, Nyn XpaHeHWs OaHHbIX,
MakcuManbHbIi 06BEM NSt pe3epBHbIX Konuidi npasuna (8 '), Tn pesepBHOro
KOMMPOBaHWA, pacnucaHue pe3epBHOro KOMUPOBaHWUSA, CPOK XpaHeHus u
Heobsi3aTeNbHbIi BPEMEHHON MPOMEXYTOK MNPOBEPKM PE3EePBHOM  KOMUK
(pucyHok 12).

¢ Ru s @

& O6wexrsl

Mpasuna r06aLHOro pacniucaHws

8 Crparerm

B fno6an . NapameTpsl npasuna HlononHuTeNbHbIE NapaMeTpsl Npasuna

B vas Hassahue npasuna [ ISP VMmanager x ] EMKoCTb XpaHMAMLLa Inf 6

Knnent smolensk.test.rubackup (c485a99df93d4329) » EMKOCTb XpaHuAMLa KneHTa Inf ré
Tun pecypca ISP VMmanager v . NpropuTer 100
Pecypc - Wndposanme nocrypt

+
v
Tun PK full v CKPUNT NPU HOPMANLHOM BHINONHEHUN -

PHanG! CKpUNT NPY BLINONHEHWN C OWNGKaMU

& ABMUHUCTPUPOBaHUE

RoGasums npasuno s waGnon

WabnoH rnobansHoro pacnucaHus

HacTpoiiku Pacnucanme

BKAIOYMTS NOCNE Co3maHMA [ @) BuI6paHo: KpOH-BbipaxXeHHe 0 0 1%+

nyn Default v Nepuoauseckii 3anyck

Hasano nepuoaa AeicTans 12.05.2023 21:31 A MunyTa ) +
OkoHuaHMe nepuona Aeiictens  12.05.2024 21:31 A Hac

888

RAexb mecaua
Mecsu

AeHb Hepenn

PucyHok 12
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4 RuBackup

Mpy nomoLwwm KHOMKK «HacTpouTb...» MOXHO BbIMOMHUTL TOHKNE HACTPONKY
npasuna pes3epBHOro KOMMPOBAHUS, HANPUMEP ONPELENUTL CKPUNT, KOTOPbIA ByneT
BbIMONHEH BHYTPW BUPTYanbHO MalVHbI Nepel CO30aHNEM MOMEHTaIbHOr0 CHUMKA
n cpady nocne ero cosfnaHus (PucyHok 13). 910 MoxeT bbiTb Heobxooumo ans
NPVBELEHNS [aHHbIX MPUNOXEHUS B KOHCUCTEHTHOE COCTOSIHUE, CUHXPOHU3aLMn
Kala 1 T.M.

ISP ymmanager

backup_if shutdown [ true

script_before_snapshot
script_after_snapshot

execution_script_timeout 5

3Ha4YeHWA NO YMON4YaHUIO

PucyHok 13

Tak Xe BHYTPU BUPTyanbHOW MaWwwWHbl MOXeT OblTb CO34aH CKpWNT,
pacnonarawowuinca B doanne /opt/rubackup/scripts/isp_vmmanager.sh. B Tom
crnyyae, ecnv BHyTpY BMPTyanbHON MalVHbI CyLWEeCTBYET Takoi doaiin ¢ atpubytamm
Ha MCMOSHEHWNE, TO Nepen CO3AaHNEM MOMEHTAIbHOrO CHMMKA OH OyAeT BbIMOMHEH
c aprymeHToM before, a cpasy nocne cosgaHust MOMEHTaNIbHOrO CHUMKa OH Bynet
BbINOMHEH C apryMeHToMm after.

BHOBb cozpmaHHoe npaBwno bymet mMmeTb ctatyc run. Ecnn Heobxoaummo
co3patb MpaBwno, KOTOPOE Moka He OOMXKHO MopoXnaTtb 3aday pPe3epBHOro
KOMMPOBaHWSl, HyXHO YybpaTb OTMETKy «Bkntountb nocne cosganusi». [Mpu
HEO0O6X0AVMMOCTI, aOMUHUCTPATOP MOXET MPVOCTaHOBUTL paboTy npaswuna wumm
HEMEL/IEHHO 3anyCTUTb ero (T.e. UHUUMMPOBATb HEMELJIEHHOE Cco3daHue 3amauu
npw cTatyce npasuna wait).

I'Ipanma rnobanbHOro pacnncaHns UMeKT CPOK XU3HW, onpeaensemMblin npu
X co3gaHnn, a Takxe npegoctaBnAaloT cnenytouwme BO3MOXHOCTH.

— BbIMONHUTL  CKPUMNT HA  KJMEHTE TMNepel HayanoM  pPe3epBHOro
KOMMPOBaHUS;

— BbINONHUTb CKPUNT Ha KNIMeHTe Nnocie yCnewHoro okoH4YaHuns pe3epBHOro
KonmpoBaHu4,

— BbIMOMHWTL CKPWUNT Ha K/MEHTE MOCNe HeynayHoro 3aBeplieHnst
PE3ePBHOr0 KOMMPOBAHUS;

17



4 RuBackup

— BbIMNONIHATb 3allTHOE npeo6pa3OBaHV|e pe3epBH0|7| KON Ha KINEeHTe;
— nepnoan4ecku BblNMoOMHATb NPOBEPKY LLENOCTHOCTU p63€pBHOVI Konuwu;

— XPaHWUTb PE3ePBHbIE KON ONPEAENEHHbIA CPOK, MO OKOHYaHWN KOTOPOro
yoansaTb UX U3 XpaHUMWa Pe3epBHbIX KOMUIA 1 U3 3anncein penosutopus, nmbo
YBELOMNSATb KIMEHTA 006 OKOHYaHWN CPOKA XPaHEHNS;

— yepe3 onpenenéHHbIi CPOK MOCne CO30aHWs PEe3EpPBHOA  KOMuK
aBTOMATUYECKN MEPEMECTUTb €€ B OPYrol nyn XpaHeHWs Pe3epBHbIX KOMWiA,
HarnpuMep, Ha KapTpUaX NeHTOYHOM BMONMOoTEKN;

— YBEIOOMJIATb rMonb30BaTeENEn CUCTEMbI pe3epBHOro KonmpoesaHmA O
pe3ynbTartax BbIMNOMHEHUA TeX WU WHbIX OI'IGpB.U.I/II7I, CBA3aHHbIX C MNpaBWIOM
rnobanbHOro pacnmcaHus.

Mpn cospaHnn 3apmaydn RuBackup oHa nosiBnsietcs B rnaBHOM O4epenu
3apgad. OtcnexuBatb BbIMNOMHEHWE MPaBWN MOXET Kak aaMuHUcTpatop (npwu
nomolwy RBM vnn yTunut KoMaHOHOW CTPOKWM), Tak 1 KnmeHT (npu nomowmn RBC nnn
YyTUNUTBI KOMaHOHOW cTpoku rb_tasks).

Mocne ycnewHoro 3aBepLieHnst pe3epBHOro KONMpPoBaHMs pe3epBHas Konms
OyneT nomelleHa B XpaHWIUWeE pPe3epBHbIX KOMWA, a uHdopMaumus o Heid Bynet
paamelleHa B penosutopumn RuBackup.

18



4 RuBackup

CpouHoe pe3epBHOe KOnNupoBaHue Npwu

nomowin RBM

B TOoM cnyyae, ecnm HeobxoOMMO BbIMOMHUTb CPOYHOE PE3EPBHOE
KOMMPOBaHME CO34aHHOro npaesuna rnobanbHOrO pacnucaHns, To 3TO MOXHO
coenatb, Bbl3BaB MPAaBO/ KHOMKOW MbIWM KOHTEKCTHOE MEHI0 «BbinonHuTb»
(pucyHok 14).

PucyHok 14
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4 RuBackup

MpoBepnTb XOA4 BbIMONHEHNS PE3EPBHOr0 KOMUPOBAHUSI MOXHO B OKHE
«Quepenb 3anay» (pucyHok 15).

¢ Ru 3 @

= @ Ypanuts v it

& 06nexThi

ID KnvieHTa  Wmsi KveHTa Tvn pecypca Pecypc 1D npasuna ID ctpaterun  Wwsi nyn
8 Backuplocal 4 astra-postgres.testrubackup  094a36e2c64467d1 original 0 0 Default

Crpateruu

[E rno6ansHoe pacnucarme
[@ Yaanéunas pennukauns
[2) Penozutopuin

Ouepeab 3aga4

{5 Cepsepsl RuBackup

= XKypHane

& AaMuHMCTpUpoBaHue

PucyHok 15

MNpun ycrewHoM 3aBepleHnn Pe3epBHOr0 KOMMPOBaHUS COOTBETCTBYHOLWAS
3apaya nepenpert B ctaryc «Done».
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4 RuBackup

LleHTpanusosaHHOe BOCCTaHOBJ/IEHUE

pe3epBHbIX Konuu ¢ nomoLibio RBM

Cuctema pesepsHoro konupoBaHns RuBackup npenycmatpusaet
BO3MOXHOCTb BOCCTAHOBMIEHUS PE3EePBHbIX KOMWA Kak CO CTOPOHbl KAMEeHTa
CUCTEMbI, TaK M CO CTOPOHbI agmuHuctpatropa CPK. B Ttex cnydasix, korga
LieHTpanM30BaHHOE BOCCTAHOBNEHNE Pe3epBHbIX KOMUIA He XenaTenbHo, Hanpumep
KOroa BOCCTAHOBMIEHME [aHHbIX SBNSETCA 30HOW OTBETCTBEHHOCTW BnajenbLa
KNMEHTCKOM CUCTEMBI, 3Ta (PYHKLIMOHANBHOCTb MOXET ObiTb OTKMOYEHA HA KNNEHTE
(c™m. “PykoBoacTeo cuctemHoro agmuHuctpartopa RuBackup”).

B Tex cnyyasx, korga LEHTpanvM3oBaHHOE BOCCTAHOBMEHME HA KIMEHTe
OOCTYMNHO, TO €ro MOXHO MHMUMMPOBATb, Nepenas knagky «Peno3utopumn» Ha
BepxHeir naHenn RBM. [ns atoro Hamgute B crnucke Tpebyemylo pe3epBHYHO
KOMWIO, HAXXMWTE Ha Hee NPaBO KHOMKOW MbIWK U BbIGEpUTE B KOHTEKCTHOM MEHIO
«BoccTtaHOBUTb» (PUCYHOK 16).

MNposepnTs

KonuposaTe

MNepeMecTuTs

Yaanute

PucyHok 16
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B OKHe LeHTpanM30BaHHOrO BOCCTAHOBMIEHUS MOXHO YBUOETb OCHOBHbIE
napameTpbl pe3epBHOM KOMUW W, eCnn 3TO MPUMEHNMO, OnNpenenvUTb MecTo
BOCCTaHOBNEHNS pe3epBHon konuwn (PucyHok 17). B cnyyae BoccTaHOBNEHUS
BUPTYaNbHO MalWMHbl N3 pe3epBHOIN Konun ByeT BbiNoHEHA NPOBEPKA HANIMYNS B
cpene BupTyanuMsaumn BUPTyanbHON MalwWHbl C TakuM Xe uMeHeM. Ecnu takom
BUPTyanbHO/ MalWHbl HEeT, To Oymer npou3BedeHO BOCCTAHOB/IEHWE C
opurnHanbHbIM UMEHEM. Ecnin BUpTyanbHas MallmHa ¢ TakuM UMEHEM yXe eCTb, TO K
VIMEHW BUPTYa/IbHOW MalwmHbl OyaeT nobasneH LmMgpoBOii NOCTHVIKC.

¢ Ru & ®

LleHTpain3osaHHoe BOCCTaHOBNEHME +/ MpumennTs

& O6vexThl

WHdopmaums 0 pesepeHOi Konum
Crpateruu

Wma xocTa: test.rubackup

B Mo6ansHoe pacnicakme HWID: 094a36€2c64467d1
YAanéHHas penavkauuna Tun pecypca: ISP VMmanager

[3) Penosutopuin Pecypc: /deviws/test
Ouepenb 33434 Myn: Default

Twn PK: full

{5 Cepeepbi RuBackup

CospaHo: 2023-05-11T09:16:55.754

[ XypHans!
= BOCCTaHOBWTL LIEMOYKY: 1

& AAMVHWUCTPUPOBaHUe

Wms npasuna:

CraTyc PK: Trusted

MecTo BOCCTaHOBNEHUA

BoccTaHoBWTL Ha kKnmeHTa:  test.rubackup v

MyTb Ha3HaveHus: * [ . }-

Pa3sepHyTb, €CAW NPUMEHUMO:

)  rubackup@localhost

PucyHok 17

B T1oM cnyyae, ecnu HeobXOOMMO BOCCTAHOBWTb PE3EPBHYID KOMWIO B
NOKanNbHbIA KaTanor Ha KnveHTe 6e3 pa3BepTbiBaHNS BUPTYanbHON MalMHbI B cpene
BUPTYaM3aumn, TO HeobXOOMMO CHSITb OTMeTKy «Pa3BepHyTb, ecnm
NPUMEHUMO».
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[na HacTpoiknm napameTpoB BOCCTAHOB/IEHUS, KOTOPblIE OTHOCATCA K
MOLYNIO PEe3epBHOro KonmpoBaHns 1 BocctaHosneHns ISP VMmanager Haxmute
Ha MKOHKY «...» pPSaoM c nonem «fMapameTpbl BOCCTAHOBNEHUA ONS MOAYNA:
ISP VMmanager» (PucyHok 18).

ISP vmmanager

restore_type (O 1 — Delete current VM
ip_address (D
mac_address (1)

target_storage (D 0 — Same as source

wake_up_on_restore ()

PucyHok 18

Bbibepute crnocob  BoccTaHoBneHus..  CywectByeT Tpu  crnocoba
BOCCTaHOB/IEHUSI PE3EPBHON KOMW BUPTYaNIbHO MaLUMHbI;

1. Delete current VM (no ymonyaHuio).

B atom cnyyae Gynet ynaneHa OeiCTBylOwWwas BMPTyanbHas MalMHa, Pe3epBHYIO
KOMWIO KOTOPOW Mbl XOTMM BOCCTaHoBUTb, HO e€é IP m MAC agpec ocrtaHyTtcs
3ape3epPBNPOBAHHBIMUA L1 HOBOW BUPTYasbHON MalmHbl, KoTopas byneTt co3naHa
BMECTO Heé. 3aTteM B AUCKM HOBOW BMPTYaslbHON MaWWHbl 3anuwyTcs AaHHble 13
JVCKOB, KOTOPbIE XPaHATCS B PE3EPBHOMN KOMUK.

MNpuMeyaHve: npaBwuno, CO3LaHHOE [ONS BMPTyanbHOW MaWwWHbI, C MOMOLWbBIO KOTOPOro
NPOU3BOAMINCH PE3EPBHBIE KOMMWN CTAHET HEaKTyaslbHbIM NOCNE BOCCTAHOBNEHMS XOTS Obl
O[HOI pPe3epBHOM KOMWK, NOCKOMbKY MOCNE BOCCTAHOBNEHMS 3TM crnocobom ByneTt HoBas
BUPTYyasbHas MalmHa ¢ HosbiM ID.

2. Restore disks only.

Mpy 3TOM TWMe BOCCTAHOBNEHWSI OEWCTBYIOWAA BUPTyanbHas MawwvHa Oynert
BbIK/IIOYEHa, B €€ aucku OyoyT 3anucaHbl OaHHble M3 OMCKOB, 06pasbl KOTOPbIX
XPaHATCS B apXuBe.
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3. Create new VM.

Mpy aTOM TUNE BOCCTaHOBNeHWs OyneT co3gaHa HoBas BUPTyanbHas MalwwmHa C
CEeTEBON 4acTblo, KOTOPYD HeobxoOMmo ykasatb nonb3oBatento B RBM
(PvicyHok 19). Nocne co3aaHns BUPTYanbHOR MalwWHbl, B €€ ancku byayT 3anmcaHbl
JaHHble 13 06pa30B, KOTOPbIE XPAHSATCS B apXMBe.

MpumeyaHns:

Mpn co3paHMM HOBOW BMPTYanbHOM MalWWHbI  OMLUMOHANBHO MOXHO BblbpaTh
XpaHunuwe, B KoTopoM Oynet cos3naH auck (unm Bce amcku). Ecnm ata onumst He
ykasaHa, auck bymnet cosfaH B TOM Xe xpaHunuile ¢ Tem ID, B KOTOPOM OH Bbin BO
BPEMSI Pe3ePBHOro KONMPOBaHMS.

Echn y BupTyanbHOW MawuHbl, 4N KOTOPOW  BbIMOMHSANOCh — PEe3epBHOE
KOmnmpoBaHwe, bbino Gonblue OOHOrO0 CETEBOrO0 UHTEPEca, TO BOCCTAHOBNEHME
Takow pes3epBHOM KOMUW HEBO3MOXHO, MOCKOSbKY B KOH(UrypaumoHHOM chaine
MOXHO yKasaTb Tonbko ogHy napy u3 IP n MAC anpecos.

ISP vmmanager

restore_type (O 3 — Create new VM

ip_address () 192.168.0.133

mac_address () [ 52:54:00:AD:2A:62

target_storage () 0 — Same as source

wake_up_on_restore (1)

PucyHok 19
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MpoBepnTb X04 BbINOMHEHNS BOCCTAHOB/IEHUS PE3EPBHOM KOMUM MOXHO B
okHe Ouepenb 3apau (PucyHok 20).

e Ru A &

= [es] KypHansl v Youte Mepesanyctute [ Yaanuts v £

] OBbeKTbI ID  Twn ID knmeHTa Wma knueHTa HWID CraTyc Tun pecypca Pecypc ID npaguna ID

1 Backup global 3 nodel.example.com 961c388f14205560 [ 12.92% | ISP vmmanager 1 0 0
& CrpaTerum B
[E Fno6ankHoe pacnucaHue

[ Ynanénnas pennukauus

[2) Peno3uTopuin

Ouepeflb 3aga4
Cepeepbl RuBackup
MKypHanbl

£ AOMUHUCTPUPOBaHUE

B rubackup@localhost

PucyHok 20

MNpn ycnewHoM 3aBepleHn BOCCTAHOBMEHUS pPE3EPBHON KONMUWU  WNn
LenoYky pesepBHbIX KOMWIA, COOTBETCTBYKOIWME 3ahayM Ha BOCCTAHOBMEHMWE
nepenyt B ctatyc «Done» (PucyHok 21).

o
Ru a @
s [i=s] XKypHane: v Y6uts Nepesanyctuts [0 Yaanute v i)
] O6bekThI ID  Twn ID knueHTa  Mms kKineHTa HWID Cratyc Twun pecypca Pecypc ID npasuna ID
i Backup global 3 nodel.example.com 961c388f14205560 Done ISP vmmanager 1 0 (]

E Crpaterun

[El rnobansHoe pacnucaHue
E YoanéuHas pennukauus
[2) PenozuTopuin

Ouepegnb 3apay

Cepeepbl RuBackup

MypHansl

s AAMWHUCTpUpOBaHue

B  rubackup@localhost

PucyHok 21
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