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8.3. 730-0@* +%-)$0>2, 01$%+,<.+,# 20",<.-)'% 0)2$*)*? K%>"0'*?

5.-2$,3)0$0' . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê117

8.3.1. G%-)$0>2% 01$%+,<.+,# 20",<.-)'% 0)2$*)*? K%>"0'*?

5.-2$,3)0$0' 3$, $;<+0/ &%3;-2. -.$'.$% . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê117

8.3.2. G%-)$0>2% 01$%+,<.+,# 20",<.-)'% 0)2$*)*? K%>"0'*?

5.-2$,3)0$0' 3$, &%3;-2. -.$',-0' -.$'.$% . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê118



!"# $%&'($)*'%+,# -,-)./* $.&.$'+010 203,$0'%+,#:

1. 40510)0'6). 3%2.)* 20/30+.+)0' 789:

: 30";<,). ="%'% 1;

: -203,$;>). ,? +% ;&"*, +% 20)0$*? @;5;) $%&'($+;)* 20/30+.+)* 789.

2. 8%&'.$+,). 7AB! PostgreSQL , +%-)$0>). 3052"C<.+,# 2 B! -.$'.$+0> 1$;3D
3,$0'2, 789 (0-+0'+0>, $.&.$'+*>, /.5,%- -.$'.$%) , E8F %5/,+,-)$%)0$%:

: A-)%+0'2% 7AB! ;

: G%-)$0>2% 7AB! .

7";H.@+%# @%&% 5%++*? /0H.) @*)6 ;-)%+0'".+% +% ;&". 0-+0'+010 -.$'.$%
,", "C@0/ 5$;10/ 50-);3+0/ 30 -.), ;&"., ;50'".)'0$#CI./ -,-)./+*/ )$.D
@0'%+,#/.

3. 40510)0'6). ;&"* 2 ;-)%+0'2. 20/30+.+)0' 789:

: 40510)0'2% 2 ;-)%+0'2.  -.$'.$+0> <%-),;

: 40510)0'2% 2 ;-)%+0'2.  2",.+)-20> <%-), 305 ;3$%'".+,./ Linux--,-)./;

: 40510)0'2% 2 ;-)%+0'2.  2",.+)-20> <%-), 305 ;3$%'".+,./ Windows-
-,-)./.

4. A-)%+0',). 3%2.)* 20/30+.+)0' RuBackup +% 30510)0'".++*? ;&"%?:

: A-)%+0'2% 3%2.)0'  -.$'.$+0> <%-),;

: A-)%+0'2% 3%2.)0'  2",.+)-20> <%-), 305 ;3$%'".+,./ Linux--,-)./;

: A-)%+0'2% 3%2.)0'  2",.+)-20> <%-), 305 ;3$%'".+,./ Windows--,-)./.

5. 40510)0'6). ",J.+&,0++*. K%>"* 5"# %')0$,&%J,, 0-+0'+010, $.&.$'+010,
/.5,%-.$'.$0', 3$.5'%$,)."6+0 30";<,' ,? ; 30-)%'I,2%, , 3$0,&'.5,). 8%&D
5." 4.2.3 .

6. L*30"+,). +%-)$0>2; ;-)%+0'".++*? 20/30+.+)0' 789 ' -)$010 03$.5.".++0/
30$#52.:

a. +% -.$'.$%? (0-+0'+0/, $.&.$'+0/, /.5,%-.$'.$%?):

M G%-)$0>2% -.$'.$% ;

b. +% '-.? 2",.+)%? 89:

M G%-)$0>2% 2",.+)% 89  305 ;3$%'".+,./ Linux--,-)./;

M G%-)$0>2% 2",.+)% 89  305 ;3$%'".+,./ Windows--,-)./.

7. L*30"+,). +%-)$0>2,:

a. 5"# 30"6&0'%).".>, 20)0$*. @;5;) '&%,/05.>-)'0'%)6 - 20/30+.+)%/, 789:

5 ,& 119

https://docs.rubackup.ru/InstallationManual/2.4.0/dbms/install-database/
https://docs.rubackup.ru/InstallationManual/2.4.0/dbms/setup-database/
https://docs.rubackup.ru/InstallationManual/2.4.0/server/serv-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_linux/client-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_win/client-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.4.0/server/serv-install-packages/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_win/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.4.0/server/serv-configuration/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_linux/client-configuration/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_win/client-configuration/


M G%-)$0>2% 30"6&0'%).".>  5"# -.$'.$+0> <%-),;

M G%-)$0>2% 30"6&0'%).".>  5"# 2",.+)-20> <%-), 305 ;3$%'".+,./ Linux-
-,-)./*;

b. 5"# ;&"%:

M G%-)$0>2% ;&"% 305 ;3$%'".+,./ Windows--,-)./.

8. !0@%'6). -.$',-* 789 ' %')0&%1$;&2;:

: !0@%'".+,. ' %')0&%3;-2  -.$'.$+0> <%-),;

: !0@%'".+,. ' %')0&%3;-2  2",.+)-20> <%-), 305 ;3$%'".+,./ Linux--,-)./*;

: !0@%".+,. ' %')0&%3;-2  2",.+)-20> <%-), 305 ;3$%'".+,./ Windows-
-,-)./.

9. 4$0,&'.5,). &%3;-2 $%&'($+;)*? 20/30+.+)0' 789:

: N%3;-2  -.$'.$+0> <%-),;

: N%3;-2  2",.+)-20> <%-), 305 ;3$%'".+,./ Linux--,-)./*;

: N%3;-2  2",.+)-20> <%-), 305 ;3$%'".+,./ Windows--,-)./.

8%&'($)*'%+,. 789

6 ,& 119

https://docs.rubackup.ru/InstallationManual/2.4.0/server/serv-setup-user/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_linux/client-setup-user/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_win/client-setup-host/
https://docs.rubackup.ru/InstallationManual/2.4.0/server/serv-auto/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_linux/client-auto/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_win/client-auto/
https://docs.rubackup.ru/InstallationManual/2.4.0/server/serv-start/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_linux/client-start/
https://docs.rubackup.ru/InstallationManual/2.4.0/client_win/client-start/


./010 1. 234563785319
!"# $%&'($)*'%+,# 20/30+.+)0' 789 RuBackup 30";<,). %2);%"6+*. ;-)%+0'0<D
+*. deb/rpm 3%2.)* 05+,/ ,& -30-0@0':

¥ +% 20/3%2)-5,-2., 30";<.++0/ 0) 30-)%'I,2%;

¥ ,& 5030"+,)."6+0 3052"C<%./010, 3;@",<+010 $.30&,)0$,#;

¥ -2%<%' %2);%"6+*. ;-)%+0'0<+*. 3%2.)* 789 RuBackup ,& 0@"%<+010 5,-2%
E-)$* +% 0K,J,%"6+0/ -%>). 20/3%+,, https://www.rubackup.ru/go/ .

1.1. ,:;<0=5->34=
4%2.)* 5"# $%&'($)*'%+,# 789 RuBackup /01;) @*)6 30";<.+* 0) 30-)%'I,2% +%
20/3%2)-5,-2., 20)0$*> /0H.) @*)6 3$0<,)%+ @0"6O,+-)'0/ 3$,'050' CD-ROM.

1.2. ?87/3@A9B 6C<:D35:63B
4%2.)* 5"# $%&'($)*'%+,# 789 RuBackup /01;) @*)6 ;-)%+0'".+* ,& 5030"+,D
)."6+010 3;@",<+010 $.30&,)0$,#.

4;@",<+*. $.30&,)0$,, 50-);3+* 5"# 03.$%J,0++*? -,-)./:

¥ Astra Linux 1.8;

¥ Astra Linux 1.7;

¥ Astra Linux 1.6;

¥ Debian 12;

¥ Debian 10;

¥ Ubuntu 22.04;

¥ Ubuntu 20.04;

¥ Ubuntu 18.04;

¥ CentOS 7;

¥ CentOS 8;

¥ 8P! Q7 7.3;

¥ 8P! Q7 8;

¥ Red Hat Enterprise Linux 9;

¥ ROSA Fresh Desktop 12;

¥ ROSA Enterprise Linux Server 7.3;

¥ ROSA Enterprise Linux Server 7.9.

1.1. 90/3%2)-5,-2

7 ,& 119

https://www.rubackup.ru/go/


1.2.1. ?:>=/E@CA3C <87/3@A:F: 6C<:D35:63G DEB-4345C;

1. 70&5%>). K%>" - ,+K0$/%J,.> 0 $.30&,)0$,#?:

cat  <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list
deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public
deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public-testing
EOF

15.: <OS-VERSION> Ñ '.$-,# ,-30"6&;./0> Q7:

: astra_1.6;

: astra_1.7;

: astra_1.8;

: debian_10;

: debian_12;

: ubuntu_18.04;

: ubuntu_20.04;

: ubuntu_22.04.

2. !0@%'6). 2"C< $.30&,)0$,#:

sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring  --keyring  gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import  - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. Q@+0',). -3,-02 3%2.)0':

sudo apt-get update

1.2.2. ?:>=/E@CA3C <87/3@A:F: 6C<:D35:63G RPM-4345C;

1. 70&5%>). K%>" - ,+K0$/%J,.> 0 $.30&,)0$,#?:

a. 5"# Q7:

M CentOS 7;

8%&'($)*'%+,. 789
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M CentOS 8;

M 8P! Q7 7.3;

M 8P! Q7 8;

M Red Hat Enterprise Linux 9;

M ROSA Fresh Desktop 12;

M ROSA Enterprise Linux Server 7.9.

cat  <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo
[rubackup-rpm-public-repository]
name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public/repodata/repomd.xml.key
gpgcheck=0

[rubackup-rpm-public-testing-repository]
name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public-testing/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public-testing/repodata/repomd.xml.key
gpgcheck=0
EOF

15.: <OS-VERSION> Ñ '.$-,# ,-30"6&;./0> Q7:

M centos_7;

M centos_8;

M redos_7.3;

M redos_8;

M rhel_9;

M rosa_12;

M rosa_7.9.

b. 5"# Q7 ROSA Enterprise Linux Server 7.3:

1.2. 4;@",<+*> $.30&,)0$,>
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cat  <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo
[rubackup-rpm-public-repository]
name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key
gpgcheck=0
sslverify=0

[rubackup-rpm-public-testing-repository]
name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0
sslverify=0
EOF

1.3. H7/0@A9B >34= "4569
4%2.)* 5"# $%&'($)*'%+,# 789 RuBackup /01;) @*)6 -2%<%+* ,& 0@"%<+010 5,-2%
E-)$* +% 0K,J,%"6+0/ -%>). 20/3%+,, https://www.rubackup.ru/go/ .

G% 5,-2. '* +%>5().:

¥ 3%32, - +%&'%+,#/, 03.$%J,0++*? -,-)./, -05.$H%I,. -0'/.-),/*. - ;2%D
&%++0> Q7 ;-)%+0'0<+*. 3%2.)* 5"# $%&'($)*'%+,# 20/30+.+)0' 789
RuBackup (Alt Linux 10, Astra Linux 1.6 , ).5.);

¥ 3%32; Experimental , -05.$H%I;C:

: -0'/.-),/*. - ;2%&%++0> Q7 R2-3.$,/.+)%"6+*. ;-)%+0'0<+*. 3%2.)* 5"#
$%&'($)*'%+,# 20/30+.+)0' 789 RuBackup, 3$0O.5O,. )0"620 5,&%>+-
).-),$0'%+,.;

: 3%32; Scripts , -05.$H%I;C R2-3.$,/.+)%"6+*. -2$,3)*:

M script_block_device_metadata.sh  -2$,3) $.&.$'+010 203,$0'%+,# /.)%D
5%++*? 5.5;3",J,$0'%++010 3;"%;

M upgrade_rubackup_packages.sh  -2$,3) %')0/%),<.-2010 0@+0'".+,#;

8%&'($)*'%+,. 789

10 ,& 119

https://www.rubackup.ru/go/


¥ 3%32; Prev_Version , -05.$H%I;C ;-)%+0'0<+*> 3%2.) /05;"# $.&.$'+010
203,$0'%+,# , '0--)%+0'".+,# 5%++*? 2"%-).$0' 7AB! PostgreSQL 5"# 305D
5.$H2, +0'010 K;+2J,0+%"% -.$'.$+0> , 2",.+)-20> 1$;33,$0'02 $.",&% 2.1;

¥ RB_key.iso  Ñ -3.J,%",&,$0'%++*> &%1$;&0<+*> 0@$%& RuBackup.

1.3. Q@"%<+*> 5,-2 E-)$*
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./010 2. +C5C19C <:659
B.&03%-+0. -0.5,+.+,. 20/30+.+)0' 789 RuBackup , 0@/.+ ,+K0$/%J,.> /.H5;
+,/, 305$%&;/.'%.) ).?+,<.-2;C '0&/0H+0-)6 20//;+,2%J,, 30 -.),. 4.$.5
;-)%+0'20> 3$05;2)% +.0@?05,/0 0@.-3.<,)6 '&%,/05.>-)',. 20/30+.+)0' 789
3;)./ 0)2$*),# -00)'.)-)';CI,? 30$)0' 5"# '?05#I.10 , ,-?05#I.10 )$%K,2%
/.H5; -.$'.$%/,, +% 20)0$*? ;-)%+0'".+* 20/30+.+)* 789.

L )%@",J.  3$.5-)%'".+* 20/30+.+)* 789 RuBackup, 20)0$*. 3$,+,/%C) '?05#D
I,. -0.5,+.+,# 30 ;2%&%++*/ 30$)%/ , 3$0)020"%/.

!"#$%&" 1. '()(*+( ,-.)+

,:;<:ACA5 IC/C1:B 4C6J
134

?6:5:=:/ ?:65 H<340A3C
:5 >:

Q-+0'+0> -.$D
'.$

F.5,%-.$'.$ rubackup-cmd S78 9991 A3$%'".+,.
03.$%J,#/, +%
/.5,%-.$'.$.

rubackup-
media

S78 9993 A3$%'".+,.
03.$%J,#/, -
5%++*/,

Q-+0'+0> -.$D
'.$

B%&% 5%++*?
RuBackup +%
0)5."6+0-)0#D
I.> /%O,+.

postgresql S78 5432 [1] 70?$%+.+,.
20+K,1;$%J,D
0++0> , 03.$%D
),'+0> ,+K0$D
/%J,,

8.&.$'+*>
-.$'.$ [2]

Q-+0'+0> -.$D
'.$

rubackup-cmd S78 9991 Q@.-3.<.+,.
0)2%&0;-)0>D
<,'0-),

rubackup-
media

S78 9993 4.$.5%<% 5%+D
+*? /.H5;
/.5,%-.$'.D
$%/, ' -0-)%'.
0-+0'+010 ,
$.&.$'+010
-.$'.$0'

8.&.$'+*>
-.$'.$ [2]

B%&% 5%++*?
RuBackup +%
0)5."6+0-)0#D
I.> /%O,+.

postgresql S78 5432 70?$%+.+,.
20+K,1;$%J,D
0++0> , 03.$%D
),'+0> ,+K0$D
/%J,,

F.5,%-.$'.$ F.5,%-.$'.$ rubackup-
media

S78 9993 4.$.5%<% 5%+D
+*? /.H5;
/.5,%-.$'.D
$%/,

8%&'($)*'%+,. 789
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F.5,%-.$'.$ 8.&.$'+*>
-.$'.$ [2]

rubackup-cmd S78 9991 A3$%'".+,.
03.$%J,#/, +%
/.5,%-.$'.$.

rubackup-
media

S78 9993 A3$%'".+,.
03.$%J,#/, -
5%++*/,

F.5,%-.$'.$ B%&% 5%++*?
RuBackup +%
0)5."6+0-)0#D
I.> /%O,+.

postgresql S78 5432 [1] 70?$%+.+,.
20+K,1;$%J,D
0++0> , 03.$%D
),'+0> ,+K0$D
/%J,,

9",.+)
$.&.$'+010
203,$0'%+,#

Q-+0'+0> -.$D
'.$

rubackup-cmd S78 9991 A3$%'".+,.
03.$%J,#/, +%
2",.+).
$.&.$'+010
203,$0'%+,#

9",.+)
$.&.$'+010
203,$0'%+,#

F.5,%-.$'.$ rubackup-
media

S78 9993 4.$.5%<% 5%+D
+*? /.H5;
/.5,%-.$'.D
$0/ , 2",.+D
)0/

9",.+)
$.&.$'+010
203,$0'%+,#

8.&.$'+*>
-.$'.$ [2]

rubackup-cmd S78 9991 A3$%'".+,.
03.$%J,#/, +%
2",.+).
$.&.$'+010
203,$0'%+,#

rubackup-
media

S78 9993 4.$.5%<% 5%+D
+*? /.H5;
/.5,%-.$'.D
$0/ , 2",.+D
)0/

RuBackup REST
API

Q-+0'+0> -.$D
'.$

rubackup-rbm S78 9995 Q)3$%'2%
&%3$0-0' +%
-.$'.$ , 30";D
<.+,. ,+K0$D
/%J,,

RuBackup REST
AP

B%&% 5%++*?
RuBackup +%
0)5."6+0-)0#D
I.> /%O,+.

postgresql S78 5432 [1] 40";<.+,.
,+K0$/%J,, ,&
@%&* 5%++*?

RuBackup REST
API

8.&.$'+*>
-.$'.$ [2]

rubackup-rbm S78 9995 Q)3$%'2%
&%3$0-0' +%
-.$'.$ , 30";D
<.+,. ,+K0$D
/%J,,
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F.+.5H.$
RuBackup
(RBM) +%
0)5."6+0 -)0#D
I.> /%O,+.

B%&% 5%++*?
RuBackup +%
0)5."6+0-)0#D
I.> /%O,+.

postgresql S78 5432 [1] 70?$%+.+,.
20+K,1;$%J,D
0++0> , 03.$%D
),'+0> ,+K0$D
/%J,,

F.+.5H.$
RuBackup
(RBM) +%
0)5."6+0 -)0#D
I.> /%O,+.

Q-+0'+0> -.$D
'.$

rubackup-rbm S78 9995 A3$%'".+,.
03.$%J,#/,
RuBackup

F.+.5H.$
RuBackup
(RBM) +%
0)5."6+0 -)0#D
I.> /%O,+.

8.&.$'+*>
-.$'.$ [2]

rubackup-rbm S78 9995 A3$%'".+,.
03.$%J,#/,
RuBackup

9",.+), 30-*D
"%CI,>
&%3$0- <.$.&
RuBackup REST
API

Q-+0'+0> -.$D
'.$

rubackup-api HTTPS 443 [3] A3$%'".+,.
03.$%J,#/,
RuBackup
<.$.& REST API

9",.+), 30-*D
"%CI,>
&%3$0- <.$.&
RuBackup REST
API

8.&.$'+*>
-.$'.$ [2]

rubackup-api HTTPS 443 [3] A3$%'".+,.
03.$%J,#/,
RuBackup
<.$.& REST API

[1] P-", @%&% 5%++*? +%-)$0.+% - ,-30"6&0'%+,./ +.-)%+5%$)+010 30$)%, )0 5"# 3052"C<.+,# 2 +.> 3$05;2)% RuBackup
30$) /0H.) @*)6 ,&/.+.+ '$;<+;C ' 20+K,1;$%J,0++0/ K%>". /opt/rubackup/etc/config.file.

[2] 4$, +%",<,, $.&.$'+010 -.$'.$%.

[3] 40$) 5"# 3052"C<.+,#, 3$, +.0@?05,/0-),, /0H.) @*)6 ,&/.+.+ <.$.& 3.$./.++*. 02$;H.+,# ' K%>".
/opt/rubackup/etc/rubackup_api.env (-/. ' Ç8;20'05-)'. 30 ;-)%+0'2. , '&%,/05.>-)',C - 3$01$%//+*/ ,+).$K.>-0/
RuBackup REST APIÈ)

8%&'($)*'%+,. 789
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./010 3. +/8KC7A0G 70D0 >0AA9L
7AB! PostgreSQL ,-30"6&;.)-# 5"# ?$%+.+,# /.)%5%++*? $.&.$'+*? 203,> , 20+D
K,1;$%J,0++*? 3%$%/.)$0' -,-)./* $.&.$'+010 203,$0'%+,# RuBackup.

3.1. +345C;A9C 56C7:10A3G
!"#$%&" 2. /,,".")0+( ).(#-*"0%1 2 3(.*(.4 56 RuBackup

E33%$%)+*> 20/30+.+) N+%<.+,.

4$0J.--0$ 4 #5$%

Q3.$%),'+%# 3%/#)6 64 =B

!,-20'0. 3$0-)$%+-)'0 3,84 SB

! !"# 0@.-3.<.+,# /%2-,/%"6+010 ;$0'+# 0)2%&0;-)0><,'0-), , @*-)$0D
5.>-)',# 3$, 3$0/*O".++0> R2-3";%)%J,,, $.20/.+5;.)-# ,-30"6&0'%)6
' 2%<.-)'. 20+K,1;$%J,0++0> @%&* RuBackup 7AB! PostgreSQL ' 0)2%&0D
;-)0><,'0> 20+K,1;$%J,, - ,-30"6&0'%+,./ $.O.+,# Patroni, $%&'.$+;D
)0/ +% 0)5."6+0 -)0#I,? /%O,+%?, - -0'02;3+*/ 0@T./0/ 5,-20'010
3$0-)$%+-)'% 3.84 SB, 30-)$0.++010 - ,-30"6&0'%+,./ )'.$50)."6+*?
+%203,).".>, 3052"C<.++*? <.$.& O,+; PCI Express (NVMe SSD).

3.2. M450A:1=0 +MN2
1. A-)%+0',). ,& $.30&,)0$,# [1] 30-".5+CC 50-);3+;C '.$-,C 7AB!

PostgreSQL, +%?05#-6 ' 3%32., 15. $%-30"0H.+ 3%2.):

Astra Linux, Debian, Ubuntu sudo apt install postgresql   

"/O5 sudo apt-get install postgresql-server   

Rosa Cobalt, RHEL sudo yum install postgresql   

RedOS, CentOS, Rosa Chrome sudo dnf install postgresql-server   

2. L*30"+,). ;-)%+0'2; 30-".5+.> 50-);3+0> '.$-,, 3%2.)% postgresql-contrib :

! !"# Astra Linux SE 1.6 +.0@?05,/0 ;-)%+0',)6 3%2.) postgresql-
contrib-9.6 .

Astra Linux, Debian, Ubuntu sudo apt install postgresql-contrib   

"/O5 sudo apt-get install postgresql-contrib   

Rosa Cobalt, RHEL sudo yum install postgresql-contrib   

3.1. 7,-)./+*. )$.@0'%+,#
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RedOS, CentOS, Rosa Chrome sudo dnf install postgresql-contrib   

3. 4$0,&'.5,). ,+,J,%",&%J,C B!:

Astra Linux, Debian, Ubuntu -

"/O5 sudo /etc/init.d/postgresql initdb  

Rosa Cobalt, RHEL /usr/pgsql-12/bin/postgresql-12-setup
initdb

RedOS, CentOS, Rosa Chrome sudo postgresql-setup --initdb  

4. N%3;-),). PostgreSQL:

sudo service postgresql start

5. !0@%'6). &%3;-2 PostgreSQL ' %')0&%1$;&2;:

sudo systemctl enable postgresql

3.3. (0456:B=0 +MN2
1. G%-)$0>). '0&/0H+0-)6 3052"C<.+,# 2 7AB! 5"# '-.? -.$'.$0', 20)0$*.

@;5;) '?05,)6 ' -.$'.$+;C 1$;33,$0'2; RuBackup (0-+0'+0>, $.&.$'+*>,
/.5,%- -.$'.$%), , E8F %5/,+,-)$%)0$% RuBackup, 5"# R)010:

: 3.$.>5,). ' 3%32;, 15. +%?05,)-# K%>" pg_hba.conf ;

: 0)2$0>). 5"# $.5%2),$0'%+,# 20+K,1;$%J,0++*> K%>" pg_hba.conf :

sudo nano pg_hba.conf

: 0)$.5%2),$;>)., 0)2$*'O,>-# K%>", ;2%&%' ip-%5$.-% , /%-2; -.), '-.?
3052"C<%./*? -.$'.$0' , E8F %5/,+,-)$%)0$% RuBackup 2 B! 30 3$0)0D
20"; IPv4, +%3$,/.$:

local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD

# *local* is for Unix domain socket connections only

local all all md5

IPv4 local connections:

host all all 127.0.0.1/32 md5
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host all all 192.168.0.50/32 md5

host all all 192.168.0.51/32 md5

host all all 192.168.0.52/32 md5

host all all 192.168.0.53/32 md5

: -0?$%+,). ,&/.+.+,#.

! !0@%',)6 ip-%5$.-% 3052"C<%./*? 2 B! -.$'.$0' /0H+0 , 30-".
;-)%+0'2, -.$'.$% RuBackup, 0)$.5%2),$0'%' 20+K,1;$%J,0++*>
K%>" pg_hba.conf  , 3.$.&%3;-),' PostgreSQL.

2. G%-)$0>). 3$0-";O,'%+,. 3052"C<.+,> 2 B! 5"# '-.? -.$'.$0', 20)0$*.
@;5;) '?05,)6 ' -.$'.$+;C 1$;33,$0'2; RuBackup (0-+0'+0> -.$'.$, $.&.$'D
+*> -.$'.$, /.5,%-.$'.$) - J."6C 30-".5;CI.10 ;5%"(++010 3052"C<.+,# 2
B!:

: 3.$.>5,). ' 3%32;, 15. +%?05,)-# K%>" postgresql.conf ;

: 0)2$0>). 5"# $.5%2),$0'%+,# 20+K,1;$%J,0++*> K%>" postgresql.conf :

sudo nano postgresql.conf

: 0)$.5%2),$;>). 0)2$*'O,>-# K%>":

M ' -.2J,, CONNECTIONS AND AUTHENTICATION  , 50@%',' '*5.".++;C -)$02;:

# CONNECTIONS AND AUTHENTICATION

#-----------------------------------------------------------------------

# - Connection Settings -

#listen_addresses = 'localhost' # what IP address(es) to listen on;

listen_addresses = '*'

# comma-separated list of addresses;

# defaults to 'localhost'; use '*' for all

# (change requires restart)

port = 5432 # (change requires restart)

max_connections = 100 # (change requires restart)

M 3$, +.0@?05,/0-), 0)$.5%2),$;>). &+%<.+,. 3%$%/.)$% shared_buffers .
8.20/.+5;./0. &+%<.+,. 3%$%/.)$% ~50Ê% 0) $%&/.$% 03.$%),'+0>
3%/#),;

M 3$, +.0@?05,/0-), 0)$.5%2),$;>). &+%<.+,. 3%$%/.)$%
max_parallel_workers . 8.20/.+5;./0. &+%<.+,. 3%$%/.)$% +. /.+..
50Ê% 0) 20",<.-)'% 3$0J.--0$+*? #5.$, .-", -.$'.$ 7AB! -0'/.I.+ -
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-.$'.$0/ RuBackup , 100Ê%, .-", -.$'.$ 7AB! #'"#.)-# '*5.".++*/.

: -0?$%+,). ,&/.+.+,#.

3. U)0@* +. '0&+,2%"% 0O,@2% 3$, 30";<.+,, /%+5%)+*? %)$,@;)0', +;H+0 0)$.D
5%2),$0'%)6 20+K,1;$%J,0++*> K%>" 7AB! PostgreSQL
/etc/parsec/mswitch.conf  ' Q7 Astra Linux Special Edition - /%2-,/%"6+*/
;$0'+./ &%I,I.++0-), (Ç7/0".+-2È).

! !%++*> O%1 '*30"+#.)-# )0"620 5"# 7AB! PostgreSQL ' Q7 Astra Linux
Special Edition - /%2-,/%"6+*/ ;$0'+./ &%I,I.++0-), (Ç7/0".+-2È).

: Q)2$0>). 5"# $.5%2),$0'%+,# K%>" /etc/parsec/mswitch.conf  , ,&/.+,).
3%$%/.)$ 5"# -0&5%+,# 30"6&0'%)."# 7AB! PostgreSQL, 20)0$*> +. +%&+%D
<.+ ' Q7 Astra Linux Special Edition 1.7:

sudo nano /etc/parsec/mswitch.conf

: 0)$.5%2),$;>). &+%<.+,. ;2%&%++010 3%$%/.)$%, ,&/.+,' .10 +% yes :

zero_if_notfound: yes

: -0?$%+,). ,&/.+.+,#.

4. !"# 3$,/.+.+,# ,&/.+.+,> 3.$.&%3;-),). Postgres:

sudo service postgresql restart

5. 4$0'.$6). 3052"C<.+,. 2 7AB!, '*30"+,' '?05 305 30"6&0'%)."./ postgres ,
''.5# 20/%+5;:

sudo  -u  postgres psql

6. !%".., 3052"C<,'O,-6 2 B!, &%5%>). 3%$0"6 5"# 30"6&0'%)."# postgres :

alter user postgres password '12345' ;

15. '12345'  Ñ &%5%'%./*> 3%$0"6 30"6&0'%)."#.

7. N%'.$O,). $%@0); 305 30"6&0'%)."./ postgres :
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\q

3.4. (0456:B=0 SSL 4:C>3ACA3B
!"# 30'*O.+,# @.&03%-+0-), -.$'.$% @%&* 5%++*? '0&/0H+0 ,-30"6&0'%+,.
+%5.H+010 O,K$0'%+,# -0.5,+.+,> - @%&0> 5%++*?.

!"# +%-)$0>2, SSL -0.5,+.+,>:

1. 70&5%>). -.$),K,2%)* 5"# -.$'.$% PostgreSQL , .10 2",.+)0' (postgres-2",D
.+)0') (-/. 8%&5." 3.4.1 ).

2. L*30"+,). +%-)$0>2; 20+K,1;$%J,0++*? K%>"0' +% -.$'.$. PostgreSQL (-/.
8%&5." 3.4.2 ).

3. 40-". ;-)%+0'2, 3%2.)0' 20/30+.+)0' 789 -203,$;>). 30";<.++*. -.$),K,D
2%)* , '*30"+,). +%-)$0>2; SSL -0.5,+.+,> 5"# postgres-2",.+)0' +% ;&"%?
(-/. 8%&5." 3.4.3 ):

: $%&'($+;)0> -.$'.$+0> <%-), 789;

: ,-30"6&;CI,? 3$,"0H.+,. ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ ,",
ÇL.@-,+).$K.>- TucanaÈ.

3.4.1. $9<84= 4C653P3=05:1

E;).+),K,2%J,# 2",.+)% 30 -.$),K,2%); 30&'0"#.) -.$'.$; 3$0'.$,)6 ",<+0-)6
3052"C<%CI.10-#, 305)'.$H5%#, <)0 -.$),K,2%) X.509, 3$.5-)%'".++*>
postgres-2",.+)0/, 3053,-%+ 50'.$.++*/ J.+)$0/ -.$),K,2%J,, (CA).

7.$),K,2%)* SSL 3$0'.$#C)-# , '*5%C)-# V.+)$0/ -.$),K,2%J,,.

P-", '* +. ,/..). PKI ,+K$%-)$;2);$* 0)2$*)*? 2"C<.>, )0 +% 0)5."6+0/ ?0-).,
20)0$*> /0H.) '*30"+#)6 $0"6 V.+)$% -.$),K,2%J,,:

1. 70&5%>). 5,$.2)0$,,, ' 20)0$*. @;5;) -1.+.$,$0'%+* -.$),K,2%)* V.+)$%
-.$),K,2%J,,, -.$'.$% PostgreSQL , 5"# '-.? postgres-2",.+)0' (' &%',-,/0D
-), 0) %$?,).2);$* '%O.> 789):

mkdir certs && cd certs && mkdir ca pg-server rb-server rb-media rb-rbm

15.:

: ca  - 5,$.2)0$,# 5"# -.$),K,2%)0' V.+)$% -.$),K,2%J,,;

: pg-server  - 5,$.2)0$,# 5"# -.$),K,2%)0' -.$'.$% PostgreSQL;

: rb-server  - 5,$.2)0$,# 5"# -.$),K,2%)0' 0-+0'+010 -.$'.$% RuBackup;
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: rb-media  - 5,$.2)0$,# 5"# -.$),K,2%)0' /.5,%-.$'.$%;

: rb-rbm  - 5,$.2)0$,# 5"# -.$),K,2%)0' E8F %5/,+,-)$%)0$%, .-", F.+.D
5H.$ %5/,+,-)$%)0$% RuBackup (RBM) $%&'($+;) +% 0)5."6+0/ ?0-)..

2. 70&5%>). &%2$*)*> 2"C< V.+)$% -.$),K,2%J,,, 5"# R)010:

: 4.$.>5,). ' $%+.. -0&5%++;C 3%32;:

cd  ./ca

: 71.+.$,$;>). &%2$*)*> 2"C< 5"# 7E ( ca.key ), '*30"+,' 20/%+5;, +%3$,/.$:

openssl genrsa -out  ca.key 2048

: 70&5%>). -%/03053,-%++*> -.$),K,2%) V.+)$% -.$),K,2%J,, ( !".!rt ) -$0D
20/ 5.>-)',# 1 105:

openssl req -new  -x509  -days  365 -key  ca.key -out  ca.crt

15. CN Ñ R)0 30"+0. ,/# ?0-)% (FQDN), +% 20)0$0/ $%&'($+;) 7E.

3. L*3;-),). -.$),K,2%) , &%2$*)*> 2"C< 5"# -.$'.$% PostgreSQL, 5"# R)010:

: 4.$.>5,). ' $%+.. -0&5%++;C 3%32;:

cd  ./pg-server

: 71.+.$,$;>). &%2$*)*> 2"C< 5"# -.$'.$% PostgreSQL /pg-
server/server.key :

openssl genrsa -out  server.key 2048

: 71.+.$,$;>). &%3$0- +% -.$),K,2%) -.$'.$% PostgreSQL /pg-
server/server.csr :

openssl req -new  -key  server.key -out  server.csr

15. CN Ñ R)0 30"+0. ,/# ?0-)% (FQDN), +% 20)0$0/ $%&'($+;) -.$'.$
PostgreSQL.

: 4053,O,). &%3$0- +% -.$),K,2%) -.$'.$% PostgreSQL &%2$*)*/ 2"C<0/
V.+)$% -.$),K,2%J,,:
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openssl x509 -req  -in  server.csr -CA ../ca/ca.crt -CAkey  ../ca/ca.key
-CAcreateserial  -out  server.crt -days  365

4. 40')0$,). O%1 3 5"# 2%H5010 postgres-2",.+)%, -1.+.$,$0'%' &%2$*)*> 2"C<
( postgresql.key ) , '*3;-),' -.$),K,2%) ( postgresql.crt ) 5"# '-.? postgres-
2",.+)0', ;2%&%' ' -.$),K,2%). -00)'.)-)';CI.. FQDN ?0-)%, +% 20)0$0/
$%&'($+;) 20/30+.+) 789.

3.4.2. (0456:B=0 SSL 4:C>3ACA3G A0 4C61C6C PostgreSQL

L*30"+,). 3$,'.5(++*. +,H. +%-)$0>2,, <)0@* -.$'.$ PostgreSQL 3$0-";O,'%"
2%2 0@*<+*., )%2 , SSL -0.5,+.+,# <.$.& 05,+ , )0) H. TCP-30$) , -01"%-0'*'%"
,-30"6&0'%+,. SSL - "C@*/ 3052"C<%CI,/-# postgres-2",.+)0/.

1. 7203,$;>). ' 3%32; /etc/postgresql/16/main  +% -.$'.$ PostgreSQL ,& 3%32,
/pg-server  V.+)$% -.$),K,2%J,, 30510)0'".++*.:

: -.$),K,2%) V.+)$% -.$),K,2%J,, ( ca.crt );

: 3053,-%++*> -.$),K,2%) -.$'.$% PostgreSQL ( server.crt );

: -1.+.$,$0'%++*> &%2$*)*> 2"C< -.$'.$% PostgreSQL ( server.key ).

2. !"# K%>"0' -.$),K,2%)% , &%2$*)010 2"C<% ;-)%+0',). 30"+*> 50-);3 +% <).D
+,. , &%3,-6 )0"620 5"# '"%5."6J.':

chmod 600 server.crt server.key ca.crt

75."%>). '"%5."6J./ K%>"0' 30"6&0'%)."# , 1$;33; 30"6&0'%)."# postgres :

chown postgres:postgres server.crt server.key ca.crt

3. Q)$.5%2),$;>). 20+K,1;$%J,0++*> K%>" postgresql.conf :

: '2"C<,). 3055.$H2; &%O,K$0'%++*? -0.5,+.+,>:

ssl = on

: ;2%H,). 3;)6 2 K%>"; -.$),K,2%)% V.+)$% -.$),K,2%J,, (,", J.30<2. -.$D
),K,2%)0'):

ssl_ca_file = '/etc/postgresql/16/main/ca.crt'

7.$),K,2%) 7E 3$0'.$#.), <)0 -.$),K,2%) postgres-2",.+)% 3053,-%+ 50'.D
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$.++*/ J.+)$0/ -.$),K,2%J,,.

: ;2%H,). 3;)6 2 K%>"; -.$),K,2%)% -.$'.$% PostgreSQL:

ssl_cert_file = '/etc/postgresql/16/main/server.crt'

7.$),K,2%) @;5.) 0)3$%'".+ postgres-2",.+); 5"# ;2%&%+,# 305",++0-),
-.$'.$% PostgreSQL.

: ;2%H,). 3;)6 2 K%>"; &%2$*)010 2"C<% -.$'.$% PostgreSQL:

ssl_key_file = '/etc/postgresql/16/main/server.key'

N%2$*)*> 2"C< 502%&*'%.), <)0 -.$),K,2%) -.$'.$% PostgreSQL @*"
0)3$%'".+ '"%5."6J./; +. ;2%&*'%.), <)0 '"%5.".J -.$),K,2%)% &%-";H,D
'%.) 50'.$,#.

4. U)0@* 30)$.@0'%)6 0) postgres-2",.+)% 3$.50-)%'".+,# 50'.$.++010 -.$),K,D
2%)%, 0)$.5%2),$;>). 20+K,1;$%J,0++*> K%>" pg_hba.conf :

: 50@%'6). 03J,C %;).+),K,2%J,, clientcert=verify-ca  ,",
clientcert=verify-full  ' -00)'.)-)';CI,. hostssl  -)$02,, 15.:

M clientcert=verify-full  -.$'.$ PostgreSQL +. )0"620 3$0'.$#.) J.30<2;
-.$),K,2%)0', +0 )%2H. 3$0'.$#.), -0'3%5%.) ", ,/# 30"6&0'%)."# ,",
.10 -030-)%'".+,. - CN 3$.50-)%'".++010 -.$),K,2%)%;

M clientcert=verify-ca  -.$'.$ 3$0'.$#.), <)0 -.$),K,2%) postgres-2",D
.+)% 3053,-%+ 05+,/ ,& 50'.$.++*? J.+)$0' -.$),K,2%J,,.

S%2H. H."%)."6+0 &%20//.+),$0'%)6 '-. -)$0<2, host , +%3$,/.$:

#host   all all 0.0.0.0/0  md5
hostssl all all 0.0.0.0/0 [md5,cert]
clientcert=[verify-ca,verify-full]  !

! L -)%$*? '.$-,#? [0,1]

15.:

md5 Ñ &%3$0-,)6 3%$0"6 30"6&0'%)."#,

cert  Ñ %;).+),K,2%J,# 30 -.$),K,2%);.

P-", 3%$%/.)$ clientcert  +. ;2%&%+, -.$'.$ 3$0'.$#.) -.$),K,2%)
postgres-2",.+)% 30 -'0./; K%>"; CA, )0"620 .-", -.$),K,2%) postgres-
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2",.+)% 3$.5-)%'".+ , CA +%-)$0.+.

5. 4$0,&'.5,). +%-)$0>2; 2%$)* ,/(+ 30"6&0'%).".>.

4$, ,-30"6&0'%+,, '+.O+.> -,-)./* %;).+),K,2%J,,, )%20> 2%2 Ident , ,/#
30"6&0'%)."# 03.$%J,0++0> -,-)./*, ,+,J,,$0'%'O.10 3052"C<.+,., /0H.)
+. -0'3%5%)6 - ,/.+./ 30"6&0'%)."# @%&* 5%++*? ($0",), 20)0$*> 50"H.+
,-30"6&0'%)6-#. L R)0/ -";<%. 2%$)% ,/.+ 30"6&0'%).".> /0H.) @*)6 3$,/.D
+.+% 5"# -030-)%'".+,# ,/.+, 30"6&0'%)."# 03.$%J,0++0> -,-)./* - ,/.+./
30"6&0'%)."# @%&* 5%++*?

U)0@* ,-30"6&0'%)6 -030-)%'".+,. ,/.+ 30"6&0'%).".>, 0)$.5%2),$;>).:

: 20+K,1;$%J,0++*> K%>" pg_hba.conf  Ñ ;2%H,). ' &+%<.+,, 3%$%/.)$%
map=map-name:

hostssl all all 0.0.0.0/0 md5 clientcert=verify-full map=sslmap

: 20+K,1;$%J,0++*> K%>" pg_ident.conf , ?$%+#I,>-# ' 2%)%"01. 5%++*? 2"%D
-).$% Ñ +%-)$0>). 2%$)* ,/.+ 30"6&0'%).".>, 50@%'6)., +%3$,/.$:

# MAPNAME SYSTEM-USERNAME PG-USERNAME
sslmap    postgres        postgres
sslmap    postgres        rubackup

15.:

M ' -)0"@J. SYSTEM-USERNAME ;2%H,). CN -.$),K,2%)% postgres-2",.+)%;

M ' -)0"@J. PG-USERNAME ;2%H,). ,/# 30"6&0'%)."#, - 20)0$*/ +;H+0
-030-)%',)6.

6. !"# 3$,/.+.+,# ,&/.+.+,> 3.$.&%3;-),). -.$'.$:

sudo systemctl restart postgresql

3.4.3. (0456:B=0 SSL 4:C>3ACA3G A0 8D/0L =:;<:ACA5:1 RuBackup

!"# 3052"C<.+,# -.$'.$+*? 20/30+.+)0' RuBackup , E8F %5/,+,-)$%)0$% 789
(,-30"6&;.I.10 3$,"0H.+,. ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ) 2 -";H.@+0>
@%&. 5%++*? PostgreSQL - ,-30"6&0'%+,./ &%I,I(++010 -0.5,+.+,# '*30"+,).
3$,'.5(++*. +,H. +%-)$0>2, +% -00)'.)-)';CI,? ;&"%? (postgres-2",.+)%?):

¥ $%&'($+;)0> -.$'.$+0> <%-), 789;
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¥ ,-30"6&;CI,? 3$,"0H.+,. ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ.

(0456:B=0 SSL 4:C>3ACA3G A0 8D/0L =:;<:ACA5:1 RuBackup

1. 4.$.+.-,). ,& -00)'.)-)';CI.> postgres-2",.+); 3%32, +% ;&". V.+)$% -.$D
),K,2%J,, 30510)0'".++*.:

: -.$),K,2%) V.+)$% -.$),K,2%J,, (ca.crt), <)0@* postgres-2",.+) /01 3$0'.D
$,)6, <)0 20+.<+*> -.$),K,2%) -.$'.$% PostgreSQL @*" 3053,-%+ .10 50'.D
$.++*/ 20$+.'*/ -.$),K,2%)0/;

: -.$),K,2%) postgres-2",.+)% (;&"% 20/30+.+)% 789) (postgresql.crt);

: -1.+.$,$0'%++*> &%2$*)*> 2"C< -.$'.$%/2",.+)% 789 (postgresql.key).

2. !"# K%>"0' -.$),K,2%)% , &%2$*)010 2"C<% ;-)%+0',). 30"+*> 50-);3 +% <).D
+,. , &%3,-6 )0"620 5"# '"%5."6J.':

chmod 600 server.crt server.key ca.crt

3. 75."%>). '"%5."6J./ K%>"0' 30"6&0'%)."#, 0) ,/.+, 20)0$010 @;5.) &%3;I.+
20/30+.+) 789 (postgres-2",.+)):

chown suser:suser server.crt server.key ca.crt

4. G%-)$0>2% SSL -0.5,+.+,# +% ;&". 20/30+.+)% RuBackup '*30"+#.)-# <:4/C
8450A:1=3 <0=C5:1 +!,  05+,/ ,& -30-0@0':

: 3$, +%-)$0>2. 20/30+.+)% 789 -.$'.$+0> ,", 2",.+)-20> <%-),;

: 3$, '+.-.+,, 3$%'2, ' K%>" +%-)$0.2 -.$'.$% (30";<.++*> 30-". 20+K,1;D
$,$0'%+,# 20/30+.+)% 789).

5. !"# +%-)$0>2, SSL--0.5,+.+,# - B! 3$.5'%$,)."6+0 +.0@?05,/0 '*30"+,)6
+%-)$0>2; -";H.@+0> @%&* 5%++*? ' -00)'.)-)',, - $%&5."0/ 8%&5." 3.3  ,
30510)0',)6 -.$),K,2%)*.

a. Enter sslmode ( allow, disable, prefer, require, verify-ca, verify-full        
) [ require ]   

Enter path for sslrootcert file:    

Enter path for sslcert file:    

Enter path for sslkey file:    

M '*@.$,). , ''.5,). +%&'%+,. '*@$%++010 $.H,/% SSL ' -00)'.)-)',, -
)%@",J.> .

8%&'($)*'%+,. 789

24 ,& 119



40 ;/0"<%+,C '*@$%+ $.H,/ require .

!"#$%&" 3. 7,%3"0%( .(8%9-* SSL

sslmode #0Q350
:5 <6:J
4/8R310J
A3G

#0Q350
:5 MITM

M51C6K>CA3C

disable G.) G.) F+. +. '%H+% @.&03%-+0-)6 , # +. 3$,./"C ,&5.$H2,, -'#&%+D
+*. - O,K$0'%+,./.

allow L0&D
/0H+0

G.) F+. +. '%H+% @.&03%-+0-)6, +0 # 3$,./"C ,&5.$H2,, -'#&%+D
+*. - O,K$0'%+,./, .-", +% R)0/ +%-)%,'%.) -.$'.$.

prefer L0&D
/0H+0

G.) F+. +. '%H+% @.&03%-+0-)6, +0 # 3$.530<,)%C O,K$0'%+,. (,
3$,./"C -'#&%++*. ,&5.$H2,), .-", R)0 3055.$H,'%.) -.$'.$.

require !% G.) W ?0<;, <)0@* /0, 5%++*. O,K$0'%",-6, , # 3$,./"C -03;)D
-)';CI,. ,&5.$H2,. W 50'.$#C -.), ' )0/, <)0 0+% 0@.-3.<,D
'%.) 3052"C<.+,. 2 +;H+0/; -.$'.$;

verify-ca !% N%',-,)
0) 30",D
),2, V7

W ?0<;, <)0@* /0, 5%++*. O,K$0'%",-6, , # 3$,./"C -03;)D
-)';CI,. ,&5.$H2,. F+. +;H+% ;'.$.++0-)6 ' )0/, <)0 # 305D
2"C<%C-6 2 50'.$.++0/; -.$'.$;

verify-full !% !% W ?0<;, <)0@* /0, 5%++*. O,K$0'%",-6, , # 3$,./"C -03;)D
-)';CI,. ,&5.$H2,. F+. +;H+% ;'.$.++0-)6 ' )0/, <)0 # 305D
2"C<%C-6 2 50'.$.++0/; -.$'.$; , R)0 ,/.++0 ;2%&%++*>
/+0> -.$'.$

¥ ;2%H,). $%-30"0H.+,. 30510)0'".++*? -.$),K,2%)0':

: ' 30". sslrootcert  ;2%H,). $%-30"0H.+,. -.$),K,2%)% J.+)$% -.$),K,2%D
J,,;

: ' 30". sslcert  ;2%H,). $%-30"0H.+,. -.$),K,2%)% +%-)$%,'%./010 ?0-)%;

: ' 30". sslkey  ;2%H,). $%-30"0H.+,. &%2$*)010 2"C<% +%-)$%,'%./010
?0-)%.X

3.5. (0456:B=0 70/0A436:1Q3=0 A0F68D=3
4$, +%",<,, 3$02-,--.$'.$% HAProxy, 3$,+,/%CI.10 &%3$0-* 2 -";H.@+0> @%&.
5%++*? 789 RuBackup, $.20/.+5;.)-# '*30"+,)6 -".5;CI,. 5.>-)',#:

1. L K%>". haproxy.cfg  &%5%>). 05,+%20'0. &+%<.+,. 5"# 3%$%/.)$0' timeout
client  , timeout server . 8.20/.+5;./0. &+%<.+,. 48h ,", @0"...

701"%-+0 0K,J,%"6+0> 502;/.+)%J,, [2] &+%<.+,# 3%$%/.)$0' timeout client 
, timeout server  50"H+* @*)6 ,5.+),<+*..

2. A@.5,).-6, <)0 ' +%-)$0>2%? -";H.@+0> 7AB! PostgreSQL 0)-;)-)';C) )%>D
/%;)*, % .-", 3$,-;)-)';C), )0 '*-)%',)6 )%2,. H. &+%<.+,# 2%2 , ' +%-)$0>D
2%? HAProxy (-/. 3;+2) 1 ).

3.5. G%-)$0>2% @%"%+-,$0'I,2% +%1$;&2,
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3. !0@%'6). ' K%>" haproxy.cfg  ' -)$02; - 3$0'.$20> ;&"% PostgreSQL 3%$%/.)$
shutdown-sessions , +%3$,/.$:

"server primary 192.168.122.60:3306 check on-marked-down shutdown-
sessions".

4. N%'.$O,). '-. %2),'+*. &%5%<, ' 789 RuBackup.

5. Q-)%+0',). -.$',- -.$'.$% 789 RuBackup, '*30"+,' ' ).$/,+%". +% ;&". -.$D
'.$% 789 RuBackup:

sudo systemctl stop rubackup_server

6. 4.$.&%3;-),). 7AB! PostgreSQL, '*30"+,':

sudo systemctl restart postgresql

7. N%3;-),). -.$',- -.$'.$% 789 RuBackup, '*30"+,' ' ).$/,+%". +% ;&". -.$D
'.$% 789 RuBackup:

sudo systemctl start rubackup_server

[1] !"# +.20)0$*? Q7 '0&/0H+0 30)$.@;.)-# 3052"C<,)6 5030"+,)."6+*> $.30&,)0$,>

[2] https://docs.haproxy.org/2.6/configuration.html
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./010 4. +C61C6A0G @045O
7.$'.$+%# <%-)6 789 RuBackup /0H.) -0-)0#)6 ,& 0@#&%)."6+010 20/30+.+)% Ñ
0-+0'+010 -.$'.$%, , 05+010 ,", +.-20"62,? +.0@#&%)."6+*? 20/30+.+)0' Ñ
$.&.$'+010 -.$'.$% , /.5,%-.$'.$%.

Q-+0'+0> -.$'.$ Ñ R)0 1"%'+*> ;3$%'"#CI,> -.$'.$, 0@.-3.<,'%CI,> '&%,/0D
5.>-)',. 20/30+.+)0' 789. L -";<%. ;-)%+0'2, -30-0@0/ ÇL-( ' 05+0/È, ' 3$0D
J.--. 20)0$0> '-. 20/30+.+)* 789 RuBackup $%&'($+;)* +% 05+0/ ?0-)., 0-+0'D
+0> -.$'.$ '*30"+#.) K;+2J,C /.5,%-.$'.$%.

8.&.$'+*> -.$'.$, ' -";<%. 0)2%&% 0-+0'+010 -.$'.$%, 3055.$H,) K;+2J,0+%"
0-+0'+010 -.$'.$% RuBackup, % 2",.+)* -,-)./* $.&.$'+010 203,$0'%+,# %')0/%D
),<.-2, 3052"C<%)-# 2 $.&.$'+0/; -.$'.$;. 40-". '0--)%+0'".+,# K;+2J,0+,$0D
'%+,# 0-+0'+010 -.$'.$% 2",.+)* 3052"C<%)-# 0@$%)+0 2 0-+0'+0/; -.$'.$;.

F.5,%-.$'.$ (R)0 ;&.", +% 20)0$0/ 3052"C<.+0 ;-)$0>-)'0 ?$%+.+,#) Ð (/20.
5,-20'0. ;-)$0>-)'0 ,", @,@",0).2% /%1+,)+*? ".+). Q+ +%30"+#.) .. 30-);3%CD
I,/, $.&.$'+*/, 203,#/, 5%++*? , ;3$%'"#.) ,/ 30 )$.@0'%+,C -.$'.$%
$.&.$'+010 203,$0'%+,#. 9%H5*> /.5,%-.$'.$ %--0J,,$0'%+ - 3;"0/, 20)0$*>
-05.$H,) "01,<.-2,. ;-)$0>-)'% 05+010 ),3% Ñ ?$%+,",I%.

4.1. +345C;A9C 56C7:10A3G
L 5%++0/ 305$%&5.". 3$,'.5.+* -,-)./+*. )$.@0'%+,# 5"# 2%H5010 -.$'.$+010
20/30+.+)% 789 RuBackup, 3$.5T#'"#./*. 2 ).?+,<.-2,/ -$.5-)'%/, +.0@?05,D
/*/ 5"# +0$/%"6+010 K;+2J,0+,$0'%+,# 789 RuBackup.

! L -";<%. ;-)%+0'2, +% 05,+ ?0-) +.-20"62,? 20/30+.+)0' 789 RuBackup
(+%3$,/.$, 3$, -30-0@. ;-)%+0'2, ÇL-( ' 05+0/È) -".5;.) 20+-0",5,$0D
'%)6 -00)'.)-)';CI,. %33%$%)+*. )$.@0'%+,#, 3$.5T#'"#./*. 2 ).?+,D
<.-20/; -$.5-)';, +% 20)0$0. 3$0,&'05,)-# ;-)%+0'2%.

4.1.1. "<<0605A9C 56C7:10A3G

H4A:1A:B/6CDC61A9B 4C61C6

F,+,/%"6+*. %33%$%)+*. )$.@0'%+,#, +.0@?05,/*. 5"# -)%@,"6+010 K;+2J,0+,D
$0'%+,# -.$'.$% 789 RuBackup 3$,'.5.+* ' )%@",J. .

!"#$%&" 4. /,,".")0+( ).(#-*"0%1, ,.(:;1*$1(9+( 2 3(.*(.4 RuBackup

"<<0605A9B =:;J
<:ACA5

H7SC; L60A3;9L >0AA9L ?63;C@0A3C

48 &N 96 &N 144 &N

4$0J.--0$ 10 #5.$, 20 30)020' (2
30)02% +% 1 #5$0 ,", @0"..)

8.20/.+5;./*. /05.",: Intel Xeon 4210, AMD
EPYC 7000 ,", @0".. -0'$./.++*.

4.1. 7,-)./+*. )$.@0'%+,#
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Q3.$%),'+%#
3%/#)6

128 =B 256 =B 256 =B Ñ

S'.$50)."6+*>
+%203,)."6 (SSD)

RAID 1, 2 5,-2% 30 480 =B
2%H5*>

Q@T(/ 5,-20'010 3$0-)$%+-)'% 5"# ;-)%+0'2,
03.$%J,0++0> -,-)./* , 20/30+.+)0'
RuBackup, &% ,-2"C<.+,./ 20+K,1;$%J,0++0>
@%&* 5%++*? RuBackup.

S'.$50)."6+*>
+%203,)."6, 305D
2"C<.++*> <.$.&
O,+; PCI Express
(NVMe SSD)

3.84 SB 8.20/.+5;.)-# ' -";<%. $%&'.$)*'%+,#
,+-)%+-% PostgreSQL 5"# 20+K,1;$%J,0++0>
@%&* 5%++*? RuBackup +% )0> H. /%O,+., 15.
;-)%+0'".+ -.$'.$ RuBackup. !,-2, NVMe SSD
30&'0"#C) 30'*-,)6 3$0,&'05,)."6+0-)6 03.D
$%J,> ' K,"6)$. B";/% , -20$0-)6 0@$%@0)2,
5%++*? 3$, '*30"+.+,, 3$0J.--0' 5.5;3",2%D
J,,. 3.84 S@ 3$.5;-/%)$,'%C) 30).+J,%"6+*>
$0-) 0@T./0' 0@$%@%)*'%./*? 5%++*?. !"#
0@.-3.<.+,# /%2-,/%"6+010 ;$0'+# 0)2%&0D
;-)0><,'0-), , @*-)$05.>-)',# 3$, 3$0/*OD
".++0> R2-3";%)%J,, $.20/.+5;.)-# ,-30"6&0D
'%)6 ' 2%<.-)'. 20+K,1;$%J,0++0> @%&*
RuBackup 7AB! PostgreSQL ' 0)2%&0;-)0><,'0>
20+K,1;$%J,,, +%3$,/.$, - ,-30"6&0'%+,./
$.O.+,# Patroni, $%&'.$+;)0/ +% 0)5."6+0-)0D
#I,? /%O,+%?.

Y.-)2,> 5,-2
(HDD) ,", K"RO-
+%203,)."6 (flash
drive)

RAID 50,
12 5,-D
20' 30 4
SB 2%HD
5*>

RAID 50,
12 5,-D
20' 30 8
SB 2%HD
5*>

RAID 50,
12 5,-D
20' 30
12 SB
2%H5*>

8.20/.+5;.)-# ' -";<%. %2),'+010 ,-30"6&0'%D
+,# /%O,+* - 0-+0'+*/ -.$'.$0/ ' 2%<.-)'.
/.5,%-.$'.$%, 5"# '0&/0H+0-), $%-O,$.+,#
5,-20'010 3$0-)$%+-)'% 305 ?$%+.+,. $.&.$'D
+*? 203,>. L -";<%. ?$%+.+,# 5%++*? +% 030D
-$.50'%++*? 7Z!, 5%++*> 20/30+.+) +.
,-30"6&;.)-#.

7.)6 2 -.).'*? %5%3).$% - 3$0D
3;-2+0> -30-0@+0-)6C 10
=@ 2%H5*>, - 2 30$)%/,
(dual port)

Ñ

TC>304C61C6

8.20/.+5;./%# 20+K,1;$%J,# /.5,%-.$'.$% &%',-,) 0) -0'02;3+010 0@T./% ?$%D
+,/*? 5%++*? , -?0H% - 20+K,1;$%J,.> -.$'.$% RuBackup. !"# $%-<.)% 20+K,1;D
$%J,, /.5,%-.$'.$% '0-30"6&;>).-6 )%@",J.> .

!"#$%&" 5. /,,".")0+( ).(#-*"0%1, ,.(:;1*$1(9+( 2 9(:%"3(.*(.4

"<<0605A9B =:;J
<:ACA5

H7SC; L60A3;9L >0AA9L ?63;C@0A3C

48 &N 96 &N 144 &N

4$0J.--0$ 10 #5.$, 20 30)020' (2
30)02% +% 1 #5$0 ,", @0"..)

8.20/.+5;./*. /05.",: Intel Xeon 4210, AMD
EPYC 7000 ,", @0".. -0'$./.++*.

Q3.$%),'+%#
3%/#)6

128 =B 256 =B 256 =B Ñ
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S'.$50)."6+*>
+%203,)."6 (SSD)

RAID 1, 2 5,-2% 30 480 =B
2%H5*>

Q@T(/ 5,-20'010 3$0-)$%+-)'% 5"# ;-)%+0'2,
03.$%J,0++0> -,-)./* , 20/30+.+)0'
RuBackup, &% ,-2"C<.+,./ 20+K,1;$%J,0++0>
@%&* 5%++*? RuBackup.

Y.-)2,> 5,-2
(HDD) ,", K"RO-
+%203,)."6 (flash
drive)

RAID 50,
12 5,-D
20' 30 4
SB 2%HD
5*>

RAID 50,
12 5,-D
20' 30 8
SB 2%HD
5*>

RAID 50,
12 5,-D
20' 30
12 SB
2%H5*>

!"# '0&/0H+0-), $%-O,$.+,# 5,-20'010 3$0D
-)$%+-)'% 305 ?$%+.+,. $.&.$'+*? 203,>. L
-";<%. ?$%+.+,# 5%++*? +% 030-$.50'%++*?
7Z!, 5%++*> 20/30+.+) +. ,-30"6&;.)-#.

7.)6 2 -.).'*? %5%3).$% - 3$0D
3;-2+0> -30-0@+0-)6C 10
=@ 2%H5*>, - 2 30$)%/,
(dual port)

Ñ

4.1.2. ?6:F60;;A9C 56C7:10A3G

4$01$%//+*. )$.@0'%+,# 2 -$.5. K;+2J,0+,$0'%+,# -.$'.$+0> <%-), 789
RuBackup 3$,'.5.+* ' )%@",J.  , 03$.5.".+*:

¥ 3.$.<+./ 03.$%J,0++*? -,-)./, -0'/.-),/*? - 20/30+.+)%/, 789 RuBackup;

¥ 3.$.<+./ &%',-,/0-).> 3%2.)0' 5"# 2%H50> -0'/.-),/0> Q7;

¥ 0)2$*)*/, 30$)%/, (-/. $%&5." Ç7.).'*. 30$)*È).

!"#$%&" 6. <.-=."990+( ).(#-*"0%1 ,.(:;1*$1(9+( 2 3(.*(.4 RuBackup (3-*9(3)%9+( 7' %
>"*%3%9-3)% ,"2()-*)

?0=C59 4C61C60 +!, (rubackup_common, rubackup_client, rubackup-server)

?:>>C6K310C;0G H+ ?0=C5 D01343;:453

Astra 1.6
openssl, parsec-base, parsec-cap, parsec-mac, libcurl3 ,",

libcurl4, mailutils ,", bsd-mailx, libsasl2-2, libldap-2.4-2

Astra 1.7
openssl, parsec-base, parsec-cap, parsec-mac, openssl, libcurl3

,", libcurl4, mailutils ,", bsd-mailx, libsasl2-2, libldap-2.4-2,
libpugixml1v5

Astra 1.8
openssl, parsec-base, parsec-cap, parsec-mac libcurl3 ,",
libcurl4, mailutils ,", bsd-mailx, libsasl2-2, libldap-2.5-0,

libpugixml1v5

Debian 10
openssl, libcurl3 ,", libcurl4, mailutils ,", bsd-mailx, libsasl2-2,

libldap-2.4-2, libpugixml1v5

Debian 12
openssl, libcurl3 ,", libcurl4, mailutils ,", bsd-mailx, libsasl2-2,

libldap-2.5-0,

Ubuntu 18.04
openssl, libcurl3 ,", libcurl4, mailutils ,", bsd-mailx, libsasl2-2,

libldap-2.4-2

Ubuntu 20.04
openssl, libcurl3 ,", libcurl4, mailutils ,", bsd-mailx, libsasl2-2,

libldap-2.4-2, libpugixml1v5

Ubuntu 22.04
openssl, libcurl3 ,", libcurl4, mailutils ,", bsd-mailx, libsasl2-2,

libldap-2.5-0, libpugixml1v5

4.1. 7,-)./+*. )$.@0'%+,#
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?0=C59 4C61C60 +!, (rubackup_common, rubackup_client, rubackup-server)

ALT Linux 10 qt5-qtbase-gui mailutils, libsasl2-3, libldap, pugixml

CentOS 7 qt5-qtbase-gui, mailx, cyrus-sasl, openldap, pugixml

CentOS 8 qt5-qtbase-gui, mailx, cyrus-sasl, openldap, pugixml

RedOS 7.3 qt5-qtbase-gui, mailx, cyrus-sasl, openldap, pugixml

RedOS 8 qt5-qtbase-gui, mailx, cyrus-sasl, openldap, pugixml

RHEL 9 qt5-qtbase-gui, s-nail, cyrus-sasl, openldap, pugixml

Rosa Cobalt 7.3 qt5-qtbase-gui, mailx, cyrus-sasl, openldap

Rosa Cobalt 7.9 qt5-qtbase-gui, mailx, cyrus-sasl, openldap

Rosa Chrome 12 lib64qt5gui5, mailutils, lib64sasl2, lib64ldap2.4_2, lib64pugixml1

4.2. M450A:1=0

4.2.1. ?:>F:5:1=0 = 8450A:1=C

M450A:1=0 D01343;:45CB <0=C5:1

! !%++*> O%1 3$.5+%&+%<.+ 5"# ;-)%+0'2, "02%"6+*? 3%2.)0'. P-", '*
;-)%+%'",'%.). 3%2.)* ,& $.30&,)0$,#, )0 3$03;-),). R)0) O%1.

!"# ;-3.O+010 $%&'($)*'%+,# -.$'.$% 789 RuBackup +.0@?05,/0 +%",<,. ;-)%D
+0'".++*? &%',-,/0-).> 3%2.)0' ' -00)'.)-)',, - )%@",J.> , ' &%',-,/0-), 0)
,-30"6&;./0> 03.$%J,0++0> -,-)./* +% ;&". $%&'($)*'%+,# -.$'.$% RuBackup,
5"# R)010:

1. 4$0'.$6). +%",<,. ;-)%+0'".++*? 3%2.)0' &%',-,/0-).> ' Q7, +%3$,/.$:

Astra Linux, Debian, Ubuntu dpkg-query -l 

"/O5 apt list --installed  

Rosa Cobalt, RHEL yum list ! #$%&'( installed    

RedOS, CentOS, Rosa Chrome dnf list installed  

2. P-", '* ,-30"6&;.). 03.$%J,0++;C -,-)./; 7entOS 7, CentOS 8 ,", RHEL 9, )0
50@%'6). $.30&,)0$,> EPEL [1], 3055.$H,'%./*> ' $%/2%? 3$0.2)% Fedora ,
-05.$H%I,> +.20)0$*. 3%2.)*, 20)0$*. +. '0O", ' -)%+5%$)+*> +%@0$ RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

8%&'($)*'%+,. 789
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[%>" $.30&,)0$,# @;5.) %')0/%),<.-2, &%1$;H.+ ' 2%)%"01
/etc/yum.repos.d/epel.repo  , %2),',$0'%+.

3. P-", '* ,-30"6&;.). 03.$%J,0++;C -,-)./; 7entOS 7 ,", CentOS 8, )0 )%2H.
$.20/.+5;.)-# '2"C<,)6 $.30&,)0$,> PowerTools , 30-20"62; 3%2.)* EPEL
/01;) &%',-.)6 0) 3%2.)0' ,& +.10:

sudo dnf config-manager --set-enabled  powertools

4. P-", '* ,-30"6&;.). 03.$%J,0++;C -,-)./; RHEL 9, )0 )%2H. $.20/.+5;.)-#
'2"C<,)6 $.30&,)0$,> codeready-builder-for-rhel-8-*-  $.30&,)0$,> rpm ,
30-20"62; 3%2.)* EPEL /01;) &%',-.)6 0) 3%2.)0' ,& +.10:

ARCH=$(  /bin/arch )

sudo subscription-manager repos --enable  "codeready-builder-for-rhel-8-
$\ {ARCH}-rpms"

5. Q@+0',). $.30&,)0$,, 3%2.)0' ' -,-)./.:

Astra Linux, Debian, Ubuntu sudo apt update  

"/O5 sudo apt-get update  

Rosa Cobalt, RHEL sudo yum update  

RedOS, CentOS, Rosa Chrome sudo dnf update  

6. A-)%+0',). +.50-)%CI,. &%',-,/0-), 3%2.)0' ,& )%@",J* :

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>   

"/O5 sudo apt-get install <namepackage>   

Rosa Cobalt, RHEL sudo yum install <namepackage>   

RedOS, CentOS, Rosa Chrome sudo dnf install <namepackage>   

(0456:B=0 <87/3@A:F: 6C<:D35:63G

! !%++*> O%1 3$.5+%&+%<.+ 5"# ;-)%+0'2, ,& 3;@",<+010 $.30&,)0$,#.
P-", '* ;-)%+%'",'%.). "02%"6+*. 3%2.)*, )0 3$03;-),). R)0) O%1.

?:>=/E@CA3C <87/3@A:F: 6C<:D35:63G DEB-4345C;

1. 70&5%>). K%>" - ,+K0$/%J,.> 0 $.30&,)0$,#?:

4.2. A-)%+0'2%
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cat  <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list
deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public
deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public-testing
EOF

15.: <OS-VERSION> Ñ '.$-,# ,-30"6&;./0> Q7:

: astra_1.6;

: astra_1.7;

: astra_1.8;

: debian_10;

: debian_12;

: ubuntu_18.04;

: ubuntu_20.04;

: ubuntu_22.04.

2. !0@%'6). 2"C< $.30&,)0$,#:

sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring  --keyring  gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import  - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. Q@+0',). -3,-02 3%2.)0':

sudo apt-get update

?:>=/E@CA3C <87/3@A:F: 6C<:D35:63G RPM-4345C;

1. 70&5%>). K%>" - ,+K0$/%J,.> 0 $.30&,)0$,#?:

a. 5"# Q7:

M CentOS 7;

M CentOS 8;

M 8P! Q7 7.3;

M 8P! Q7 8;
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M Red Hat Enterprise Linux 9;

M ROSA Fresh Desktop 12;

M ROSA Enterprise Linux Server 7.9.

cat  <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo
[rubackup-rpm-public-repository]
name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public/repodata/repomd.xml.key
gpgcheck=0

[rubackup-rpm-public-testing-repository]
name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public-testing/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public-testing/repodata/repomd.xml.key
gpgcheck=0
EOF

15.: <OS-VERSION> Ñ '.$-,# ,-30"6&;./0> Q7:

M centos_7;

M centos_8;

M redos_7.3;

M redos_8;

M rhel_9;

M rosa_12;

M rosa_7.9.

b. 5"# Q7 ROSA Enterprise Linux Server 7.3:

cat  <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo
[rubackup-rpm-public-repository]
name=rubackup rpm public repository
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baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key
gpgcheck=0
sslverify=0

[rubackup-rpm-public-testing-repository]
name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0
sslverify=0
EOF

(0456:B=0 <C6C;CAA9L 46C>9

L*30"+,). +%-)$0>2; 3.$./.++*? -$.5* 5"# 30"6&0'%)."# root :

1. E')0$,&;>).-6 305 30"6&0'%)."./ root:

sudo  -i

2. G%-)$0>). 3.$./.++*. -$.5* 5"# 30"6&0'%)."# root :

sudo nano /root/.bashrc

: 0)$.5%2),$;>). K%>", 50@%',' -)$02,:

PATH=$PATH:/opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH

: -0?$%+,). ,&/.+.+,#.

! \), 3.$./.++*. )%2H. /0H+0 03$.5.",)6 ' K%>".
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/etc/environment .

3. 4.$.>5,). ' 2%)%"01 /root :

cd  /root

4. 4.$.&%1$;&,). 3.$./.++*. 02$;H.+,#:

source  ~/.bashrc

(0456:B=0 SSL 4:C>3ACA3G 4 70D:B >0AA9L

4$03;-),). R)0) O%1, .-", +. )$.@;.)-# &%I,I(++0. 3052"C<.+,. 20/30+.+)0'
RuBackup 2 -";H.@+0> @%&. 5%++*?.

P-", +.0@?05,/0 ,-30"6&0'%)6 5"# 3052"C<.+,# 2 @%&. 5%++*? PostgreSQL &%I,D
I(++0. -0.5,+.+,., )0 '*30"+,). 3$,'.5(++*. +,H. +%-)$0>2, +% ?0-)%?, +%
20)0$*? $%&'($+;)* 20/30+.+)* 789 (postgres-2",.+)*):

1. 4.$.+.-,). ,& -00)'.)-)';CI.> postgres-2",.+); 3%32, +% ;&". V.+)$% -.$D
),K,2%J,, 30510)0'".++*.:

: -.$),K,2%) V.+)$% -.$),K,2%J,, (ca.crt), <)0@* 2",.+) 789 /01 3$0'.$,)6,
<)0 20+.<+*> -.$),K,2%) -.$'.$% PostgreSQL @*" 3053,-%+ .10 50'.$.+D
+*/ 20$+.'*/ -.$),K,2%)0/;

: -.$),K,2%) -.$'.$%/2",.+)% 789 (postgresql.crt);

: -1.+.$,$0'%++*> &%2$*)*> 2"C< -.$'.$%/2",.+)% 789 (postgresql.key).

2. !"# K%>"0' -.$),K,2%)% , &%2$*)010 2"C<% ;-)%+0',). 30"+*> 50-);3 +% <).D
+,. , &%3,-6 )0"620 5"# '"%5."6J.':

chmod 600 server.crt server.key ca.crt

3. 75."%>). '"%5."6J./ K%>"0' 30"6&0'%)."#, 0) ,/.+, 20)0$010 @;5.) &%3;I.+
20/30+.+) 789 (postgres-2",.+)):

chown suser:suser server.crt server.key ca.crt

4.2.2. M450A:1=0 <0=C5:1

" A-)%+0'2; 3%2.)0' 3$0,&'05,)6 -)$010 ' 3$,'.5(++0> 30-".50'%)."6+0D
-),!
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1. A-)%+0',). 05+,/ ,& -30-0@0':

: ,& "02%"6+*? 3%2.)0', +%?05#-6 ' 3%32. - 3%2.)%/,:

Astra Linux, Debian, Ubuntu sudo apt install ./<namepackage>.deb   

"/O5 sudo apt-get install  
./<namepackage>.rpm

Rosa Cobalt, RHEL sudo yum install ./<namepackage>.rpm   

RedOS, CentOS, Rosa Chrome sudo dnf install ./<namepackage>.rpm   

: ,& $.30&,)0$,#:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>.deb   

15. <namepackage>  Ñ ;-)%+%'",'%./*> 3%2.) 789 RuBackup %2);%"6+0> '.$-,,
' <631C>UAA:B <:4/C>:105C/OA:453 :

a. rubackup-common ;

b. rubackup-client ;

c. rubackup-server ;

+.0@#&%)."6+*. 3%2.)*, ,-30"6&;C)-# 5"# +%-)$0>2, -.$'.$% - 30/0I6C
1$%K,<.-20> ;),",)*:

d. rubackup-common-gui ;

e. rubackup-init-gui .

! 40 ;/0"<%+,C +%-)$0>2% -.$'.$% 0-;I.-)'"#.)-# ' ).$/,+%". -
30/0I6C ;),",)* rb_init , 20)0$%# +. )$.@;.) 5030"+,)."6+0>
,+-)%""#J,,.

2. L*30"+,). 0@+0'".+,. 20+K,1;$%J,, , 3$,/.+,). ,&/.+.+,#.

! !%++*> O%1 '*30"+#.)-# )0"620 5"# Q7 Astra Linux Special Edition 1.6
,", 1.7 - %2),',$0'%++*/ $.H,/0/ &%I,)+0> 3$01$%//+0> -$.5*!

: Q@+0',). 20+K,1;$%J,C, '*30"+,' 20/%+5;:

sudo update-initramfs -u  -k  all

: 4$,/.+,). ,&/.+.+,#, '*30"+,' 20/%+5;:
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sudo reboot

4.2.3. M450A:1=0 /3VCAD33

?:/8@CA3C /3VCAD3:AA:F: P0B/0

!"# 30";<.+,# ",J.+&,0++010 K%>"% -.$'.$% (0-+0'+010, $.&.$'+010 , /.5,%-.$D
'.$0') ; 30-)%'I,2%:

1. 40"+0-)6C $%&'.$+,). -.$'.$+;C 1$;33,$0'2; &%3"%+,$0'%++0> %$?,).2);$*
-,-)./* $.&.$'+010 203,$0'%+,# RuBackup, ;-)%+0',' 3%2.)* -.$'.$+0>
<%-), 3$01$%//* +% ;&"%?.

2. G% 2%H50/ -.$'.$. 30";<,). ,5.+),K,2%)0$ hardware id 

rubackup_server hwid

3. N%K,2-,$;>). "C@*/ ;50@+*/ -30-0@0/ 5"# 2%2010 ),3% -.$'.$% (0-+0'+0>,
$.&.$'+*>, /.5,%) 30";<.+ ,5.+),K,2%)0$.

4. 4$.50-)%'6). 30-)%'I,2; 30";<.++*. ,5.+),K,2%)0$* ;50@+*/ -30-0@0/ ,
30";<,). ",J.+&,0++*. K%>"* 5"# -.$'.$+*? 20/30+.+)0' 789 RuBackup +%
%5$.- R".2)$0++0> 30<)* 30"6&0'%)."#.

M450A:1=0 /3VCAD3:AA:F: P0B/0

A-)%+0',). ",J.+&,0++*> K%>" +% 2%H50/ ;&". ",J.+&,$;./010 -.$'.$% 789
RuBackup.

!"# ;-)%+0'2, ",J.+&,0++010 K%>"%:

1. 4.$./.-),). K%>" ",J.+&,, ' 3%32; /opt/rubackup/etc/ , '*30"+,' 20/%+5;,
+%?05#-6 ' 3%32. - 30510)0'".++*/ K%>"0/ ",J.+&,0++010 2"C<%:

cp  <)"(*_*&%'+,&&> /opt/rubackup/etc/rubackup.lic

2. E2),'%J,# ",J.+&,, 3$0,&0>5() 30-". &%3;-2% -.$'.$%.

4.3. (0456:B=0

4.3.1. (0456:B=0 4C61C60

4$.5'%$,)."6+0 +.0@?05,/0 +%-)$0,)6 -.).'0. '&%,/05.>-)',. 20/30+.+)0'
789 RuBackup, ,-30"6&;# FQDN, hostname  ,", ip-"-.'!  (5%".. 30 ).2-); Ñ %5$.-).
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G%-)$0>2; 20/30+.+)0' 789 RuBackup -".5;.) 3$0,&'.-), +% 2%H50/ ;&". '
-)$010 3$,'.5(++0/ 30$#52. (' &%',-,/0-), 0) %$?,).2);$*):

1. +%-)$0>2% 0-+0'+010 -.$'.$%;

2. +%-)$0>2% $.&.$'+010 -.$'.$%;

3. +%-)$0>2% /.5,%-.$'.$% ('*30"+#.)-# 5"# 2%H5010 /.5,%-.$'.$%);

4. +%-)$0>2% 2",.+)% -,-)./* $.&.$'+010 203,$0'%+,# ('*30"+#.)-# 5"# 2%HD
5010 2",.+)% 789).

G%-)$0>2; 20/30+.+)0' 789 RuBackup '0&/0H+0 '*30"+,)6 05+,/ ,& -30-0@0':

¥ +%-)$0>2% -.$'.$% ' ,+).$%2),'+0/ $.H,/. 3$, 30/0I, ;),",)* rb_init ;

¥ +%-)$0>2% -.$'.$% ' +.,+).$%2),'+0/ $.H,/. 3$, 30/0I, ;),",)* rb_init
(05+0-)$0<+0> 20/%+50> - &%5%++*/, 3%$%/.)$%/,);

¥ +%-)$0>2% -.$'.$% - 30/0I6C 1$%K,<.-20> ;),",)* /%-).$% +%-)$0>2,
RuBackup rb_init_gui .

(0456:B=0 4C61C60 1 5C6;3A0/C (3A5C60=531A9B 6CK3;)

L*30"+,). +%-)$0>2; 20/30+.+)% 789 RuBackup:

¥ N%3;-),). +% 2%H50/ ;&"., +% 20)0$0/ $%&'($+;) -.$'.$ 789, ,+).$%2),'+;C
;),",); rb_init :

sudo  /opt/rubackup/bin/rb_init

¥ !%".. +%-)$0>). 20/30+.+) 789 ' ,+).$%2),'+0/ $.H,/.:

1. You MUST agree with the End User License Agreement (EULA) before          
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])  

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : 4$,/,). ",J.+&,0++0. -01"%O.+,.
(EULA), +%H%' 2"%',O; <y> .

2. Do you want to configure RuBackup server (primary, secondary, media) or          
client (p/s/m/c/q)? 

:4A:1A:B 4C61C6 : L*@.$,). -J.+%$,> +%-)$0>2, 0-+0'+010 (primary) -.$D
'.$%, +%H%' 2"%',O; <p> ;

6CDC61A9B 4C61C6: L*@.$,). -J.+%$,> +%-)$0>2, $.&.$'+010 (secondary)
-.$'.$%, +%H%' 2"%',O; <s> ;

;C>304C61C6 : L*@.$,). -J.+%$,> +%-)$0>2, /.5,% (media) -.$'.$%, +%H%'
2"%',O; <m> .
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(0456:B=0 4:C>3ACA3G 4 70D:B >0AA9L:
3. Enter hostname or IP address of PostgreSQL server [ localhost ]:          

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : A2%H,). %5$.-, +% 20)0$0/ $%&'($D
+;)% -";H.@+%# @%&% 5%++*? PostgreSQL:

M .-", 7AB! PostgreSQL $%&'($+;)% +% 0)5."6+0/ ;&". 0) 0-+0'+010 -.$D
'.$%, )0 -".5;.) ;2%&%)6 %5$.- -00)'.)-)';CI.10 ;&"%;

M .-", 7AB! PostgreSQL , 0-+0'+0> -.$'.$ $%&'($+;)* +% 05+0/ ;&"., )0
+%H/,). 2"%',O; <Enter> , <)0@* ' 2%<.-)'. %5$.-% -.$'.$% ,-30"6&0D
'%"-# localhost ('*@$%++*> 30 ;/0"<%+,C).

4. Please enter password for "postgres" database user:      

:4A:1A:B 4C61C6 : A2%H,). 3%$0"6 30"6&0'%)."# @%&* 5%++*? postgres,
&%5%++*> +% O%1. 6 ' $%&5.". setup-database.pdf .

5. Do you want to use a secure SSL connection to the database 'rubackup'            
(y/n/q)?

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : A2%H,)., +.0@?05,/0 ", ,-30"6&0'%)6
&%I,I.++0. SSL--0.5,+.+,. -0 -";H.@+0> @%&0> 5%++*? 789 RuBackup,
+%H%' 2"%',O; <y>  (5%) ,", <n>  (+.)).

P-", +%-)$0>2% SSL--0.5,+.+,# - B! +. )$.@;.)-#, +%H/,). 2"%',O; <n> .

40 ;/0"<%+,C 3052"C<.+,. @;5.) ;-)%+0'".+0 - 3%$%/.)$0/
sslmode=allow , ' R)0/ -";<%. 5"# 3052"C<.+,# 2 B! @;5;) ,-30"6&0'%+*
K%>"* -.$),K,2%)0' , &%2$*)*? 2"C<.>, 20)0$*. $%-30"0H.+* ' 3%32.
/opt/rubackup/keys , 3$, 3052"C<.+,, 2 B! 5%++*. @;5;) O,K$0'%)6-#.

P-", ' 20+K,1;$%J,, PostgreSQL SSL '*2"C<.+, )0 30 ;/0"<%+,C sslmode
@;5.) disable .

!"# 3$050"H.+,# +%-)$0>2, SSL -0.5,+.+,# - B! +%H/,). 2"%',O; <y> .
!"# +%-)$0>2, SSL--0.5,+.+,# - B! 3$.5'%$,)."6+0 +.0@?05,/0 '*30"D
+,)6 +%-)$0>2; -";H.@+0> @%&* 5%++*? ' -00)'.)-)',, - $%&5."0/ setup-
database.pdf  , 30510)0',)6 -.$),K,2%)* ' -00)'.)-)',, - $%&5."0/ setup-
ssl.pdf .

a. Enter sslmode ( allow, disable, prefer, require, verify-ca, verify-        
full ) [ require ]    

Enter path for sslrootcert file:    

Enter path for sslcert file:    
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Enter path for sslkey file:    

M '*@.$,). , ''.5,). +%&'%+,. '*@$%++010 $.H,/% SSL ' -00)'.)-)',,
- )%@",J.> .

40 ;/0"<%+,C '*@$%+ $.H,/ require .

!"#$%&" 7. 7,%3"0%( .(8%9-* SSL

sslmode #0Q350
:5 <6:J
4/8R3J
10A3G

#0Q350
:5 MITM

M51C6K>CA3C

disable G.) G.) F+. +. '%H+% @.&03%-+0-)6 , # +. 3$,./"C ,&5.$H2,, -'#D
&%++*. - O,K$0'%+,./.

allow L0&D
/0H+0

G.) F+. +. '%H+% @.&03%-+0-)6, +0 # 3$,./"C ,&5.$H2,, -'#D
&%++*. - O,K$0'%+,./, .-", +% R)0/ +%-)%,'%.) -.$'.$.

prefer L0&D
/0H+0

G.) F+. +. '%H+% @.&03%-+0-)6, +0 # 3$.530<,)%C O,K$0'%D
+,. (, 3$,./"C -'#&%++*. ,&5.$H2,), .-", R)0 3055.$H,D
'%.) -.$'.$.

require !% G.) W ?0<;, <)0@* /0, 5%++*. O,K$0'%",-6, , # 3$,./"C
-03;)-)';CI,. ,&5.$H2,. W 50'.$#C -.), ' )0/, <)0 0+%
0@.-3.<,'%.) 3052"C<.+,. 2 +;H+0/; -.$'.$;

verify-ca !% N%',-,)
0) 30",D
),2, V7

W ?0<;, <)0@* /0, 5%++*. O,K$0'%",-6, , # 3$,./"C
-03;)-)';CI,. ,&5.$H2,. F+. +;H+% ;'.$.++0-)6 ' )0/,
<)0 # 3052"C<%C-6 2 50'.$.++0/; -.$'.$;

verify-full !% !% W ?0<;, <)0@* /0, 5%++*. O,K$0'%",-6, , # 3$,./"C
-03;)-)';CI,. ,&5.$H2,. F+. +;H+% ;'.$.++0-)6 ' )0/,
<)0 # 3052"C<%C-6 2 50'.$.++0/; -.$'.$; , R)0 ,/.++0
;2%&%++*> /+0> -.$'.$

M ;2%H,). $%-30"0H.+,. 30510)0'".++*? -.$),K,2%)0':

M ' 30". sslrootcert  ;2%H,). $%-30"0H.+,. -.$),K,2%)% J.+)$% -.$),D
K,2%J,,;

M ' 30". sslcert  ;2%H,). $%-30"0H.+,. -.$),K,2%)% +%-)$%,'%./010
?0-)%;

M ' 30". sslkey  ;2%H,). $%-30"0H.+,. &%2$*)010 2"C<% +%-)$%,'%.D
/010 ?0-)%.

6. Enter name of RuBackup superuser [ rubackup ]:       

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : L'.5,). ,/# -;3.$30"6&0'%)."# 789
RuBackup, 20)0$*> @;5.) -0&5%+ +% -".5;CI./ O%1..

40 ;/0"<%+,C 3$, +%H%),, 2"%',O, <Enter>  ,-30"6&;.)-# ,/# -;3.$30"6D
&0'%)."# Ñ rubackup .
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L ,/.+, -;3.$30"6&0'%)."# &%3$.I.+0 ,-30"6&0'%)6 -".5;CI,. -,/'0"*:
3$0@.", \, $, #, `, /, ?, *, ., ,, ;, :, %, ^, &, <, >

7. Database user "rubackup" doesnÕt exist. Do you want to create database          
user "rubackup" (y/n)?  

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : 70&5%>). -;3.$30"6&0'%)."# @%&*
5%++*?, +%H%' 2"%',O; <y>

8. Please enter password for "rubackup" database user:      

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : N%5%>). 3%$0"6 5"# -;3.$30"6&0'%D
)."# -";H.@+0> @%&* 5%++*? rubackup  (,/# B! 30 ;/0"<%+,C), -0&5%'%./0>
+% -".5;CI./ O%1.

9. Enter RuBackup database name [ rubackup ]: Database "rubackup" doesnÕt         
exist. Do you want to create database "rubackup" on "localhost" host          
(y/n)?

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : L'.5,). ,/# @%&* 5%++*?, ,-30"6&;.D
/0> 789 RuBackup , 305)'.$5,). -0&5%+,. @%&* 5%++*?, +%H%' 2"%',O;
<y> .

L ,/.+, @%&* 5%++*? &%3$.I.+0 ,-30"6&0'%)6 -".5;CI,. -,/'0"*: 3$0@.",
\, $, #, `, /, ?, *, ., ,, ;, :, %, ^, &, <, >.

40 ;/0"<%+,C, 3$, +%H%),, 2"%',O, <Enter>  ' 2%<.-)'. ,/.+, -0&5%'%.D
/0> @%&* 5%++*? ,-30"6&;.)-# rubackup .

(0456:B=0 L60A3/3Q0 >/G >CP:/5A:F: <8/0:
10. Do you want to add a required file system to the 'Default' pool in the              

configuration? (y/n)? 

:4A:1A:B 4C61C6 : !0@%'6). "02%"6+0. K%>"0'0. ?$%+,",I. 5"# 5.K0")+010
3;"%.

P-", ?$%+,",I. +. @;5.) -0&5%+0, )0 '-. -0&5%++*. $.&.$'+*. 203,, @;5;)
-0?$%+.+* ' %'%$,>+0/ ?$%+,",I. (30 ;/0"<%+,C
/tmp/rubackup_emergency_storage_local_catalog ).

a. Enter path: /default_pool  

Path "/default_pool" doesnÕt exist. Do you want to create it? (y/n)          

:4A:1A:B 4C61C6 : L'.5,). 3;)6 2 5,$.2)0$,,, 20)0$%# @;5.) %--0J,,$0D
'%+% - 5.K0")+*/ 3;"0/ , -0&5%>). "02%"6+0. K%>"0'0. ?$%+,",I.,
+%H%' 2"%',O; <y> .
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(0456:B=0 :4A:1A:F: 4C61C60:
11. Hostname of primary server:   

6CDC61A9B, ;C>304C61C6 : A2%H,). %5$.- 0-+0'+010 -.$'.$%.

(0456:B=0 6CDC61A:F: 4C61C60:
12. Will you use secondary server (y/n)?     

:4A:1A:B, ;C>304C61C6 : P-", ' 20+K,1;$%J,, 305$%&;/.'%.)-# $.&.$'+*>
(secondary) -.$'.$, )0 '*@.$,). R); '0&/0H+0-)6, +%H%' 2"%',O; <y>

13. Hostname of secondary server:   

:4A:1A:B, ;C>304C61C6 : A2%H,). %5$.- $.&.$'+010 -.$'.$%.

(0456:B=0 =/3CA50 +!,:
14. Choose client net interface ID for use:      

Selected interface:  :4A:1A:B, 6CDC61A9B, ;C>304C61C6 : L*@.$,). -.).D
'0> ,+).$K.>-, 30-$.5-)'0/ 20)0$010 2",.+); RuBackup $%&$.O.+0 '&%,/0D
5.>-)'0'%)6 - -,-)./0> $.&.$'+010 203,$0'%+,#.

15. Do you allow centralized recovery (y/n)?     

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : A2%H,)., +;H+0 ", '2"C<,)6 J.+)$%D
",&0'%++0. '0--)%+0'".+,. 5%++*??

L -";<%. '*@0$% <y> , J.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*? ,& $.&.$'D
+0> 203,, @;5.) 50-);3+0 - 30/0I6C 3$,"0H.+,# ÇF.+.5H.$ %5/,+,-)$%D
)0$% RuBackupÈ (RBM), - 30/0I6C 20+-0"6+0> ;),",)* rbfd  ,", 3$,"0H.D
+,# ÇF.+.5H.$% 2",.+)% RuBackupÈ (RBC).

L -";<%. '*@0$% <n> , J.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*? ,& $.&.$'D
+0> 203,, - 30/0I6C 3$,"0H.+,# ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ
@;5.) 0)2"C<.+0, '0--)%+0'".+,. ,& $.&.$'+0> 203,, @;5.) '0&/0H+0 -
30/0I6C 20+-0"6+0> ;),",)* rbfd  ,", 3$,"0H.+,# ÇF.+.5H.$% 2",.+)%
RuBackupÈ

16. Do you plan to use continuous remote replication to apply remote          
replicas on this client (y/n)?y    

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : A2%H,)., @;5.) ", ,-30"6&0'%)6-#
+.3$.$*'+%# ;5%".++%# $.3",2%J,# +% 2",.+). 789.
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17. Enter local backup directory path [/tmp] : /rubackup-tmp Would you like          
to create /rubackup-tmp (y/n)?   

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : A2%H,). 5,$.2)0$,C 5"# '$./.++*?
03.$%J,> - K%>"%/, $.&.$'+*? 203,> , 305)'.$5,). -0&5%+,. 2%)%"01% 5"#
'$./.++*? K%>"0', +%H%' 2"%',O; <y> .

18. Set amount threads parallelizm for server [ 8 ]:        

:4A:1A:B, ;C>304C61C6 : A2%H,). 20",<.-)'0 30)020' 5"# 05+0'$./.++0>
0@$%@0)2, &%5%< $.&.$'+010 203,$0'%+,# +% 0-+0'+0/ -.$'.$. (2%H5*>
30)02 ,/..) 0)5."6+0. -0.5,+.+,. -0 -";H.@+0> @%&0> 5%++*? 789).

19. Set amount threads parallelizm media server [ 8 ]:        

:4A:1A:B, ;C>304C61C6 : A2%H,). 20",<.-)'0 30)020' 5"# 05+0'$./.++0>
0@$%@0)2, &%5%< $.&.$'+010 203,$0'%+,# +% /.5,%-.$'.$. (2%H5*> 30)02
,/..) 0)5."6+0. -0.5,+.+,. -0 -";H.@+0> @%&0> 5%++*? 789).

20. Create RuBackup master keyÉ   

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : E')0/%),<.-20. -0&5%+,. /%-).$-
2"C<%, 20)0$*> +.0@?05,/ 3$, -0&5%+,, 3%$* 2"C<.> 5"# R".2)$0++0-J,KD
$0'0> 3053,-, $.&.$'+*? 203,> , &%I,)+010 3$.0@$%&0'%+,# $.&.$'+*?
203,>.

21. Will you use digital signature (y/n)?     

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : A2%H,)., ?0),). ", '* -0&5%)6 2"C<,
R".2)$0++0-J,K$0'0> 3053,-,, +.0@?05,/*. 5"# 5030"+,)."6+0> &%I,)*
$.&.$'+*? 203,>.

22. Do you want to enable system monitoring of this client (y/n)?          

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : A2%H,)., ?0),). ", '* '2"C<,)6
-,-)./+*> /0+,)0$,+1 5"# 5%++010 2",.+)%.

[%>" /0+,)0$,+1% 3$0,&'05,)."6+0-), -,-)./+*? 20/30+.+)0' @;5.) $%&D
/.I(+ ' 3%32. /opt/rubackup/monitoring/ .

23. Do you want to set a soft memory threshold? (y/n)?         

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : A2%H,)., ?0),). ", '* ;-)%+0',)6
'.$?+,> 3$.5." 03.$%),'+0> 3%/#),, 20)0$%# /0H.) ,-30"6&0'%)6-# 3$,
$.&.$'+0/ 203,$0'%+,, +% 2",.+). ()0<+0-)6 '.$?+.> 1$%+,J* 0@T./%
3%/#), +. 1%$%+),$;.)-#).

a. Enter the allowed amount of memory for backup in GB (integer value):           
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:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : L -";<%. '*@0$% <y>  ;2%H,). /%2D
-,/%"6+0 503;-),/*> 0@T(/ 03.$%),'+0> 3%/#),, 20)0$*> /0H.) @*)6
,-30"6&0'%+ 3$, $.&.$'+0/ 203,$0'%+,, +% 2",.+). ' =B (J."0. <,-"0).

24. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?:           

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 : L*@.$,). 2%2,. 3;@",<+*. ,/.+%
@;5;) ,-30"6&0'%+* DNS--.$'.$0/.

25. Do you want to enable RuBackup security audit ([y]es, [n]o, [q]uit)          
(y/n/q)?

:4A:1A:B 4C61C6 : A2%H,)., ?0),). ", '* '2"C<,)6 %;5,) @.&03%-+0-),
(K0$/,$0'%+,. H;$+%"% -0@*),> ,+K0$/%J,0++0> @.&03%-+0-),).

E;5,) -0@*),> #'"#.)-# <%-)6C -,-)./* 0@+%$;H.+,# ')0$H.+,>, 30-$.5D
-)'0/ -0?$%+.+,# ,+K0$/%J,, 0 &%3$0-%? ' -%/0> @%&. 5%++*? - ,-30"6&0D
'%+,./ )$,11.$0', -$%@%)*'%CI,? +% ,&/.+.+,. 5%++*? (50@%'".+,., ,&/.D
+.+,. ,", ;5%".+,. 5%++*? ' B! RuBackup).

40&5+.. '0&/0H+0 '2"C<,)6/0)2"C<,)6 5%++;C 03J,C - 30/0I6C ;),",)*
5"# $%@0)* - H;$+%"0/ -0@*),> ,+K0$/%J,0++0> @.&03%-+0-), rb_security

26. Choose security audit type ([e]ssential only, [t]asks (additionally to        
essential), [q]uit)(e/t/q)?e 

:4A:1A:B 4C61C6 : A2%H,)., 2%20> ),3 %;5,)% '* ?0),). '2"C<,)6:

M essential only  Ñ H;$+%",$0'%+,. '-.? &+%<,/*? )%@",J, 2$0/. 0<.$.D
5.> &%5%< , '$./.++*? )%@",J;

M tasks (additionally to essential)    Ñ H;$+%",$0'%+,. '-.? &+%<,/*?
)%@",J , &%5%< ' 0<.$.5#?

(0456:B=0 4C61C60 1 5C6;3A0/C (AC3A5C60=531A9B 6CK3;)

G.,+).$%2),'+*> $.H,/ $%@0)* +.0@?05,/ 5"# '*30"+.+,# -J.+%$,.' /%--0D
'010 $%&'.$)*'%+,#, +%3$,/.$, 3$, ,-30"6&0'%+,, Ansible  Ñ 3$01$%//+010 $.O.D
+,# 5"# ;5%".++010 ;3$%'".+,# 20+K,1;$%J,#/, -.$'.$0'.

E5/,+,-)$%)0$ ,/..) '0&/0H+0-)6 +%-)$0,)6 789 RuBackup ' bash/shell  05+0D
-)$0<+0> 20/%+50> ,, 2%2 -".5-)',., ,-30"6&0'%)6 R); 20/%+5; ' -2$,3)%? 5"#
%')0/%),&%J,, 3$0J.--%.

G%-)$0>2% 789 RuBackup 0-;I.-)'"#.)-# - 30/0I6C ,+).$%2),'+0> ;),",)*
rb_init  (+.,+).$%2),'+*> $.H,/). Q3,-%+,. ;),",)* 3$,'.5.+0 ' 502;/.+).
A),",)* 20/%+5+0> -)$02, ..

8%&'($)*'%+,. 789
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(0456:B=0 4C61C60 4 <:;:QOE F60P3@C4=:B 853/359

G%-)$0>2% -.$'.$% (0-+0'+010, /.5,% ,", $.&.$'+010) RuBackup - 30/0I6C
/%-).$% 789 RuBackup '0&/0H+% - 30/0I6C 1$%K,<.-20> ;),",)* /%-).$%
+%-)$0>2, RuBackup.

¥ N%3;-),). /%-).$ +%-)$0>2, RuBackup (1$%K,<.-20. 3$,"0H.+,. rb_init_gui ):

rb_init_gui&

¥ 40-". &%3;-2% /%-).$% +%-)$0>2, RuBackup &%30"+,). 0)2$*'O,.-# K0$/*:

1. G%H/,). 20  5"# 3$050"H.+,# +%-)$0>2, 20/30+.+)% 789 RuBackup.

=$%K,<.-2%# ;),",)% rb_init_gui  &%3;I.+% ' R2-3.$,/.+)%"6+0/ $.H,/.
(8,-;+02 1 ).

8,-;+02 1. Q2+0 3$.5;3$.H5.+,# 0 $%@0). ;),",)* ' R2-3.$,/.+)%"6+0/ $.H,/.

2. L 3$,'.)-)'.++0/ 02+. ( 8,-;+02 2 ):

M '*@.$,). #&*2 ,+).$K.>-% 3$,"0H.+,# ,& 3$.5"0H.++*? '%$,%+)0'
($;--2,> ,", %+1",>-2,>);

M 3$,/,). ",J.+&,0++0. -01"%O.+,# 5"# 3$050"H.+,# +%-)$0>2,
RuBackup, 3$0-)%',' 0)/.)2; ' <.2-@02-. Ê?63;CA35O .

!"# 0&+%20/".+,# +%H/,). +% %2),'+*> R"./.+) [W3VCAD3:AA:C 4:F/0J
RCA3C] , ' 0)2$*'O./-# 02+. 305)'.$H5.+,# -203,$;>). ' @;K.$
--*"2; +% ",J.+&,0++0. -01"%O.+,. 5"# 5%"6+.>O.10 3$0-/0)$% ' @$%;D
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&.$.;

M +%H/,). [20/CC] .

8,-;+02 2. 4$,'.)-)'.++0. 02+0 F%-).$% +%-)$0>2, RuBackup

3. L 0)2$*'O./-# 02+. '*@.$.). +%-)$%,'%./*> 20/30+.+).

P-", +% +%-)$%,'%./0/ ;&". ;-)%+0'".+ 3%2.) rubackup-server , )0 /%-).$
+%-)$0>2, %')0/%),<.-2, 3$.5"%1%.) 3$0,&'.-), +%-)$0>2; -.$'.$+010
20/30+.+)% ( 8,-;+02 3 ):

M 0-+0'+0> -.$'.$;

M $.&.$'+*> -.$'.$;

M /.5,%-.$'.$.
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8,-;+02 3. Q2+0 '*@0$% +%-)$%,'%./010 20/30+.+)% RuBackup

4. N%30"+,). 0)2$*'O;C-# K0$/; +%-)$%,'%./010 20/30+.+)% 789 RuBackup.

!"# '0&'$%)% +% 3$.5*5;I,> O%1 , $.5%2),$0'%+,# '*@0$% ,-30"6&;>).

.

a. B"02 H7Q3C <060;C569 :

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M L 30". ,:/3@C451: 4C5C19L <:5:=:1  ;2%H,). 20",<.-)'0 30)020' 5"#
05+0'$./.++0> 0@$%@0)2, &%5%< $.&.$'+010 203,$0'%+,# +% 0-+0'+0/
-.$'.$. (2%H5*> 30)02 ,/..) 0)5."6+0. -0.5,+.+,. -0 -";H.@+0>
@%&0> 5%++*? 789)

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M L 30". $C643G IP >/G DNS D0<6:4:1  '*@.$,). 2%2,. 3;@",<+*. ,/.+%
@;5;) ,-30"6&0'%+* DNS--.$'.$0/.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M E2),',$;>). 3.$.2"C<%)."6 ?C6CD0<34O ;045C6-=/E@0  #  5"# %')0D
/%),<.-2010 K0$/,$0'%+,# +0'010 /%-).$-2"C<% , 3.$.&%3,-, (3$,
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+%",<,,) ).2;I.10 /%-).$-2"C<%, 20)0$*> +.0@?05,/ 3$, -0&5%+,,
3%$* 2"C<.> R".2)$0++0-J,K$0'0> 3053,-, $.&.$'+*? 203,> ,
&%I,)+010 3$.0@$%&0'%+,# $.&.$'+*? 203,>.

b. B"02 ?060;C569 4C61C60 :

6CDC61A9B, ;C>304C61C6 :

M L 30". );G :4A:1A:F: 4C61C60  ;2%H,). ip-"-.'!  ,", FQDN 0-+0'+010
-.$'.$% RuBackup (' -00)'.)-)',, - +%-)$0>2%/, K%>"% hosts  ;&"%
0-+0'+010 -.$'.$%).

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M L 30". ">6C4 4C61C60 PostgreSQL  [2] ;2%H,). %5$.-, +% 20)0$0/
$%&'($+;)% 7AB! PostgreSQL:

M .-", 7AB! PostgreSQL $%&'($+;)% +% 0)5."6+0/ 0) 0-+0'+010 -.$D
'.$% ;&"., )0 -".5;.) ;2%&%)6 %5$.- -00)'.)-)';CI.10 ;&"%;

M .-", 7AB! PostgreSQL , 0-+0'+0> -.$'.$ $%&'($+;)* +% 05+0/
;&"., )0 0-)%'6). &+%<.+,. localhost , '*@$%++0. 30 ;/0"<%+,C ---

:4A:1A:B 4C61C6 :

M L 30". ?06:/O PostgreSQL  [2] ;2%H,). 3%$0"6 30"6&0'%)."# @%&* 5%+D
+*? postgres

:4A:1A:B 4C61C6 :

M L 30". );G 48<C6<:/OD:105C/G RuBackup  ;2%H,). ,/# -;3.$30"6&0D
'%)."# @%&* 5%++*? rubackup  (,/# B! 30 ;/0"<%+,C).

7;3.$30"6&0'%)."6 @;5.) -0&5%+ ' 3$0J.--. +%-)$0>2, 0-+0'+010
-.$'.$%.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M L 30". ?06:/O <:/OD:105C/G RuBackup  [2] ;2%H,). 3%$0"6 5"# -;3.$D
30"6&0'%)."# @%&* 5%++*? rubackup  (,/# B! 30 ;/0"<%+,C).

:4A:1A:B 4C61C6 :

M L 30". );G 70D9 RuBackup  ''.5,). ,/# @%&* 5%++*? (30 ;/0"<%+,C '
2%<.-)'. ,/.+, @%&* 5%++*? ,-30"6&;.)-# rubackup ), 20)0$%# @;5.)
,-30"6&0'%)6-# ' 2%<.-)'. -";H.@+0> B! ,", @;5.) -0&5%+% ' -";<%.
.( 0)-;)-)',#.
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" L ,/.+, @%&* 5%++*? &%3$.I.+0 ,-30"6&0'%)6 -".5;CI,.
-,/'0"*: 3$0@.", \, $, #, `, /, ?, *, ., ,, ;, :, %, ^, &, <, >

:4A:1A:B 4C61C6 :

M 4$, 0@+0'".+,, ' 30". *4/3 70D0 8KC 48QC4518C5  '*@.$,). 5.>D
-)',. - -;I.-)';CI.> @%&0> 5%++*?:

M keep  Ñ 3$03;-),)6 5.>-)',., B%&% 5%++*? @;5.) -0?$%+.+% ' ).2;D
I./ -0-)0#+,,;

M drop  Ñ ;5%",)6 -;I.-)';CI;C @%&; 5%++*?;

M upgrade  Ñ 0@+0',)6 -;I.-)';CI;C @%&; 5%++*?.

M 4$, ;5%".+,, , 0@+0'".+,, -;I.-)';CI.> @%&* 5%++*? 30 ;/0"<%D
+,C @;5.) -5."%+% $.&.$'+%# 203,# 5%++*?, .-", 3.$.2"C<%)."6
H5=/E@35O >0;<  5.%2),',$0'%+ , .-", %2),',$0'%)6 5%++*> 3.$.D
2"C<%)."6, )0 $.&.$'+0. 203,$0'%+,. 5"# ).2;I.> @%&* 5%++*?
3.$.5 ;5%".+,.//0@+0'".+,./ '*30"+.+0 +. @;5.).

M P-", $.&.$'+0. 203,$0'%+,. -;I.-)';CI.> @%&; 5%++*? @;5.)
'*30"+.+0, )0 ' 30". X:6;05 >0;<0  '*@.$,). ),3 $.&.$'+0> 203,,
@%&* 5%++*?:

M custom archives  Ñ custom-%$?,', '0--)%+0'".+,. '*30"+#.)-# -
30/0I6C ;),",)* pg_restore . 8.&.$'+%# 203,# ' K0$/%). custom
&%+,/%.) /.+6O. /.-)% +% 5,-2., 30 -$%'+.+,C - K0$/%)0/ plain .

G%-)$0>). M6:1CAO 4K053G >0;<0 ;

M plain  Ñ ).2-)0'*> sql--2$,3).

M !"# ),3% $.&.$'+0> 203,, B! custom archives  ' 30". M6:1CAO 4K053G
>0;<0  '*@.$,). -).3.+6 -H%),# $.&.$'+0> 203,, @%&* 5%++*? (&+%D
<.+,. 0) 0 50 9). U./ '*O. -).3.+6 -H%),#, )./ /.+6O. %$?,' &%+,D
/%.) /.-)% +% 5,-2. , )./ 50"6O. '*30"+#.)-# 3$0J.5;$% $.&.$'D
+010 203,$0'%+,# @%&* 5%++*?.

M L 30". ?85O = <0<=C >0;<0  [2] '*@.$,). 3;)6 5"# -0?$%+.+,# $.&.$'D
+0> 203,, - 30 ;/0"<%+,C R)0 5,$.2)0$,#, 0)2;5% @*"% '*&'%+% ;),D
",)%.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M L 30". +C5C1:B 3A5C6PCB4  '*@.$,). -.).'0> ,+).$K.>-, 30-$.5D
-)'0/ 20)0$010 2",.+); RuBackup $%&$.O.+0 '&%,/05.>-)'0'%)6 -
-,-)./0> $.&.$'+010 203,$0'%+,#.

:4A:1A:B 4C61C6 :
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M L 30". ?85O P0B/:1:B 4345C;9 >/G >:701/CA3G 1 ÇDefaultÈ  [2] +.0@D
?05,/0 +%&+%<,)6 5"# 3;"% Default ?0)# @* 05,+ 2%)%"01 5"# ?$%+.+,#
$.&.$'+*? 203,>.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M L 30". W:=0/OA9B =050/:F 6CDC61A:F: =:<36:10A3G  ;2%H,). "02%"6D
+*> 2%)%"01 5"# '$./.++010 ?$%+.+,# K%>"0' - /.)%5%++*/,, -0&5%D
'%./*? 3$, 03.$%J,#? $.&.$'+010 203,$0'%+,# (30 ;/0"<%+,C 3$,
+%H%),, 2"%',O, Enter  ' 2%<.-)'. 5,$.2)0$,, 5"# '$./.++*? 03.$%D
J,> - K%>"%/, $.&.$'+*? 203,> ,-30"6&;.)-# /tmp ). P-", ;2%&%++%#
5,$.2)0$,# +. -;I.-)';.), )0 @;5.) -0&5%+%.

:4A:1A:B, ;C>304C61C6 :

M L 30". );G 6CDC61A:F: 4C61C60  ;2%H,). ip-"-.'!  ,", FQDN 0-+0'+010
-.$'.$% RuBackup (' -00)'.)-)',, - +%-)$0>2%/, K%>"% hosts  ;&"%
0-+0'+010 -.$'.$%).

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M L 30". ,:/3@C451: <060//C/OA9L D0>0@  ;2%H,). 20",<.-)'0 30)020'
5"# 05+0'$./.++0> 0@$%@0)2, &%5%< $.&.$'+010 203,$0'%+,# +%
/.5,%-.$'.$..

9%H5*> 30)02 ,/..) 0)5."6+0. -0.5,+.+,. -0 -";H.@+0> @%&0> 5%+D
+*? 789.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M L 30". H7SU; <0;G53 >C>8</3=0V33, 70B5  5"# 01$%+,<.+,# 30)$.@D
".+,# 03.$%),'+0> 3%/#), -.$'.$0/ 3$, 5.5;3",2%J,, $.&.$'+*?
203,>.

4$, ,-30"6&0'%+,, 5.5;3",2%J,, $.20/.+5;.)-# /,+,/%"6+*>
0@T./ 03.$%),'+0> 3%/#), -.$'.$% 64 GB effective_cache_size  ~70
% 0) $%&/.$% 03.$%),'+0> 3%/#), work_mem  32 MB.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M E2),',$;>). 3.$.2"C<%)."6 Ç(C<6C691A0G 8>0/UAA0G 6C</3=0V3GÈ
#  3$, +.0@?05,/0-), +% 2",.+)..

G.3$.$*'+%# ;5%"(++%# $.3",2%J,# 0-;I.-)'"#.)-# )0"620 ' ?$%+,D
",I. @"0<+010 ),3%.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :
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M E2),',$;>). 3.$.2"C<%)."6 !0D6CR05O VCA560/3D:10AA:C 1:4450J
A:1/CA3C >/G =/3CA50  #  5"# '0--)%+0'".+,# 5%++*? ,& $.&.$'+0>
203,, - 30/0I6C 3$,"0H.+,# ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ
(RBM), - 30/0I6C 20+-0"6+0> ;),",)* rbfd  ,", 3$,"0H.+,# ÇF.+.D
5H.$% 2",.+)% RuBackupÈ (RBC).

L -";<%. 5.%2),',$0'%++010 3.$.2"C<%)."# $  '0--)%+0'".+,. ,&
$.&.$'+0> 203,, @;5.) '0&/0H+0 - 30/0I6C 20+-0"6+0> ;),",)*
rbfd  ,", 3$,"0H.+,# ÇF.+.5H.$% 2",.+)% RuBackupÈ +% ;&". 2",.+)%
$.&.$'+010 203,$0'%+,#. V.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*?
,& $.&.$'+0> 203,, - 30/0I6C 3$,"0H.+,# ÇF.+.5H.$ %5/,+,-)$%D
)0$% RuBackupÈ (,-30"6&;./0> +% "C@0/ ;&".) @;5.) 0)2"C<.+0.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M E2),',$;>). 3.$.2"C<%)."6 +:D>05O =/E@3 YI?  # , .-", ?0),).
-0&5%)6 2"C<, R".2)$0++0-J,K$0'0> 3053,-,.

8.&.$'+%# 203,# /0H.) @*)6 3053,-%+% J,K$0'0> 3053,-6C 5"#
30-".5;CI.10 20+)$0"# , 3$.5;3$.H5.+,# ;1$0&* .( 305/.+*.

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M E2),',$;>). 3.$.2"C<%)."6 ?C6CD0<3405O =/E@3 V3P6:1:B <:><343
# , 5"# -0&5%+,# +0'0> -'#&2, 2"C<.>, ,-30"6&;./*? 5"# R".2)$0++0-
J,K$0'0> 305,-,.

:4A:1A:B 4C61C6 :

M E2),',$;>). 3.$.2"C<%)."6 "8>35 7CD:<04A:453  #  5"# H;$+%",$0D
'%+,# '-.? &+%<,/*? )%@",J, 2$0/. 0<.$.5.> &%5%< , '$./.++*? )%@D
",J.

!"# $%-O,$.+,# $.1,-)$,$;./*? -0@*),> %2),',$;>). 3.$.2"C<%D
)."6 "8>35 D0>0@  #  5"# H;$+%",$0'%+,# '-.? &+%<,/*? )%@",J ,
&%5%< ' 0<.$.5#?.

40&5+.. '0&/0H+0 '2"C<,)6/0)2"C<,)6 5%++;C 03J,C , ,&/.+,)6
'*@$%++*> ),3 %;5,)% - 30/0I6C ;),",)* 5"# $%@0)* - H;$+%"0/
-0@*),> ,+K0$/%J,0++0> @.&03%-+0-), rb_security .

c. B"02 (0456:B=0 SSL :

:4A:1A:B, 6CDC61A9B, ;C>304C61C6 :

M 4$, +.0@?05,/0-), +%-)$0>2, &%I,I(++010 -0.5,+.+,# -0 -";H.@D
+0> @%&0> 5%++*? %2),',$;>). 3.$.2"C<%)."6 )4<:/OD:105O SSL
4:C>3ACA3C 4 70D:B >0AA9L  #  , +%-)$0>). 3%$%/.)$*:

4.3. G%-)$0>2%
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M ' 30". SSL 6CK3; 607:59 4 Postgres  '*@.$,). -00)'.)-)';CI,>
$.H,/ $%@0)* (' &%',-,/0-), 0) +%-)$0.2 ;&"%, +% 20)0$0/ ;-)%D
+0'".+% B!). 405$0@+0. 03,-%+,. $.H,/0' -/0)$, ' G%-)$0>2%
SSL -0.5,+.+,> .

P-", ' 20+K,1;$%J,, PostgreSQL SSL '*2"C<.+, )0 30 ;/0"<%+,C
SSL $.H,/ @;5.) disable ;

M ' 30". ,:6AC1:B 4C653P3=05  [2] ;2%H,). 30"+*> 3;)6 2 -.$),K,D
2%); 50'.$.++010 V.+)$% -.$),K,2%J,, (3$03,-%' ' 30". ,",
'*@$%' 30 +%H%),C $#50/ - 30"./ 2+032, ), 20)0$*> +.0@?05,/0
&%$%+.. $%&/.-),)6 ' 3%32. opt/rubackup/keys ;

M ' 30". +C653P3=05 =/3CA50  [2] ;2%H,). 30"+*> 3;)6 2 -.$),K,2%);
(0)2$*)0/; 2"C<;) +%-)$%,'%./010 ;&"%, '*5%++*> 50'.$.++*/
V.+)$0/ -.$),K,2%J,, (3$03,-%' ' 30". ,", '*@$%' 30 +%H%),C
$#50/ - 30"./ 2+032, ), 20)0$*> +.0@?05,/0 &%$%+.. $%&/.-),)6 '
3%32. opt/rubackup/keys ;

M ' 30". ,/E@ =/3CA50  [2] ;2%H,). 30"+*> 3;)6 2 &%2$*)0/; 2"C<;
-.$),K,2%)% +%-)$%,'%./010 ;&"%, '*5%++*> 50'.$.++*/ V.+)$0/
-.$),K,2%J,, (3$03,-%' ' 30". ,", '*@$%' 30 +%H%),C $#50/ -
30"./ 2+032, ), 20)0$*> +.0@?05,/0 &%$%+.. $%&/.-),)6 ' 3%32.
opt/rubackup/keys .

5. 40-". &%30"+.+,# '-.? 30".> K0$/* +%-)$%,'%./010 20/30+.+)% 789
RuBackup +%H/,). [20/CC] .

L 02+. 305)'.$H5.+,# +%H/,). 20  5"# +%-)$0>2, 20/30+.+)% 789
RuBackup ( 8,-;+02 4 ).

8,-;+02 4. Q2+0 305)'.$H5.+,# '*@$%++*? 3%$%/.)$0'

6. P-", ' K0$/. +%-)$%,'%./010 20/30+.+)% 789 RuBackup ;2%&%+* 3%32,,
20)0$*? +. -;I.-)';.), )0 @;5.) '*'.5.+0 305)'.$H5.+,. 5"# ,? -0&5%+,#
(8,-;+02 5 ).

L 02+. 305)'.$H5.+,# +%H/,). 20  5"# -0&5%+,# 3%302.

8%&'($)*'%+,. 789
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8,-;+02 5. Q2+0 305)'.$H5.+,# -0&5%+,# 5,$.2)0$,>

7. L -";<%. ;-3.O+0> +%-)$0>2, 30"6&0'%)."6 @;5.) ;'.50/"(+ -00@I.+,./
(8,-;+02 6 ), ' 20)0$0/ 3$,'.5.+% ,+K0$/%J,#:

¥ 0 ",J.+&,0++0/ -01"%O.+,,;

¥ 3$%'00@"%5%)."6;

¥ '.$-,# 3$05;2)%;

¥ ,/# ).2;I.10 ;&"%;

¥ ),3 +%-)$0.++010 20/30+.+)% 789 RuBackup;

¥ 0 -0&5%+,, 20+K,1;$%J,0++010 K%>"% /opt/rubackup/etc/config.file ;

¥ 5030"+,)."6+0 /01;) @*)6 3$,'.5.+* $.20/.+5%J,, , 3$.5;3$.H5.+,# 30
+%-)$0>2%/ 3%$%/.)$0'.

8,-;+02 6. Q2+0 $.&;"6)%)0' '*30"+.++0> +%-)$0>2, -.$'.$%

4.3. G%-)$0>2%
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1. G%H/,). #01C6R35O  5"# &%'.$O.+,# $%@0)* 3$,"0H.+,#.

4.3.2. (0456:B=0 <:/OD:105C/CB

40"6&0'%).",, 0) ,/.+, 20)0$*? @;5.) 0-;I.-)'"#)6-# &%3;-2 ;),",) 20/%+5+0>
-)$02, RuBackup ,", 3$,"0H.+,# 5"# ;3$%'".+,# 789 RuBackup (RBM, RBC,
Tucana):

¥ ,/.)6 3$%',"6+0 +%-)$0.++*. 3.$./.++*. -$.5*;

¥ '?05,)6 ' 1$;33; rubackup .

! L*30"+,). 3$,'.5(++*. +,H. +%-)$0>2, 5"# 30"6&0'%).".> +% '-.?
;&"%? - $%&'($+;)*/, 20/30+.+)%/, 789 RuBackup.

(0456:B=0 <C6C;CAA9L 46C>9

1. G%-)$0>). 3.$./.++*. -$.5* 5"# '-.? 30"6&0'%).".>, 20)0$*. @;5;) $%@0D
)%)6 - 789 RuBackup, '*30"+,' 20/%+5;:

sudo nano /<&/0 $#*1,#2"3'*0>/.bashrc

: 0)$.5%2),$;>). K%>", 50@%',' -)$02,:

PATH=$PATH:/opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH

: -0?$%+,). ,&/.+.+,#.

! \), 3.$./.++*. )%2H. /0H+0 03$.5.",)6 ' K%>".
/etc/environment .

2. 4.$.&%1$;&,). 3.$./.++*. 02$;H.+,#, '*30"+,' 20/%+5;:

source  ~/.bashrc

2:701/CA3C 1 F68<<8

=$;33% rubackup  %')0/%),<.-2, -0&5%()-# ' 3$0J.--. ;-)%+0'2, 3%2.)% rubackup-
common.

!0@%'6). 30"6&0'%)."# ' 1$;33; rubackup , '*30"+,' 20/%+5;:
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sudo usermod -a  -G  rubackup <&/0 $#*1,#2"3'*0>

4.3.3. 2:701/CA3C 1 015:D0<84=

1. !0@%'6). -.$',- 2",.+)% 89 ' %')0&%3;-2 3$, &%1$;&2. Q7:

sudo systemctl enable rubackup_client.service

2. !0@%'6). -.$',- -.$'.$% 89 ' %')0&%3;-2 3$, &%1$;&2. Q7:

sudo systemctl enable rubackup_server.service

3. 4.$.&%1$;&,). +%-)$0>2, Q7:

sudo systemctl daemon-reload

4.4. #0<84=
4$0,&'.5,). %2),'%J,C -.$'.$+0> <%-), 789 RuBackup, '*30"+,' +% 2%H50/
;&". - $%&'($+;)*/ -.$'.$0/ (0-+0'+*/, $.&.$'+*/, /.5,%) RuBackup &%3;-2
-.$',-% 2",.+)% , -.$',-% -.$'.$%.

4.4.1. #0<84= 4C61340 =/3CA50

!"# &%3;-2% -.$',-% 2",.+)% '*30"+,). 20/%+5;:

sudo systemctl start rubackup_client.service

4.4.2. #0<84= 4C61340 4C61C60

!"# &%3;-2% -.$',-% -.$'.$% '*30"+,). 20/%+5;:

sudo systemctl start rubackup_server.service

4.4.3. ?6:4;:56 4505840 4C61340 =/3CA50

!"# &%3;-2% 3$0-/0)$% -)%);-% -.$',-% 2",.+)% '*30"+,). 20/%+5;:

4.4. N%3;-2
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sudo systemctl status rubackup_client.service

4.4.4. ?6:4;:56 4505840 4C61340 4C61C60

!"# 3$0-/0)$% -)%);-% -.$',-% -.$'.$% '*30"+,). 20/%+5;:

sudo systemctl status rubackup_server.service

4.4.5. H450A:1=0 4C61340 =/3CA50

!"# 0-)%+0'% -.$',-% 2",.+)% '*30"+,). 20/%+5;:

sudo systemctl stop rubackup_client.service

4.4.6. H450A:1=0 4C61340 4C61C60

!"# 0-)%+0'% -.$',-% -.$'.$% '*30"+,). 20/%+5;:

sudo systemctl stop rubackup_server.service

[1] L*30"+,). ;-)%+0'2; %2);%"6+0> '.$-,, $.30&,)0$,# EPEL, 5"# 3$,/.$% 3$,'.5.+% ;-)%+0'2% $.30&,)0$,# EPEL 8

[2] 0@#&%)."6+0. 5"# &%30"+.+,# 30".
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./010 5. ,/3CA54=0G @045O
9",.+)-2%# <%-)6 789 RuBackup /0H.) -0-)0#)6 ,& 05+010 ,", +.-20"62,? 2",.+D
)0' $.&.$'+010 203,$0'%+,#, 20)0$*. /01;) @*)6 0@T.5,+.+* ' 1$;33* 2",.+)0'.

9",.+) $.&.$'+010 203,$0'%+,# Ñ R)0 0)5."6+*> -.$'.$, 20/36C).$ ,", ',$);D
%"6+%# /%O,+%, 20)0$%# -05.$H,) 5%++*. 5"# $.&.$',$0'%+,# ($.-;$-) , +% 20)0D
$0> ;-)%+0'".+0 2",.+)-20. 4Q RuBackup 5"# '*30"+.+,# $.&.$'+010 203,$0'%D
+,#.

5.1. Linux

5.1.1. +345C;A9C 56C7:10A3G

L 5%++0/ 305$%&5.". 3$,'.5.+* -,-)./+*. )$.@0'%+,# 5"# 2%H5010 2",.+)-2010
20/30+.+)% 789 RuBackup, 3$.5T#'"#./*. 2 ).?+,<.-2,/ -$.5-)'%/, +.0@?05,D
/*/ 5"# +0$/%"6+010 K;+2J,0+,$0'%+,# 789 RuBackup.

L -";<%. ;-)%+0'2, +% 05,+ ?0-) +.-20"62,? 20/30+.+)0' 789 RuBackup (+%3$,D
/.$, 3$, -30-0@. ;-)%+0'2, ÇL-( ' 05+0/È) -".5;.) 20+-0",5,$0'%)6 -00)'.)D
-)';CI,. %33%$%)+*. )$.@0'%+,#, 3$.5T#'"#./*. 2 ).?+,<.-20/; -$.5-)';, +%
20)0$0. 3$0,&'05,)-# ;-)%+0'2%.

"<<0605A9C 56C7:10A3G

F,+,/%"6+*. %33%$%)+*. )$.@0'%+,#, +.0@?05,/*. 5"# -)%@,"6+010 K;+2J,0+,D
$0'%+,# 2",.+)% -,-)./* $.&.$'+010 203,$0'%+,# 3$,'.5.+* ' )%@",J. .

!"#$%&" 8. /,,".")0+( ).(#-*"0%1, ,.(:;1*$1(9+( 2 ?$%(0)4 3%3)(9+ .(>(.*0-=- 2-,%.-*"0%1

"<<0605A9B =:;<:ACA5 #A0@CA3C

4$0J.--0$ 1 #5$0
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"<<0605A9B =:;<:ACA5 #A0@CA3C

Q3.$%),'+%# 3%/#)6 (RAM) [1] <.%9(. 1. ."3@A) RAM ,.% -:0-,-)-@0-9 .(8%9( .(>(.B
*%.-*"0%1:

<.%9(. 2. ."3@A) RAM ,.% 90-=-,-)-@0-9 .(8%9(
.(>(.*%.-*"0%1:

15.:

RAM1 Ñ 0@T(/ 03.$%),'+0> 3%/#), +.0@?05,D
/*> 5"# $.&.$',$0'%+,# 05+010 $.-;$-%;

0,04CV .(34.3" Ñ 4% 0) $%&/.$% $.&.$',$;./010
$.-;$-%;

N Ñ 20",<.-)'0 .5,+0'$./.++0 $.&.$',$;.D
/*? $.-;$-0'
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"<<0605A9B =:;<:ACA5 #A0@CA3C

!,-20'0. 3$0-)$%+-)'0 (HDD) [2] <.%9(. 3. ."3@A) HDD ,- D-.94$(:

15.:

?=1 Ñ 3$, 05+030)0<+0/ $.H,/. $.&.$D
',$0'%+,,;

?= worker_parallelism  3$, /+01030)0<+0/
$.H,/. (enable_multithreading) , -"%@0>
5.5;3",2%J,# (enable_flexible_dedup);

enable multithreading Ñ K"%1, ;2%&*'%CD
I,> +% ,-30"6&0'%+,. /+01030)0<+0-),;

enable flexible dedup Ñ K"%1, ;2%&*'%CI,>
+% ,-30"6&0'%+,. 1,@20> 5.5;3",2%J,,;

worker parallelism  Ñ 20",<.-)'0 $%@0<,?
30)020', ,-30"6&;./*? 5"# '*30"+.+,#
$.&.$',$0'%+,#;

_0@T(/ $.-;$-% _Ñ 0@I,> 0@T(/ 5%++*?,
305".H%I,? $.&.$',$0'%+,C;

.">9(. #$-2"  Ñ $%&/.$ @"02% 5%++*?,
,-30"6&;./010 5"# 0@$%@0)2, 5%++*? '0
'$./# $.&.$',$0'%+,#;

.">9(. C(E"  Ñ $%&/.$ ?.O%, ,-30"6&;.D
/010 5"# ,5.+),K,2%J,, 5%++*?;

20Ñ /%2-,/%"6+*> $%&/.$ -.$,%",&0'%+D
+0> 30&,J,, ' K%>".;

1 Ñ '$./.++%# @%&% 5"# '*<,-".+,# -,1D
+%);$* ,", 0)3$%'2, ?.O.> +% -.$'.$;

.">9(. 9()":"00+C  Ð R)0 0.02 * 0@T./
$.-;$-%

4$,/.$* $%-<()0' 03.$%),'+0> 3%/#), , 5,-20'010 3$0-)$%+-)'%:

8.-;$- Z.O B"02 K 8%&/.$ /.)%D
5%++*?

!,-20'0. 3$0D
-)$%+-)'0 (=B)

536870912000 64 8192 8 10737418240 56

536870912000 64 8192 32 10737418240 179

536870912000 64 8192 64 10737418240 343

536870912000 64 8192 128 10737418240 671
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536870912000 64 1048576 8 10737418240 10

536870912000 64 1048576 32 10737418240 11

536870912000 64 1048576 64 10737418240 12

536870912000 64 1048576 128 10737418240 15

1099511627776 64 8192 8 21990232555 114

1099511627776 64 8192 32 21990232555 366

1099511627776 64 8192 64 21990232555 702

1099511627776 64 8192 128 21990232555 1374

1099511627776 64 1048576 8 21990232555 21

1099511627776 64 1048576 32 21990232555 23

1099511627776 64 1048576 64 21990232555 25

1099511627776 64 1048576 128 21990232555 31

?6:F60;;A9C 56C7:10A3G

4$01$%//+*. )$.@0'%+,# 2 -$.5. K;+2J,0+,$0'%+,# 2",.+)-20> <%-), 789
RuBackup 3$,'.5.+* ' )%@",J.  , 03$.5.".+*:

¥ 3.$.<+./ 03.$%J,0++*? -,-)./, -0'/.-),/*? - 20/30+.+)%/, 789 RuBackup;

¥ 3.$.<+./ &%',-,/0-).> 3%2.)0' 5"# 2%H50> -0'/.-),/0> Q7;

¥ 0)2$*)*/, 30$)%/, (-/. $%&5." Ç7.).'*. 30$)*È).

!"#$%&" 9. <.-=."990+( ).(#-*"0%1 2 ,.(:;1*$1(9+( 2 3(.*(.4 RuBackup (3-*9(3)%9+( 7' %
>"*%3%9-3)% ,"2()-*)

?0=C59 :4A:1A:F: 4C61C60
+!,

?:>>C6K310C;0G H+ ?0=C5 D01343;:453

rubackup_common,

rubackup_client

Astra 1.6, Astra 1.7, Astra 1.8 openssl, parsec-base, parsec-
cap, parsec-mac

Debian 10, Debian 12, Ubuntu
18.04, Ubuntu 20.04,Ubuntu
22.04

openssl

E"6) 10, CentOS 7, CentOS 8,
RedOS 7.3, RedOS 8, RHEL 9,
Rosa Cobalt 7.3, Rosa Cobalt 7.9

qt5-qtbase-gui

Rosa Chrome 12 lib64qt5gui5

5.1.2. M450A:1=0

?:>F:5:1=0 = 8450A:1=C

M450A:1=0 D01343;:45CB <0=C5:1

! !%++*> O%1 3$.5+%&+%<.+ 5"# ;-)%+0'2, "02%"6+*? 3%2.)0'. P-", '*
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;-)%+%'",'%.). 3%2.)* ,& $.30&,)0$,#, )0 3$03;-),). R)0) O%1.

!"# ;-3.O+010 $%&'($)*'%+,# -.$'.$% 789 RuBackup +.0@?05,/0 +%",<,. ;-)%D
+0'".++*? &%',-,/0-).> 3%2.)0' ' -00)'.)-)',, - )%@",J.> , ' &%',-,/0-), 0)
,-30"6&;./010 ),3% 03.$%J,0++0> -,-)./* +% ;&". $%&'($)*'%+,# 2",.+)%
$.&.$'+010 203,$0'%+,# RuBackup, 5"# R)010:

1. 4$0'.$6). +%",<,. ;-)%+0'".++*? 3%2.)0' &%',-,/0-).> ' Q7, +%3$,/.$:

Astra Linux, Debian, Ubuntu dpkg-query -l 

"/O5 apt list --installed  

Rosa Cobalt, RHEL yum list ! #$%&'( installed    

RedOS, CentOS, Rosa Chrome dnf list installed  

2. P-", '* ,-30"6&;.). 03.$%J,0++;C -,-)./; 7entOS 7, CentOS 8 ,", RHEL 9, )0
50@%'6). $.30&,)0$,> EPEL [3], 3055.$H,'%./*> ' $%/2%? 3$0.2)% Fedora ,
-05.$H%I,> +.20)0$*. 3%2.)*, 20)0$*. +. '0O", ' -)%+5%$)+*> +%@0$ RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

[%>" $.30&,)0$,# @;5.) %')0/%),<.-2, &%1$;H.+ ' 2%)%"01
/etc/yum.repos.d/epel.repo  , %2),',$0'%+.

3. P-", '* ,-30"6&;.). 03.$%J,0++;C -,-)./; 7entOS 7 ,", CentOS 8, )0 )%2H.
$.20/.+5;.)-# '2"C<,)6 $.30&,)0$,> PowerTools , 30-20"62; 3%2.)* EPEL
/01;) &%',-.)6 0) 3%2.)0' ,& +.10:

sudo dnf config-manager --set-enabled  powertools

4. P-", '* ,-30"6&;.). 03.$%J,0++;C -,-)./; RHEL 9, )0 )%2H. $.20/.+5;.)-#
'2"C<,)6 $.30&,)0$,> codeready-builder-for-rhel-8-*-  $.30&,)0$,> rpm ,
30-20"62; 3%2.)* EPEL /01;) &%',-.)6 0) 3%2.)0' ,& +.10:

ARCH=$(  /bin/arch )

sudo subscription-manager repos --enable  "codeready-builder-for-rhel-8-
$\ {ARCH}-rpms"

5. Q@+0',). $.30&,)0$,, 3%2.)0' ' -,-)./.:
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Astra Linux, Debian, Ubuntu sudo apt update  

"/O5 sudo apt-get update  

Rosa Cobalt, RHEL sudo yum update  

RedOS, CentOS, Rosa Chrome sudo dnf update  

6. A-)%+0',). +.50-)%CI,. &%',-,/0-), 3%2.)0' ,& )%@",J*:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>   

"/O5 sudo apt-get install <namepackage>   

Rosa Cobalt, RHEL sudo yum install <namepackage>   

RedOS, CentOS, Rosa Chrome sudo dnf install <namepackage>   

(0456:B=0 <87/3@A:F: 6C<:D35:63G

! !%++*> O%1 3$.5+%&+%<.+ 5"# ;-)%+0'2, ,& 3;@",<+010 $.30&,)0$,#.
P-", '* ;-)%+%'",'%.). "02%"6+*. 3%2.)*, )0 3$03;-),). R)0) O%1.

?:>=/E@CA3C <87/3@A:F: 6C<:D35:63G DEB-4345C;

1. 70&5%>). K%>" - ,+K0$/%J,.> 0 $.30&,)0$,#?:

cat  <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list
deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public
deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public-testing
EOF

15.: <OS-VERSION> Ñ '.$-,# ,-30"6&;./0> Q7:

: astra_1.6;

: astra_1.7;

: astra_1.8;

: debian_10;

: debian_12;

: ubuntu_18.04;

: ubuntu_20.04;

: ubuntu_22.04.
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2. !0@%'6). 2"C< $.30&,)0$,#:

sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring  --keyring  gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import  - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. Q@+0',). -3,-02 3%2.)0':

sudo apt-get update

?:>=/E@CA3C <87/3@A:F: 6C<:D35:63G RPM-4345C;

1. 70&5%>). K%>" - ,+K0$/%J,.> 0 $.30&,)0$,#?:

a. 5"# Q7:

M CentOS 7;

M CentOS 8;

M 8P! Q7 7.3;

M 8P! Q7 8;

M Red Hat Enterprise Linux 9;

M ROSA Fresh Desktop 12;

M ROSA Enterprise Linux Server 7.9.

cat  <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo
[rubackup-rpm-public-repository]
name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public/repodata/repomd.xml.key
gpgcheck=0

[rubackup-rpm-public-testing-repository]
name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public-testing/
enabled=1
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repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<OS-
VERSION>/public-testing/repodata/repomd.xml.key
gpgcheck=0
EOF

15.: <OS-VERSION> Ñ '.$-,# ,-30"6&;./0> Q7:

M centos_7;

M centos_8;

M redos_7.3;

M redos_8;

M rhel_9;

M rosa_12;

M rosa_7.9.

b. 5"# Q7 ROSA Enterprise Linux Server 7.3:

cat  <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo
[rubackup-rpm-public-repository]
name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key
gpgcheck=0
sslverify=0

[rubackup-rpm-public-testing-repository]
name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/
enabled=1
repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0
sslverify=0
EOF
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(0456:B=0 <C6C;CAA9L 46C>9

L*30"+,). +%-)$0>2; 3.$./.++*? -$.5* 5"# 30"6&0'%)."# root :

1. E')0$,&;>).-6 305 30"6&0'%)."./ root:

sudo  -i

2. G%-)$0>). 3.$./.++*. -$.5* 5"# 30"6&0'%)."# root :

sudo nano /root/.bashrc

: 0)$.5%2),$;>). K%>", 50@%',' -)$02,:

PATH=$PATH:/opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH

: -0?$%+,). ,&/.+.+,#.

! \), 3.$./.++*. )%2H. /0H+0 03$.5.",)6 ' K%>".
/etc/environment .

3. 4.$.>5,). ' 2%)%"01 /root :

cd  /root

4. 4.$.&%1$;&,). 3.$./.++*. 02$;H.+,#:

source  ~/.bashrc

(0456:B=0 SSL 4:C>3ACA3G 4 70D:B >0AA9L

4$03;-),). R)0) O%1, .-", +. )$.@;.)-# &%I,I(++0. 3052"C<.+,. 20/30+.+)0'
RuBackup 2 -";H.@+0> @%&. 5%++*?.

P-", +.0@?05,/0 ,-30"6&0'%)6 5"# 3052"C<.+,# 2 @%&. 5%++*? PostgreSQL &%I,D
I(++0. -0.5,+.+,., )0 '*30"+,). 3$,'.5(++*. +,H. +%-)$0>2, +% ;&"%?, +%
20)0$*? $%&'($+;)* 20/30+.+)* 789 (postgres-2",.+)*):

1. 4.$.+.-,). ,& -00)'.)-)';CI.> postgres-2",.+); 3%32, +% ;&". V.+)$% -.$D
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),K,2%J,, 30510)0'".++*.:

: -.$),K,2%) V.+)$% -.$),K,2%J,, (ca.crt), <)0@* 2",.+) 789 /01 3$0'.$,)6,
<)0 20+.<+*> -.$),K,2%) -.$'.$% PostgreSQL @*" 3053,-%+ .10 50'.$.+D
+*/ 20$+.'*/ -.$),K,2%)0/;

: -.$),K,2%) 2",.+)% $.&.$'+010 203,$0'%+,# (postgresql.crt);

: -1.+.$,$0'%++*> &%2$*)*> 2"C< 2",.+)% $.&.$'+010 203,$0'%+,#
(postgresql.key).

2. !"# K%>"0' -.$),K,2%)% , &%2$*)010 2"C<% ;-)%+0',). 30"+*> 50-);3 +% <).D
+,. , &%3,-6 )0"620 5"# '"%5."6J.':

chmod 600 server.crt server.key ca.crt

3. 75."%>). '"%5."6J./ K%>"0' 30"6&0'%)."#, 0) ,/.+, 20)0$010 @;5.) &%3;I.+
2",.+) $.&.$'+010 203,$0'%+,# (postgres-2",.+)):

chown suser:suser server.crt server.key ca.crt

M450A:1=0 <0=C5:1

! A-)%+0'2; 3%2.)0' 3$0,&'05,)6 -)$010 ' 3$,'.5(++0> 30-".50'%)."6+0D
-),!

1. A-)%+0',). 05+,/ ,& -30-0@0':

: ,& "02%"6+0> 3%32, -0 -2%<%++*/, 3%2.)%/,:

Astra Linux, Debian, Ubuntu sudo apt install ./<namepackage>.deb   

"/O5 sudo apt-get install  
./<namepackage>.rpm

Rosa Cobalt, RHEL sudo yum install ./<namepackage>.rpm   

RedOS, CentOS, Rosa Chrome sudo dnf install ./<namepackage>.rpm   

: ,& $.30&,)0$,#:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>.deb   

15. <namepackage>  Ñ ;-)%+%'",'%./*> 3%2.) 789 RuBackup %2);%"6+0> '.$-,,
' 3$,'.5(++0> 30-".50'%)."6+0-),:

a. rubackup-common ;
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b. rubackup-client ;

+.0@#&%)."6+*. 3%2.)*, ,-30"6&;C)-# 5"# +%-)$0>2, -.$'.$% - 30/0I6C
1$%K,<.-20> ;),",)*:

c. rubackup-common-gui ;

d. rubackup-init-gui .

! 40 ;/0"<%+,C +%-)$0>2% -.$'.$% 0-;I.-)'"#.)-# ' ).$/,+%". -
30/0I6C ;),",)* rb_init , 20)0$%# +. )$.@;.) 5030"+,)."6+0>
,+-)%""#J,,.

2. L*30"+,). 0@+0'".+,. 20+K,1;$%J,, , 3$,/.+,). ,&/.+.+,#.

! !%++*> O%1 '*30"+#.)-# )0"620 5"# Q7 Astra Linux Special Edition 1.6
,", 1.7 - %2),',$0'%++*/ $.H,/0/ &%I,)+0> 3$01$%//+0> -$.5*!

: Q@+0',). 20+K,1;$%J,C:

sudo update-initramfs -u  -k  all

: 4$,/.+,). ,&/.+.+,#:

sudo reboot

5.1.3. (0456:B=0

(0456:B=0 =/3CA50 !,

G%-)$0>2; 20/30+.+)0' 789 RuBackup -".5;.) 3$0,&'.-), +% 2%H50/ ;&". '
-)$010 3$,'.5(++0/ 30$#52. (' &%',-,/0-), 0) %$?,).2);$*) :

1. +%-)$0>2% 0-+0'+010 -.$'.$%;

2. +%-)$0>2% $.&.$'+010 -.$'.$%;

3. +%-)$0>2% /.5,%-.$'.$% ('*30"+#.)-# 5"# 2%H5010 /.5,%-.$'.$%);

4. +%-)$0>2% 2",.+)% -,-)./* $.&.$'+010 203,$0'%+,# ('*30"+#.)-# 5"# 2%HD
5010 2",.+)% 789).

! G.0@?05,/0 3$.5'%$,)."6+0 +%-)$0,)6 -.).'0. '&%,/05.>-)',. ;&"0'
20/30+.+)0' 789 RuBackup, ,-30"6&;# FQDN, hostname  ,", ip-"-.'!  (5%"..
30 ).2-); Ñ %5$.-).
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(0456:B=0 =/3CA50 !, 1 5C6;3A0/C (3A5C60=531A9B 6CK3;)

L*30"+,). +%-)$0>2; 20/30+.+)% 789 RuBackup:

¥ N%3;-),). +% 2%H50/ ;&"., +% 20)0$0/ $%&'($+;) 2",.+) 89, ,+).$%2),'+;C
;),",); rb_init :

sudo  /opt/rubackup/bin/rb_init

¥ !%".. +%-)$0>). 20/30+.+) 789 ' ,+).$%2),'+0/ $.H,/.. 9",.+) 89 /0H.)
@*)6 +%-)$0.+ 5"# $%@0)* ' 2",.+)--.$'.$+0/ $.H,/. ,", ' %')0+0/+0/
$.H,/..

,/3CA5-4C61C6A9B 6CK3; 607:59 =/3CA50 !,

1. You MUST agree with the End User License Agreement (EULA) before          
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])  

4$,/,). ",J.+&,0++0. -01"%O.+,. (EULA), +%H%' 2"%',O; <y> .

2. Choose client mode: client-server or autonomous (c/a)?      

L*@.$,). -J.+%$,> +%-)$0>2, 2",.+)%: 2",.+)--.$'.$ <4> .

(0456:B=0 4:C>3ACA3G 4 :4A:1A9; 4C61C6:;
3. Hostname of primary server:   

A2%H,). %5$.- 0-+0'+010 (primary) -.$'.$%.

(0456:B=0 4:C>3ACA3G 4 6CDC61A9; 4C61C6:;
4. Will you use secondary server (y/n)?     

P-", ' 20+K,1;$%J,, 305$%&;/.'%.)-# $.&.$'+*> (secondary) -.$'.$, )0 '*@.D
$,). R); '0&/0H+0-)6, +%H%' 2"%',O; <y> .

a. Hostname of secondary server:   

A2%H,). %5$.- $.&.$'+010 (secondary) -.$'.$%.

(0456:B=0 =/3CA50 6CDC61A:F: =:<36:10A3G:
5. Choose client net interface ID for use:      

Selected interface: 
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L*@.$,). -.).'0> ,+).$K.>-, 30-$.5-)'0/ 20)0$010 2",.+); RuBackup $%&$.D
O.+0 '&%,/05.>-)'0'%)6 - -,-)./0> $.&.$'+010 203,$0'%+,#.

6. Do you allow centralized recovery (y/n)?     

A2%H,)., +;H+0 ", '2"C<,)6 J.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*??

L -";<%. '*@0$% <y> , J.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*? ,& $.&.$'+0>
203,, @;5.) 50-);3+0 - 30/0I6C ;),",)* ÇF.+.5H.$ %5/,+,-)$%)0$%
RuBackupÈ (RBM), - 30/0I6C 20+-0"6+0> ;),",)* rbfd  ,", ;),",)* ÇF.+.D
5H.$% 2",.+)% RuBackupÈ (RBC).

L -";<%. '*@0$% <n> , J.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*? ,& $.&.$'+0>
203,, - 30/0I6C ;),",)* ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ @;5.)
0)2"C<.+0, '0--)%+0'".+,. ,& $.&.$'+0> 203,, @;5.) '0&/0H+0 - 30/0I6C
20+-0"6+0> ;),",)* rbfd  ,", ;),",)* ÇF.+.5H.$% 2",.+)% RuBackupÈ.

7. Do you plan to use continuous remote replication to apply remote replicas           
on this client (y/n)?   

A2%H,)., @;5.) ", ,-30"6&0'%)6-# +.3$.$*'+%# ;5%".++%# $.3",2%J,# +% 2",D
.+). 89.

8. Enter local backup directory path [/tmp] :      

A2%H,). 5,$.2)0$,C 5"# '$./.++*? 03.$%J,> - K%>"%/, $.&.$'+*? 203,> ,
305)'.$5,). -0&5%+,. 2%)%"01% 5"# '$./.++*? K%>"0', +%H%' 2"%',O; <y> .

a. Would you like to create / (y/n)?      

405)'.$5,). -0&5%+,. 2%)%"01% 5"# '$./.++*? K%>"0', ' -";<%., .-", ;2%D
&%++010 2%)%"01% .I( +. -;I.-)';.).

9. Create RuBackup master keyÉ   

E')0/%),<.-20. -0&5%+,. /%-).$-2"C<%, 20)0$*> +.0@?05,/ 3$, -0&5%+,,
3%$* 2"C<.> 5"# R".2)$0++0-J,K$0'0> 3053,-, $.&.$'+*? 203,> , &%I,)+010
3$.0@$%&0'%+,# $.&.$'+*? 203,>.

10. Will you use digital signature (y/n)?     

Create new secret key   

Create new public key   

A2%H,)., ?0),). ", '* -0&5%)6 2"C<, R".2)$0++0-J,K$0'0> 3053,-,. 8.&.$'D
+%# 203,# /0H.) @*)6 3053,-%+% J,K$0'0> 3053,-6C 5"# 30-".5;CI.10 20+D
)$0"# , 3$.5;3$.H5.+,# ;1$0&* .( 305/.+*.
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11. Do you want to enable system monitoring of this client (y/n)?          

A2%H,)., ?0),). ", '* '2"C<,)6 -,-)./+*> /0+,)0$,+1 5"# 5%++010 2",.+)%.

[%>" /0+,)0$,+1% 3$0,&'05,)."6+0-), -,-)./+*? 20/30+.+)0' @;5.) $%&/.D
I(+ ' 3%32. /opt/rubackup/monitoring/ .

12. Do you want to set a soft memory threshold? (y/n)?         

A2%H,)., ?0),). ", '* ;-)%+0',)6 '.$?+,> 3$.5." 03.$%),'+0> 3%/#),, 20)0D
$%# /0H.) ,-30"6&0'%)6-# 3$, $.&.$'+0/ 203,$0'%+,, +% 2",.+). ()0<+0-)6
'.$?+.> 1$%+,J* 0@T./% 3%/#), +. 1%$%+),$;.)-#).

a. Enter the allowed amount of memory for backup in GB (integer value):           

L -";<%. '*@0$% <y>  ;2%H,). /%2-,/%"6+0 503;-),/*> 0@T(/ 03.$%),'+0>
3%/#),, 20)0$*> /0H.) @*)6 ,-30"6&0'%+ 3$, $.&.$'+0/ 203,$0'%+,, +%
2",.+). ' =B (J."0. <,-"0).

13. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?           

L*@.$,). 2%2,. 3;@",<+*. ,/.+% @;5;) ,-30"6&0'%+* DNS--.$'.$0/.

"15:A:;A9B 6CK3; 607:59 =/3CA50 !,

1. You MUST agree with the End User License Agreement (EULA) before          
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])  

4$,/,). ",J.+&,0++0. -01"%O.+,. (EULA), +%H%' 2"%',O; <y> .

2. Choose client mode: client-server or autonomous (c/a)?      

L*@.$,). -J.+%$,> +%-)$0>2, 2",.+)%: %')0+0/+*> <a>.

E')0+0/+*> $.H,/ $%@0)* 2",.+)% Ñ ,-30"6&0'%+,. 2",.+)% 89 @.& -.$'.$D
+0> <%-),. 4$, R)0/ -0?$%+#.)-# '0&/0H+0-)6 ,-30"6&0'%+,# "C@*? K;+2J,0D
+%"6+*? /05;".> 5"# -0&5%+,# $.&.$'+*? 203,>

3. Enter local backup directory path [/tmp] : /rubackup-tmp Would you like to           
create /rubackup-tmp (y/n)?  

A2%H,). 5,$.2)0$,C 5"# '$./.++*? 03.$%J,> - K%>"%/, $.&.$'+*? 203,> ,
305)'.$5,). -0&5%+,. 2%)%"01% 5"# '$./.++*? K%>"0', +%H%' 2"%',O; <y> .

4. Would you like to use a catalog, or dedicated device, or network share to             
store your archives? (c/d/n)   

A2%H,). ?0),). ", '* ,-30"6&0'%)6 2%)%"01, '*5.".++0. ;-)$0>-)'0 ,", -.).D
'0> $.-;$- 5"# ?$%+.+,# -'0,? %$?,'0'?
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: <c>  - ;2%H,). 3;)6 2 2%)%"01; +% '%O./ "02%"6+0/ H(-)20/ 5,-2. 5"# ?$%D
+.+,# $.&.$'+*? 203,>;

: <d>  - @;5;) 302%&* '-. '%O, ;-)$0>-)'% , 30)$.@;.)-# ;2%&%)6 '*@$%++0.
;-)$0>-)'0 5"# ?$%+.+,# $.&.$'+*? 203,>;

: <n>  - ;2%H,). -.).'0> 2%)%"01 5"# ?$%+.+,# $.&.$'+*? 203,>

5. Create RuBackup master keyÉ   

E')0/%),<.-20. -0&5%+,. /%-).$-2"C<%, 20)0$*> +.0@?05,/ 3$, -0&5%+,,
3%$* 2"C<.> 5"# R".2)$0++0-J,K$0'0> 3053,-, $.&.$'+*? 203,> , &%I,)+010
3$.0@$%&0'%+,# $.&.$'+*? 203,>.

6. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?`           

L*@.$,). 2%2,. 3;@",<+*. ,/.+% @;5;) ,-30"6&0'%+* DNS--.$'.$0/

(0456:B=0 =/3CA50 !, 1 5C6;3A0/C (AC3A5C60=531A9B 6CK3;)

G.,+).$%2),'+*> $.H,/ $%@0)* +.0@?05,/ 5"# '*30"+.+,# -J.+%$,.' /%--0D
'010 $%&'.$)*'%+,#, +%3$,/.$, 3$, ,-30"6&0'%+,, Ansible Ñ 3$01$%//+010 $.O.D
+,# 5"# ;5%".++010 ;3$%'".+,# 20+K,1;$%J,#/, -.$'.$0'.

E5/,+,-)$%)0$ ,/..) '0&/0H+0-)6 +%-)$0,)6 789 RuBackup ' bash/shell 05+0D
-)$0<+0> 20/%+50> ,, 2%2 -".5-)',., ,-30"6&0'%)6 R); 20/%+5; ' -2$,3)%? 5"#
%')0/%),&%J,, 3$0J.--%.

G%-)$0>2% 789 RuBackup 0-;I.-)'"#.)-# - 30/0I6C ,+).$%2),'+0> ;),",)*
rb_init  (+.,+).$%2),'+*> $.H,/). Q3,-%+,. ;),",)* -/. A),",)* 20/%+5+0>
-)$02, .

(0456:B=0 =/3CA50 !, 4 <:;:QOE F60P3@C4=:B 853/359

G%-)$0>2% 2",.+)% $.&.$'+010 203,$0'%+,# '0&/0H+% - 30/0I6C 1$%K,<.-20>
;),",)* /%-).$% +%-)$0>2, RuBackup.

¥ N%3;-),). /%-).$ +%-)$0>2, RuBackup (1$%K,<.-20. 3$,"0H.+,. rb_init_gui ),
'*30"+,' 20/%+5;:

rb_init_gui&

¥ 40-". &%3;-2% /%-).$% +%-)$0>2, RuBackup &%30"+,). 0)2$*'O,.-# K0$/*:

1. G%H/,). 20  5"# 3$050"H.+,# +%-)$0>2, 20/30+.+)% 789 RuBackup.

=$%K,<.-2%# ;),",)% rb_init_gui  &%3;I.+% ' R2-3.$,/.+)%"6+0/ $.H,/.
(8,-;+02 7 ).
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8,-;+02 7. Q2+0 3$.5;3$.H5.+,# 0 $%@0). ;),",)* ' R2-3.$,/.+)%"6+0/ $.H,/.

2. L 3$,'.)-)'.++0/ 02+. ( 8,-;+02 8 ):

M '*@.$,). #&*2 ,+).$K.>-% 3$,"0H.+,# ,& 3$.5"0H.++*? '%$,%+)0'
($;--2,> ,", %+1",>-2,>);

M 3$,/,). ",J.+&,0++0. -01"%O.+,# 5"# 3$050"H.+,# +%-)$0>2, 20/30D
+.+)% RuBackup, 3$0-)%',' 0)/.)2; ' <.2-@02-. Ê?63A3;0E /3VCAD3J
:AA:C 4:F/0RCA3C .

!"# 0&+%20/".+,# +%H/,). +% %2),'+*> R"./.+) [W3VCAD3:AA:C 4:F/0J
RCA3C] , -203,$;>). ' @;K.$ --*"2; +% ",J.+&,0++0. -01"%O.+,. 5"#
5%"6+.>O.10 3$0-/0)$% ' @$%;&.$.;

M +%H/,). [20/CC] .
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8,-;+02 8. 4$,'.)-)'.++0. 02+0 F%-).$% +%-)$0>2, RuBackup

3. L 0)2$*'O./-# 02+. '*@.$.). $.H,/ +%-)$%,'%./010 2",.+)% $.&.$'+010
203,$0'%+,# ( 8,-;+02 9 ):

¥ %')0+0/+*> $.H,/ 2",.+)% 89 3$.5;-/%)$,'%.) ,-30"6&0'%+,. K;+2J,> 789
@.& -.$'.$+0> <%-), - -0?$%+.+,./ '0&/0H+0-), ,-30"6&0'%+,# "C@*? K;+2D
J,0+%"6+*? /05;".> 5"# -0&5%+,# $.&.$'+*? 203,>;

¥ 2",.+)--.$'.$+*> $.H,/ 2",.+)% 89 3$.5;-/%)$,'%.) ,-30"6&0'%+,> '-.?
50-);3+*? K;+2J,> 789.
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8,-;+02 9. Q2+0 '*@0$% $.H,/% +%-)$%,'%./010 20/30+.+)% RuBackup

,/3CA5-4C61C6A9B 6CK3; 607:59 =/3CA50 !,

1. N%30"+,). 0)2$*'O;C-# K0$/; +%-)$%,'%./010 2",.+)% $.&.$'+010 203,$0'%D
+,# RuBackup.

a. B"02 H7Q3C <060;C569

M L 30". ,:/3@C451: 4C5C19L <:5:=:1  ;2%H,). 20",<.-)'0 30)020' 5"#
05+0'$./.++0> 0@$%@0)2, &%5%< $.&.$'+010 203,$0'%+,# +% 0-+0'+0/
-.$'.$. (2%H5*> 30)02 ,/..) 0)5."6+0. -0.5,+.+,. -0 -";H.@+0> @%&0>
5%++*? 789)

M L 30". $C643G IP >/G DNS D0<6:4:1  '*@.$,). 2%2,. 3;@",<+*. ,/.+%
@;5;) ,-30"6&0'%+* DNS--.$'.$0/.

M E2),',$;>). 3.$.2"C<%)."6 ?C6CD0<34O ;045C6-=/E@0  #  5"# %')0/%D
),<.-2010 K0$/,$0'%+,# +0'010 /%-).$-2"C<% , 3.$.&%3,-, (3$, +%",D
<,,) ).2;I.10 /%-).$-2"C<%.

b. B"02 ?060;C569 =/3CA5-4C61C6A:F: 6CK3;0

M L 30". );G :4A:1A:F: 4C61C60  ;2%H,). ip-"-.'!  ,", FQDN 0-+0'+010
-.$'.$% RuBackup (' -00)'.)-)',, - +%-)$0>2%/, K%>"% hosts  ;&"%
0-+0'+010 -.$'.$%).

M L 30". );G 6CDC61A:F: 4C61C60  ;2%H,). ip-"-.'!  ,", FQDN 0-+0'+010
-.$'.$% RuBackup (' -00)'.)-)',, - +%-)$0>2%/, K%>"% hosts  ;&"%
0-+0'+010 -.$'.$%).

M L 30". +C5C1:B 3A5C6PCB4  '*@.$,). -.).'0> ,+).$K.>-, 30-$.5-)'0/
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20)0$010 2",.+); 89 $%&$.O.+0 '&%,/05.>-)'0'%)6 - -,-)./0> $.&.$'D
+010 203,$0'%+,#.

M L 30". W:=0/OA9B =050/:F 6CDC61A:F: =:<36:10A3G  ;2%H,). "02%"6+*>
2%)%"01 5"# '$./.++010 ?$%+.+,# K%>"0' - /.)%5%++*/,, -0&5%'%./*?
3$, 03.$%J,#? $.&.$'+010 203,$0'%+,# (30 ;/0"<%+,C 3$, +%H%),, 2"%D
',O, Enter  ' 2%<.-)'. 5,$.2)0$,, 5"# '$./.++*? 03.$%J,> - K%>"%/,
$.&.$'+*? 203,> ,-30"6&;.)-# /tmp ). P-", ;2%&%++%# 5,$.2)0$,# +.
-;I.-)';.), )0 @;5.) -0&5%+%.

M L 30". ,:/3@C451: <060//C/OA9L D0>0@  ;2%H,). 20",<.-)'0 30)020'
5"# 05+0'$./.++0> 0@$%@0)2, &%5%< $.&.$'+010 203,$0'%+,# +% /.5,%D
-.$'.$. (2%H5*> 30)02 ,/..) 0)5."6+0. -0.5,+.+,. -0 -";H.@+0> @%&0>
5%++*? 789).

M L 30". H7SU; <0;G53 >C>8</3=0V33, 70B5  5"# 01$%+,<.+,# 30)$.@".+,#
03.$%),'+0> 3%/#), -.$'.$0/ 3$, 5.5;3",2%J,, $.&.$'+*? 203,>.

4$, ,-30"6&0'%+,, 5.5;3",2%J,, $.20/.+5;.)-# /,+,/%"6+*> 0@T./
03.$%),'+0> 3%/#), -.$'.$% 64 GB effective_cache_size  ~70 % 0) $%&D
/.$% 03.$%),'+0> 3%/#), work_mem  32 MB.

M E2),',$;>). 3.$.2"C<%)."6 (C<6C691A0G 8>0/UAA0G 6C</3=0V3G  #
3$, +.0@?05,/0-), +% 2",.+).. G.3$.$*'+%# ;5%"(++%# $.3",2%J,# 0-;D
I.-)'"#.)-# )0"620 ' ?$%+,",I. @"0<+010 ),3%.

M E2),',$;>). 3.$.2"C<%)."6 !0D6CR05O VCA560/3D:10AA:C 1:4450A:1J
/CA3C >/G =/3CA50  #  5"# '0--)%+0'".+,# 5%++*? ,& $.&.$'+0> 203,, '
3$,"0H.+,, ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ (RBM), - 30/0I6C
20+-0"6+0> ;),",)* rbfd  ,", 3$,"0H.+,# ÇF.+.5H.$ 2",.+)% RuBackupÈ
(RBC).

L -";<%. 5.%2),',$0'%++010 3.$.2"C<%)."# $  '0--)%+0'".+,. ,&
$.&.$'+0> 203,, @;5.) '0&/0H+0 - 30/0I6C 20+-0"6+0> ;),",)* rbfd
,", 3$,"0H.+,# ÇF.+.5H.$ 2",.+)% RuBackupÈ +% ;&". 2",.+)% $.&.$'D
+010 203,$0'%+,#.

V.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*? ,& $.&.$'+0> 203,, - 30/0D
I6C 3$,"0H.+,# ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ (,-30"6&;./0/
+% "C@0/ ;&".) @;5.) 0)2"C<.+0.

M E2),',$;>). 3.$.2"C<%)."6 +:D>05O =/E@3 YI?  # , .-", ?0),).
-0&5%)6 2"C<, R".2)$0++0-J,K$0'0> 3053,-,.

8.&.$'+%# 203,# /0H.) @*)6 3053,-%+% J,K$0'0> 3053,-6C 5"# 30-".D
5;CI.10 20+)$0"# , 3$.5;3$.H5.+,# ;1$0&* .( 305/.+*.

M E2),',$;>). 3.$.2"C<%)."6 +345C;A9B ;:A35:63AF >/G =/3CA50  # ,
.-", ?0),). '2"C<,)6 -,-)./+*> /0+,)0$,+1 5"# 5%++010 2",.+)%.
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[%>" /0+,)0$,+1% 3$0,&'05,)."6+0-), -,-)./+*? 20/30+.+)0' @;5.)
$%&/.I(+ ' 3%32. /opt/rubackup/monitoring/ .

M E2),',$;>). 3.$.2"C<%)."6 ?C6CD0<3405O =/E@3 V3P6:1:B <:><343
# , 5"# -0&5%+,# +0'0> -'#&2, 2"C<.>, ,-30"6&;./*? 5"# R".2)$0++0-
J,K$0'0> 3053,-,.

2. 40-". &%30"+.+,# '-.? 30".> K0$/* +%-)$%,'%./010 20/30+.+)% 789
RuBackup +%H/,). [20/CC] .

L 02+. 305)'.$H5.+,# +%H/,). 20  5"# +%-)$0>2, 20/30+.+)% 789
RuBackup(8,-;+02 10 ).

8,-;+02 10. Q2+0 305)'.$H5.+,# '*@$%++*? 3%$%/.)$0'

3. P-", ' K0$/. +%-)$%,'%./010 20/30+.+)% 789 RuBackup ;2%&%+* 3%32,, 20)0D
$*? +. -;I.-)';.), )0 @;5.) '*'.5.+0 305)'.$H5.+,. 5"# ,? -0&5%+,# ( 8,-;D
+02 11).

L 02+. 305)'.$H5.+,# +%H/,). 20  5"# -0&5%+,# 3%302.

8,-;+02 11. Q2+0 305)'.$H5.+,# -0&5%+,# 5,$.2)0$,>

4. L -";<%. ;-3.O+0> +%-)$0>2, 30"6&0'%)."6 @;5.) ;'.50/"(+ -00@I.+,./
(8,-;+02 12 ), ' 20)0$0/ 3$,'.5.+% ,+K0$/%J,#:

: 0 ",J.+&,0++0/ -01"%O.+,,;

: 3$%'00@"%5%)."6;
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: '.$-,# 3$05;2)%;

: ,/# ).2;I.10 ;&"%;

: ),3 +%-)$0.++010 20/30+.+)% 789 RuBackup;

: 0 -0&5%+,, 20+K,1;$%J,0++010 K%>"% /opt/rubackup/etc/config.file ;

: 5030"+,)."6+0 /01;) @*)6 3$,'.5.+* $.20/.+5%J,, , 3$.5;3$.H5.+,# 30
+%-)$0>2%/ 3%$%/.)$0'.

8,-;+02 12. Q2+0 $.&;"6)%)0' '*30"+.++0> +%-)$0>2, 2",.+)% 89

5. G%H/,). #01C6R35O  5"# &%'.$O.+,# $%@0)* 3$,"0H.+,#.

"15:A:;A9B 6CK3; 607:59 =/3CA50 !,

1. N%30"+,). 0)2$*'O;C-# K0$/; +%-)$%,'%./010 2",.+)% $.&.$'+010 203,$0'%D
+,#.

a. B"02 H7Q3C <060;C569

M L 30". ,:/3@C451: 4C5C19L <:5:=:1  ;2%H,). 20",<.-)'0 30)020' 5"#
05+0'$./.++0> 0@$%@0)2, &%5%< $.&.$'+010 203,$0'%+,# +% 0-+0'+0/
-.$'.$. (2%H5*> 30)02 ,/..) 0)5."6+0. -0.5,+.+,. -0 -";H.@+0> @%&0>
5%++*? 789)

M L 30". $C643G IP >/G DNS D0<6:4:1  '*@.$,). 2%2,. 3;@",<+*. ,/.+%
@;5;) ,-30"6&0'%+* DNS--.$'.$0/.

M E2),',$;>). 3.$.2"C<%)."6 ?C6CD0<34O ;045C6-=/E@0  #  5"# %')0/%D
),<.-2010 K0$/,$0'%+,# +0'010 /%-).$-2"C<% , 3.$.&%3,-, (3$, +%",D
<,,) ).2;I.10 /%-).$-2"C<%.

5.1. Linux

77 ,& 119



b. B"02 ?060;C569 015:A:;A:F: =/3CA50

M L 30". ,050/:F 06L3136:10A3G  [4] '*@.$,). 2%)%"01 5"# '$./.++010
?$%+.+,# $.&.$'+*? 203,>. P-", R)0) 3%$%/.)$ +. 03$.5.".+ ' K%>".
20+K,1;$%J,,, )0 2",.+) @;5.) &%3$%O,'%)6 ; /.5,%-.$'.$% '$./.++0.
3$0-)$%+-)'0 5"# 03.$%J,> - $.&.$'+*/, 203,#/, (NFS 3%32;).

M L 30". TC5:> 4K053G  '*@.$,). ),3 -H%),# $.&.$'+*? 203,>:

M none  Ñ @.& -H%),#;

M fast  Ñ /+01030)0<+*> %+%"01 optimal ;

M optimal  Ñ -)%+5%$)+%# ;),",)% -H%),# Linux;

M best  Ñ @0"6O,> 20RKK,J,.+) -H%),#, <./ optimal , 3$, @0"6O./ '$.D
/.+,.

M L 30". &3< L60A3/3Q0 6CDC61A9L =:<3B  '*@.$,). ),3 2%)%"01% 5"# ?$%D
+.+,# $.&.$'+*? 203,>:

M "02%"6+*> 2%)%"01 Ñ 2%)%"01 $%-30"0H.+ +% ).2;I./ ;&". 2",.+)%
$.&.$'+010 203,$0'%+,#. P-", '*@$%+ R)0) ),3 ?$%+,",I%, )0 ' 30".
W:=0/OA9B =050/:F 6CDC61A:F: =:<36:10A3G  ;2%H,). 30"+*> 3;)6 2
2%)%"01; (3$03,-%' ' 30". ,", '*@$%' 30 +%H%),C $#50/ - 30"./
2+032, [É] ;

M -.).'0> 2%)%"01 Ñ 0@I,> 2%)%"01 - -.).'*/ 50-);30/. P-", '*@$%+
R)0) ),3 ?$%+,",I%, )0 +.0@?05,/0:

M L 30". &3< 4C5C1:F: =050/:F0  '*@$%)6 3$0)020" 5"# 0@.-3.<.+,#
;5%"(++0> -'#&,: nfs  (5"# Q7 UNIX , Linux) ,", cifs  (5"# Q7
Windows).

M L 30". ?6C>A0DA0@CAA:C 8456:B451:  ;2%H,). '*5.".++0. "02%"6D
+0. ;-)$0>-)'0 (+%3$,/.$: /dev/sdb ) ,", -.).'0> $.-;$- 5"# ?$%D
+.+,# $.&.$'+*? 203,> (+%3$,/.$: srv://net_share ).

M L 30". ?060;C569 ;:A536:10A3G  ;2%H,). /.-)0 /0+),$0'%+,#
K%>"0'*? -,-)./* LTFS. !"# $%@0)* - ".+)%/, LTO RuBackup
,-30"6&;.) K%>"0';C -,-)./; LTFS. 40 ;/0"<%+,C )0<2% /0+),$0D
'%+,# Ñ 2%)%"01 /opt/rubackup/mnt .

2. 40-". &%30"+.+,# '-.? 30".> K0$/* +%-)$%,'%./010 20/30+.+)% 789
RuBackup +%H/,). [20/CC] .

L 02+. 305)'.$H5.+,# +%H/,). 20  5"# +%-)$0>2, 20/30+.+)% 789 RuBackup
(8,-;+02 13 ).
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8,-;+02 13. Q2+0 305)'.$H5.+,# '*@$%++*? 3%$%/.)$0'

3. P-", ' K0$/. +%-)$%,'%./010 20/30+.+)% 789 RuBackup ;2%&%+* 3%32,, 20)0D
$*? +. -;I.-)';.), )0 @;5.) '*'.5.+0 305)'.$H5.+,. 5"# ,? -0&5%+,# ( 8,-;D
+02 14).

L 02+. 305)'.$H5.+,# +%H/,). 20  5"# -0&5%+,# 3%302.

8,-;+02 14. Q2+0 305)'.$H5.+,# -0&5%+,# 5,$.2)0$,>

4. L -";<%. ;-3.O+0> +%-)$0>2, 30"6&0'%)."6 @;5.) ;'.50/"(+ -00@I.+,./, '
20)0$0/ 3$,'.5.+% ,+K0$/%J,#:

: 0 ",J.+&,0++0/ -01"%O.+,,;

: 3$%'00@"%5%)."6;

: '.$-,# 3$05;2)%;

: ,/# ).2;I.10 ;&"%;

: ),3 +%-)$0.++010 20/30+.+)% 789 RuBackup;

: 0 -0&5%+,, 20+K,1;$%J,0++010 K%>"% /opt/rubackup/etc/config.file ;

: 5030"+,)."6+0 /01;) @*)6 3$,'.5.+* $.20/.+5%J,, , 3$.5;3$.H5.+,# 30
+%-)$0>2%/ 3%$%/.)$0'.

5. G%H/,). #01C6R35O  5"# &%'.$O.+,# $%@0)* 3$,"0H.+,#.
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(0456:B=0 <:/OD:105C/CB

40"6&0'%).",, 0) ,/.+, 20)0$*? @;5.) 0-;I.-)'"#)6-# &%3;-2 ;),",) 20/%+5+0>
-)$02, RuBackup ,", 3$,"0H.+,# 5"# ;3$%'".+,# 789 RuBackup (RBM, RBC,
Tucana):

¥ ,/.)6 3$%',"6+0 +%-)$0.++*. 3.$./.++*. -$.5*;

¥ '?05,)6 ' 1$;33; rubackup .

! L*30"+,). 3$,'.5(++*. +,H. +%-)$0>2, 5"# 30"6&0'%).".> +% '-.?
;&"%? - $%&'($+;)*/, 20/30+.+)%/, 789 RuBackup.

(0456:B=0 <C6C;CAA9L 46C>9

1. G%-)$0>). 3.$./.++*. -$.5* 5"# '-.? 30"6&0'%).".>, 20)0$*. @;5;) $%@0D
)%)6 - 789 RuBackup:

sudo nano /<&/0 $#*1,#2"3'*0>/.bashrc

: 0)$.5%2),$;>). K%>", 50@%',' -)$02,:

PATH=$PATH:/opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH

: -0?$%+,). ,&/.+.+,#.

! \), 3.$./.++*. )%2H. /0H+0 03$.5.",)6 ' K%>". /etc/environment .

2. 4.$.&%1$;&,). 3.$./.++*. 02$;H.+,#:

source  ~/.bashrc

2:701/CA3C 1 F68<<8

=$;33% rubackup  %')0/%),<.-2, -0&5%()-# ' 3$0J.--. ;-)%+0'2, 3%2.)% rubackup-
common.

!0@%'6). 30"6&0'%)."# ' 1$;33; rubackup :

sudo usermod -a  -G  rubackup <&/0 $#*1,#2"3'*0>
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2:701/CA3C 1 015:D0<84=

1. !0@%'6). -.$',- 2",.+)% 89 ' %')0&%3;-2 3$, &%1$;&2. Q7:

sudo systemctl enable rubackup_client.service

2. 4.$.&%1$;&,). +%-)$0>2, Q7:

sudo systemctl daemon-reload

5.1.4. #0<84=

4$0,&'.5,). %2),'%J,C 2",.+)-20> <%-), 789 RuBackup, '*30"+,' +% 2%H50/
;&". - $%&'($+;)*/ 2",.+)0/ $.&.$'+010 203,$0'%+,# &%3;-2 -.$',-% 2",.+)%.

! !"# ;-3.O+010 &%3;-2% 2",.+)% 89 ' 2",.+)--.$'.$+0/ $.H,/. 3$.5'%D
$,)."6+0 +.0@?05,/0 &%3;-),)6 -.$'.$+;C <%-)6 789.

#0<84= 4C61340 =/3CA50

!"# &%3;-2% -.$',-% 2",.+)% 89 '*30"+,). 20/%+5;:

sudo systemctl start rubackup_client.service

?6:4;:56 4505840 4C61340 =/3CA50

!"# 3$0-/0)$% -)%);-% -.$',-% 2",.+)% '*30"+,). 20/%+5;:

sudo systemctl status rubackup_client.service

H450A:1=0 4C61340 =/3CA50

!"# 0-)%+0'% -.$',-% 2",.+)% '*30"+,). 20/%+5;:

sudo systemctl stop rubackup_client.service

5.2. Windows

5.2.1. +345C;A9C 56C7:10A3G

L 5%++0/ 305$%&5.". 3$,'.5.+* -,-)./+*. )$.@0'%+,# 5"# 2%H5010 2",.+)-2010
20/30+.+)% 789 RuBackup, 3$.5T#'"#./*. 2 ).?+,<.-2,/ -$.5-)'%/, +.0@?05,D
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/*/ 5"# +0$/%"6+010 K;+2J,0+,$0'%+,# 789 RuBackup.

"<<0605A9C 56C7:10A3G

&6C7:10A3G = 0<<0605A9; 46C>4510; =/3CA50 !,

A&.", '*30"+#CI,> K;+2J,, 2",.+)% 89, +% 20)0$0/ 3$.530"%1%.)-# $%&'($)*'%D
+,., 50"H.+ 0@"%5%)6 ?%$%2).$,-),2%/,, 3$,'.5(++*/, ' )%@",J. S%@",J% 10.

!"#$%&" 10. !.(#-*"0%1 2 ",,".")0+9 3.(:3)*"9 2$%(0)" F?

"<<0605A:C 56C7:10J
A3C

#A0@CA3C ?63;C@0A3C

4$0J.--0$ Q5+030)0<+*> $.H,/ F+01030)0<+*> $.H,/ Ñ

1 #5$0 90",<.-)'0 #5.$Ê=
20",<.-)'; 30)020'

S'.$50)."6+*> +%20D
3,)."6

N+%<.+,. )$.@;./010 5,-20'010 3$0-)$%+-)'%
/0H.) @*)6 $%--<,)%+0 30 K0$/;".

G. /.+.. 400 =B

Q3.$%),'+%# 3%/#)6 7;//% &+%<.+,> 03.$%),'+0> 3%/#), 5"# '-.?
&%5%< $.&.$'+010 203,$0'%+,#

=5. 03.$%),'+%#
3%/#)6 05+010 $.-;$-%
$%'+% 1=B + 4% 0) $%&D
/.$% J.".'010 $.-;$-%

]+).$K.>-+0. ;-)$0>D
-)'0

7.).'0> %5%3).$ Ñ

<.%9(. 4. G-.94$" ."3@A)" :%32-*-=- ,.-3)."03)*"

15.:

¥  = 1 3$, 05+030)0<+0/ $.H,/.;

¥  = worker_parallelism , .-", &%5%+* /+01030)0<+*> $.H,/
( enable_multithreading ) , -"%@%# 5.5;3",2%J,# ( enable_flexible_dedup );

: worker_parallelism ÊÑ 20",<.-)'0 $%@0<,? 30)020', ,-30"6&;./*? 5"#
'*30"+.+,# 89;

: enable_multithreading ÊÑ K"%1, ;2%&*'%CI,> +% ,-30"6&0'%+,. /+010D
30)0<+0-),;

: enable_flexible_dedup ÊÑ K"%1, ;2%&*'%CI,> +% ,-30"6&0'%+,. 1,@20>
5.5;3",2%J,,;

¥ ÊÑ 0@I,> 0@T(/ 5%++*?, 305".H%I,? 89;

¥ ÊÑ $%&/.$ @"02% 5%++*?, ,-30"6&;./010 5"# 0@$%@0)2, 5%++*? '0
'$./# 89 (5"# 3;"0' ),30' "File system", "Tape library", "Cloud" $%&/.$ @"02%
#'"#.)-# K,2-,$0'%++*/ , $%'.+ 16384 B);
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¥ ÊÑ $%&/.$ ?.O%, ,-30"6&;./010 5"# ,5.+),K,2%J,, 5%++*?;

¥ 20ÊÑ /%2-,/%"6+*> $%&/.$ -.$,%",&0'%++0> 30&,J,, ' K%>".;

¥ 1ÊÑ '$./.++%# @%&% 5"# '*<,-".+,# -,1+%);$* ,", 0)3$%'2, ?.O.> +% -.$D
'.$;

¥ ÊÑ R)0 0.02Ê^ 0@T./ $.-;$-%

?6:F60;;A9C 56C7:10A3G

4$01$%//+*. )$.@0'%+,# 2 -$.5. K;+2J,0+,$0'%+,# 2",.+)-20> <%-), 789
RuBackup:

¥ 64-@,)+%# 03.$%J,0++%# -,-)./% (05+% ,&):

¥ Windows Server 2012;

¥ Windows Server 2016;

¥ Windows Server 2019;

¥ Windows Server 2022.

¥ @,@",0).2% OpenSSL '.$-,# 3.3.0, ;-)%+0'".++%# ' 5,$.2)0$,C C:\OpenSSL-
Win64 ;

¥ 3%2.) Microsoft Visual C++ '.$-,# 2015.

5.2.2. M450A:1=0

?:>F:5:1=0 = 8450A:1=C

+C5C19C A0456:B=3

G% ;&". $%&'($)*'%+,# 2",.+)% $.&.$'+010 203,$0'%+,#:

1. Q)2$0>). -,-)./+*> K%>" 4:\Windows\system32\drivers\etc\hosts .

2. 4$0'.$6). +%",<,. -)$02, - 5%++*/, '-.? ;&"0' -.$'.$+0> <%-), RuBackup
(0-+0'+0> -.$'.$, $.&.$'+*> , /.5,%-.$'.$ 3$, +%",<,,).

(0456:B=0 4/8KC7A:B +MN2 PostgreSQL

!"# $%&$.O.+,# ,-30"6&0'%+,# -,/'0"% \  '*30"+,). -".5;CI,. 5.>-)',#:

1. Q)$.5%2),$;>). 20+K,1;$%J,0++*> K%>" postgresql.conf  +% ;&". -";H.@+0>
@%&* 5%++*? PostgreSQL.

2. !"# 3%$%/.)$ standard_conforming_strings  ;-)%+0',). &+%<.+,. on .

3. 70?$%+,). ,&/.+.+,#.

5.2. Windows

83 ,& 119



M450A:1=0 <0=C50 Microsoft Visual C++

A-)%+0',). 3%2.) _Microsoft Visual C footnote:[405$0@+0. 03,-%+,. 3$,'.5.+0 '
0K,J,%"6+0> 502;/.+)%J,, +% 3$01$%//+*> 3$05;2) Microsoft Visual C] :

1. 72%<%>). 3%2.)* Microsoft Visual C ++ 32- , 64-$%&$#5+*. '.$-,, 2015 - 0K,J,D
%"6+010 -%>)% Microsoft .

2. N%3;-),). 300<.$(5+0 &%1$;H.++*. K%>"* vc_redist.x86.exe  ,
vc_redist.x64.exe .

3. 7".5;>). ,+-)$;2J,#/ ;-)%+0'I,2%.

M450A:1=0 <0=C50 OpenSSL

A-)%+0',). @,@",0).2, OpenSSL [5] '.$-,# 3.3.0:

1. 72%<%>). 5,-)$,@;),' OpenSSL '.$-,, 3.3.0 5"# 64-$%&$#5+0> Q7 Windows +%
0K,J,%"6+0/ -%>). $%&$%@0)<,2%.

2. N%3;-),). ,-30"+#./*> K%>" Win64OpenSSl-<version>.exe  , ;2%H,). 5,$.2)0D
$,C C:\OpenSSL-Win64 , ' 20)0$;C @;5.) ;-)%+0'".+0 3$,"0H.+,..

3. 4$03,O,). 3;)6 2 3$,"0H.+,C ' 3.$./.++*? -$.5* Windows:

: 0)2$0>). 02+0 ?0AC/O 8<601/CA3G  Ñ +345C;0 3 7CD:<04A:45O  Ñ +345C;0 ;

: '*@.$,). )D;CA35O <060;C569  Ñ '2"%52% 2:<:/A35C/OA: ;

: +%H/,). 2+032; ?C6C;CAA9C 46C>9 ;

: 0)2$0>). $%&5." +345C;A9C <C6C;CAA9C  ' ).2;I./ 02+.;

: 0)2$0>). 3.$./.++;C PATH;

: -0&5%>). 5'% &+%<.+,#:

M 30"+*> 3;)6 2 3%32., ' 20)0$;C ;-)%+0',", 3$,"0H.+,. C:\OpenSSL-
Win64 ;

M 3053%32; C:\OpenSSL-Win64\bin ;

: +%H/,). H,  5"# -0?$%+.+,# ,&/.+.+,>.

M450A:1=0 <0=C5:1

1. 4$.5'%$,)."6+0 -2%<%>). 3%2.) 2",.+)% $.&.$'+010 203,$0'%+,#
RuBackup_client_installer<version>.exe , 15. <version> Ñ %2);%"6+%# '.$-,#
3%2.)% (c/. ROOT:page$distribution.pdf ).

2. N%3;-),). &%1$;H.++*> K%>" RuBackup_client_installer<version>.exe  - 3$%D
'%/, %5/,+,-)$%)0$%.

3. L*@.$,). #&*2 ,+).$K.>-% ;-)%+0'I,2%, 3$,/,). ",J.+&,0++0. -01"%O.+,. ,
+%<+,). ;-)%+0'2;.

4. !"# Q7 Windows Server '.$-,, 2012 , '.$-,, 2016: 3.$.&%1$;&,). Q7 5"# 3$,D
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/.+.+,# +%-)$0.2.

5.2.3. (0456:B=0

(0456:B=0 =/3CA50 !,

G%-)$0>2; 20/30+.+)0' 789 RuBackup -".5;.) 3$0,&'.-), +% 2%H50/ ;&". '
-)$010 3$,'.5(++0/ 30$#52. (' &%',-,/0-), 0) %$?,).2);$*) :

1. +%-)$0>2% 0-+0'+010 -.$'.$%;

2. +%-)$0>2% $.&.$'+010 -.$'.$%;

3. +%-)$0>2% /.5,%-.$'.$% ('*30"+#.)-# 5"# 2%H5010 /.5,%-.$'.$%);

4. +%-)$0>2% 2",.+)% -,-)./* $.&.$'+010 203,$0'%+,# ('*30"+#.)-# 5"# 2%HD
5010 2",.+)% 789).

! G.0@?05,/0 3$.5'%$,)."6+0 +%-)$0,)6 -.).'0. '&%,/05.>-)',. ;&"0'
20/30+.+)0' 789 RuBackup, ,-30"6&;# FQDN, hostname  ,", ip-"-.'!  (5%"..
30 ).2-); Ñ %5$.-).

(0456:B=0 =/3CA50 !, 1 5C6;3A0/C (3A5C60=531A9B 6CK3;)

L*30"+,). +%-)$0>2; 20/30+.+)% 789 RuBackup:

¥ N%3;-),). +% 2%H50/ ;&"., +% 20)0$0/ $%&'($+;) 2",.+) 89, ,+).$%2),'+;C
;),",); rb_init :

start C: \R uBackup-win-client \b in \r b_init.exe

,/3CA5-4C61C6A9B 6CK3; 607:59 =/3CA50 !,

1. You MUST agree with the End User License Agreement (EULA) before          
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])  

4$,/,). ",J.+&,0++0. -01"%O.+,. (EULA), +%H%' 2"%',O; <y> .

2. Choose client mode: client-server or autonomous (c/a)?      

L*@.$,). -J.+%$,> +%-)$0>2, 2",.+)%: 2",.+)--.$'.$ <4> .

(0456:B=0 4:C>3ACA3G 4 :4A:1A9; 4C61C6:;
3. Hostname of primary server:   

A2%H,). %5$.- 0-+0'+010 (primary) -.$'.$%.
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(0456:B=0 4:C>3ACA3G 4 6CDC61A9; 4C61C6:;
4. Will you use secondary server (y/n)?     

P-", ' 20+K,1;$%J,, 305$%&;/.'%.)-# $.&.$'+*> (secondary) -.$'.$, )0 '*@.D
$,). R); '0&/0H+0-)6, +%H%' 2"%',O; <y> .

a. Hostname of secondary server:   

A2%H,). %5$.- $.&.$'+010 (secondary) -.$'.$%.

(0456:B=0 =/3CA50 6CDC61A:F: =:<36:10A3G:
5. Choose client net interface ID for use:      

Selected interface: 

L*@.$,). -.).'0> ,+).$K.>-, 30-$.5-)'0/ 20)0$010 2",.+); RuBackup $%&$.D
O.+0 '&%,/05.>-)'0'%)6 - -,-)./0> $.&.$'+010 203,$0'%+,#.

6. Do you allow centralized recovery (y/n)?     

A2%H,)., +;H+0 ", '2"C<,)6 J.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*??

L -";<%. '*@0$% <y> , J.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*? ,& $.&.$'+0>
203,, @;5.) 50-);3+0 - 30/0I6C ;),",)* ÇF.+.5H.$ %5/,+,-)$%)0$%
RuBackupÈ (RBM), - 30/0I6C 20+-0"6+0> ;),",)* rbfd  ,", ;),",)* ÇF.+.D
5H.$% 2",.+)% RuBackupÈ (RBC).

L -";<%. '*@0$% <n> , J.+)$%",&0'%++0. '0--)%+0'".+,. 5%++*? ,& $.&.$'+0>
203,, - 30/0I6C ;),",)* ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ @;5.)
0)2"C<.+0, '0--)%+0'".+,. ,& $.&.$'+0> 203,, @;5.) '0&/0H+0 - 30/0I6C
20+-0"6+0> ;),",)* rbfd  ,", ;),",)* ÇF.+.5H.$% 2",.+)% RuBackupÈ.

7. Do you plan to use continuous remote replication to apply remote replicas           
on this client (y/n)?   

A2%H,)., @;5.) ", ,-30"6&0'%)6-# +.3$.$*'+%# ;5%".++%# $.3",2%J,# +% 2",D
.+). 89.

8. Enter local backup directory path [/tmp] :      

A2%H,). 5,$.2)0$,C 5"# '$./.++*? 03.$%J,> - K%>"%/, $.&.$'+*? 203,> ,
305)'.$5,). -0&5%+,. 2%)%"01% 5"# '$./.++*? K%>"0', +%H%' 2"%',O; <y> .

a. Would you like to create / (y/n)?      

405)'.$5,). -0&5%+,. 2%)%"01% 5"# '$./.++*? K%>"0', ' -";<%., .-", ;2%D
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&%++010 2%)%"01% .I( +. -;I.-)';.).

9. Create RuBackup master keyÉ   

E')0/%),<.-20. -0&5%+,. /%-).$-2"C<%, 20)0$*> +.0@?05,/ 3$, -0&5%+,,
3%$* 2"C<.> 5"# R".2)$0++0-J,K$0'0> 3053,-, $.&.$'+*? 203,> , &%I,)+010
3$.0@$%&0'%+,# $.&.$'+*? 203,>.

10. Will you use digital signature (y/n)?     

Create new secret key   

Create new public key   

A2%H,)., ?0),). ", '* -0&5%)6 2"C<, R".2)$0++0-J,K$0'0> 3053,-,. 8.&.$'D
+%# 203,# /0H.) @*)6 3053,-%+% J,K$0'0> 3053,-6C 5"# 30-".5;CI.10 20+D
)$0"# , 3$.5;3$.H5.+,# ;1$0&* .( 305/.+*.

11. Do you want to enable system monitoring of this client (y/n)?          

A2%H,)., ?0),). ", '* '2"C<,)6 -,-)./+*> /0+,)0$,+1 5"# 5%++010 2",.+)%.

[%>" /0+,)0$,+1% 3$0,&'05,)."6+0-), -,-)./+*? 20/30+.+)0' @;5.) $%&/.D
I(+ ' 3%32. /opt/rubackup/monitoring/ .

12. Do you want to set a soft memory threshold? (y/n)?         

A2%H,)., ?0),). ", '* ;-)%+0',)6 '.$?+,> 3$.5." 03.$%),'+0> 3%/#),, 20)0D
$%# /0H.) ,-30"6&0'%)6-# 3$, $.&.$'+0/ 203,$0'%+,, +% 2",.+). ()0<+0-)6
'.$?+.> 1$%+,J* 0@T./% 3%/#), +. 1%$%+),$;.)-#).

a. Enter the allowed amount of memory for backup in GB (integer value):           

L -";<%. '*@0$% <y>  ;2%H,). /%2-,/%"6+0 503;-),/*> 0@T(/ 03.$%),'+0>
3%/#),, 20)0$*> /0H.) @*)6 ,-30"6&0'%+ 3$, $.&.$'+0/ 203,$0'%+,, +%
2",.+). ' =B (J."0. <,-"0).

13. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?           

L*@.$,). 2%2,. 3;@",<+*. ,/.+% @;5;) ,-30"6&0'%+* DNS--.$'.$0/.

"15:A:;A9B 6CK3; 607:59 =/3CA50 !,

E')0+0/+*> $.H,/ $%@0)* 2",.+)% $.&.$'+010 203,$0'%+,# ' -$.5. K;+2J,0+,D
$0'%+,# Q7 Windows Server +. 3055.$H,'%.)-#.

(0456:B=0 8D/0
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2:701/CA3C 34=/E@CA3G 1 0A5313684

1. 4$, ,-30"6&0'%+,, %+),',$;-% Windows Defender  +.0@?05,/0 ,-2"C<,)6 3%32;
C:\RuBackup-win-client  ,& %')0/%),<.-20> 3$0'.$2,:

Add-MpPreference -ExclusionPath  C: \R uBackup-win-client

2. !"# 3$0'.$2, ,-2"C<.+,> Windows Defender  '*'.5,). 30"+*> -3,-02 ,-2"CD
<.+,>:

Get-MpPreference | fl excl *

2:70/CA3C 1 015:D0<84=

!0@%'6). -.$',- 2",.+)% 89 ' %')0&%3;-2 3$, &%1$;&2. Q7:

1. Q)2$0>). 234<C5@C6 4C61C6:1  Ñ +6C>4510  Ñ +/8K79 .

2. L*@.$,). RuBackup Service  Ñ +1:B4510  Ñ '2"%52% H7Q3C .

3. !"# 3%$%/.)$% &3< D0<84=0 ;-)%+0',). &+%<.+,. "15:;053@C4=3 (8,-;+02 15 ).
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8,-;+02 15. Q2+0 Ç7'0>-)'% RuBackup ServiceÈ

4. G%H/,). H,  5"# -0?$%+.+,# ,&/.+.+,>.

5.2.4. #0<84=

4$0,&'.5,). %2),'%J,C 2",.+)-20> <%-), 789 RuBackup, '*30"+,' +% 2%H50/
;&". - $%&'($+;)*/ 2",.+)0/ $.&.$'+010 203,$0'%+,# &%3;-2 -.$',-% 2",.+)%.

! !"# ;-3.O+010 &%3;-2% 2",.+)% 89 ' 2",.+)--.$'.$+0/ $.H,/. 3$.5'%D
$,)."6+0 +.0@?05,/0 &%3;-),)6 -.$'.$+;C <%-)6 789.

#0<84= 4C61340 =/3CA50

N%3;-),). -.$',- 2",.+)% $.&.$'+010 203,$0'%+,#:
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1. Q)2$0>). 234<C5@C6 4C61C6:1  Ñ +6C>4510  Ñ +/8K79 .

2. L*@.$,). RuBackup Service  , &%3;-),). .10.

[1] !"# 3;"% ),3% "Block device" $%&/.$% @"02% /0H.) @*)6 &%5%+ 3$, -0&5%+,, 3;"%. N+%<.+,./ 30 ;/0"<%+,C #'"#.)-#
131072 B. !"# 30";<.+,# @0".. 305$0@+0> ,+K0$/%J,, 30 +%-)$0>2. 3;"0' 0@$%),).-6 2 -.2J,, "4;"*" $%&5."% "Z$%+,D
",I%" 8;20'05-)'% -,-)./+010 %5/,+,-)$%)0$% RuBackup. !"# 3;"0' ),30' "File system", "Tape library", "Cloud" $%&/.$
@"02% #'"#.)-# K,2-,$0'%++*/ , $%'.+ 16384 B. !"# '-.? ),30' 3;"0' 5",+% 2"C<% ?.O-K;+2J,, &%',-,) 0) '*@$%++0>
?.O-K;+2J,, ' +%-)$0>2%? 3;"%. G%3$,/.$, 5"# ?.O-K;+2J,, SHA1 5",+% 2"C<% -0-)%'"#.) 20 B

[2] ** 8.&.$'+0. 203,$0'%+,.: 0@T(/ -'0@05+010 5,-20'010 3$0-)$%+-)'%, -0-)%'"#CI,> +. /.+.. 3% 0) -0'02;3+010
0@T(/% 5%++*?, $.&.$'+0. 203,$0'%+,. 20)0$*? 0-;I.-)'"#.)-# .5,+0'$./.++0. L0--)%+0'".+,. 5%++*?: 0@T./ -'0@05D
+010 5,-20'010 3$0-)$%+-)'% 50"H.+ @*)6 +. /.+.. -0'02;3+010 0@T./% .5,+0'$./.++0 '0--)%+%'",'%./*? 5%++*? -
,-30"6&0'%+,./ 5%++010 2",.+)%. F+01030)0<+0. $.&.$'+0. 203,$0'%+,.: 0@T(/ -'0@05+010 5,-20'010 3$0-)$%+-)'%
&%',-,) 0) '*@$%++*? 3%$%/.)$0': 20",<.-)'% 30)020', $%&/.$% @"02% , 5",+* ?.O%. U./ @0"6O. ,-30"6&;.)-# 30)020',
)./ @0"6O. )$.@;./*> 0@T(/. U./ /.+6O. '*@$%++*> $%&/.$ @"02%, )./ @0"6O. )$.@;.)-# 50-);3+010 3$0-)$%+-)'% +%
5,-2.. U./ @0"6O. 5",+% ?.O%, )./ @0"6O. )$.@;.)-# 3%/#),. 8%-<() )$.@;./010 0@T(/%: 4$,@",&,)."6+*> $%-<() )$.@;D
./010 0@T(/% 50-);3+010 3$0-)$%+-)'% ' /+01030)0<+0/ $.H,/. /0H+0 0J.+,)6 2%2 (worker_parallelism *)% 0) $.-;$-%.
\)0 0&+%<%.), <)0 5"# 2%H5010 $%@0<.10 30)02%, 20)0$*> @;5.) ,-30"6&0'%)6-# 3$, /+01030)0<+0> 0@$%@0)2. 5%++*?,
30)$.@;.)-# 03$.5."(++*> 0@T(/ 50-);3+010 3$0-)$%+-)'% +% 5,-2..

[3] L*30"+,). ;-)%+0'2; %2);%"6+0> '.$-,, $.30&,)0$,# EPEL, 5"# 3$,/.$% 3$,'.5.+% ;-)%+0'2% $.30&,)0$,# EPEL 8

[4] 0@#&%)."6+0. 5"# &%30"+.+,# 30". (.-", 0+0 %2),'+0)

[5] 405$0@+0. 03,-%+,. 3$,'.5.+0 ' 0K,J,%"6+0> 502;/.+)%J,, +% 3$01$%//+*> 3$05;2) OpenSSL
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./010 6. !CD8/O5059 8450A:1=3

6.1. ,050/:F 8450A:1=3
4$, ;-)%+0'2. ,+-)%""#J,0++*> rpm/deb-3%2.) @;5.) %')0/%),<.-2, $%-3%20'%+
' 5,$.2)0$,C:

¥ 5"# Linux-3%3)(9 : /opt/rubackup .

¥ 5"# Windows-3%3)(9 : C:\RuBackup-win-client\

7)$;2);$% ;-)%+0'".++*? 3%2.)0' 789 RuBackup 3$,'.5.+% ' )%@",J. .

!"#$%&" 11. ').42)4." 43)"0-*$(00+C ,"2()-* 'F? RuBackup

+568=586A9B Z/C;CA5 (0DA0@CA3C Z/C;CA50

/opt/rubackup !,$.2)0$,#, ' 20)0$0> $%-3%20'%+ ;-)%+0'0<D
+*> 20/3".2) 20/30+.+)% RuBackup, % )%2H.
,-30"6&;./*. 5030"+,)."6+*. ,+-)$;/.+)*

?0=C5 rubackup-common

/opt/rubackup/keys/client/ 4%32% -05.$H,) -.$),K,2%) , &%2$*)*> 2"C<
2",.+)% 5"# '+;)$.++.10 '&%,/05.>-)',# 20/D
30+.+)0' 789 30 3$0)020"; SSL

/opt/rubackup/keys/server/ 4%32% -05.$H,) -.$),K,2%) , &%2$*)*> 2"C<
-.$'.$% 5"# '+;)$.++.10 '&%,/05.>-)',# 20/D
30+.+)0' 789 30 3$0)020"; SSL

/opt/rubackup/keys/rootCA/ 4%32% -05.$H,) -%/03053,-%++*> -.$),K,2%)
, &%2$*)*> 2"C< J.+)$% -.$),K,2%J,, 5"#
'+;)$.++.10 '&%,/05.>-)',# 20/30+.+)0' 789
30 3$0)020"; SSL

/opt/rubackup/etc/ 4%32% -05.$H,) 20+K,1;$%J,0++*. K%>"* 789
RuBackup

/opt/rubackup/etc/ld.so.conf.d/rubackup.conf L-30/01%)."6+*> 20+K,1;$%J,0++*> K%>",
;2%&*'%CI,> Q7 3;)6 2 5030"+,)."6+*/ @,@D
",0).2%/, ,-30"6&;./*? 789 RuBackup

/opt/rubackup/copyrights/ 4%32% -05.$H,) K%>"* ",J.+&,0++*? -01"%O.D
+,>

/opt/rubackup/rc/icons/ 4%32% -05.$H,) ,20+2, ,+).$K.>-%

?0=C5 rubackup-client

/opt/rubackup/etc/systemd/system/ 4%32% -05.$H,) -.$',-* 789 RuBakup

/opt/rubackup/etc/rubackup.lsf [%>" "02%"6+010 $%-3,-%+,# 9",.+)% -,-)./*
$.&.$'+010 203,$0'%+,#

/opt/rubackup/etc/systemd/system/rubackup_cl
ient.service

7.$',- 2",.+)-20> <%-), 789 RuBakup

6.1. 9%)%"01 ;-)%+0'2,
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+568=586A9B Z/C;CA5 (0DA0@CA3C Z/C;CA50

/opt/rubackup/scripts/ 4%32% -05.$H,) -2$,3)* ;3$%'".+,# 789
RuBackup

/opt/rubackup/scripts/test-script.sh 4$,/.$ -2$,3)% 5"# '*30"+.+,# 3$, $.&.$'D
+0/ 203,$0'%+,,

/opt/rubackup/log/ 4%32% -05.$H,) H;$+%"* -0@*),> , &%5%<

/opt/rubackup/man/ 4%32% -05.$H,) ,+-)$;2J,, 30 ,-30"6&0'%+,C
;),",)

/opt/rubackup/modules/ 4%32% -05.$H,) ,-30"+,)."6+*. /05;",, 305D
5.$H,'%CI,. $.&.$'+0. 203,$0'%+,. , '0-D
-)%+0'".+,. J.".'010 $.-;$-% (3055.$H,'%.D
/010 2",.+)0/ 789)

/opt/rubackup/modules/rb_module_lvm ]-30"+#./*> /05;"6 5"# $.&.$'+010 203,$0D
'%+,# , '0--)%+0'".+,# "01,<.-2,? )0/0' LVM

/opt/rubackup/modules/rb_module_filesystem ]-30"+#./*> /05;"6 $.&.$'+010 203,$0'%+,#
K%>"0'0> -,-)./*

/opt/rubackup/bin/ 4%32% -05.$H,) 20+-0"6+*. ;),",)*, 3055.$D
H,'%./*. +% 2",.+). 5"# ;3$%'".+,# $.&.$'D
+*/ 203,$0'%+,./ , '0--)%+0'".+,./ 5%++*?

/opt/rubackup/bin/rb_schedule A),",)% 2",.+)% RuBackup 5"# 3$0-/0)$% 3$%D
'," 1"0@%"6+010 $%-3,-%+,# 2",.+)% ' -,-)./.
$.&.$'+010 203,$0'%+,#

/opt/rubackup/bin/rb_replicas A),",)% 2",.+)% RuBackup 5"# ;3$%'".+,# 3$%D
',"%/, $.3",2%J,, +% 2",.+).. L* /0H.).
3$0-/0)$.)6 -3,-02 '-.? 3$%'," $.3",2%J,,, %
)%2H. &%3;-),)6 '*@$%++0. 3$%',"0

/opt/rubackup/bin/rb_health_check A),",)% 2",.+)% RuBackup 5"# 3$0'.$2, 20+D
K,1;$%J,, 2",.+)% , .10 02$;H.+,#. L*30"+#D
.)-# 3$0'.$2% 3.$./.++*? 02$;H.+,#, '.$-,,
/.5,%-.$'.$%. 4$0'.$#.)-# 3052"C<.+,. 2",D
.+)% 2 @%&. 5%++*?, -.$'.$;, /.5,%-.$'.$; ,
)0"-)0/; 2",.+);

/opt/rubackup/bin/rubackup_client 9",.+) $.&.$'+010 203,$0'%+,# RuBackup
3$.5-)%'"#.) -0@0> K0+0'0. 3$,"0H.+,. (-.$D
',-, 5./0+), &%3;I.++0. +% ?0-). 2",.+)% ,
'&%,/05.>-)';CI.. - -.$'.$0/ RuBackup

/opt/rubackup/bin/rb_init A),",)% %5/,+,-)$%)0$% RuBackup 5"# 3.$'0D
+%<%"6+0> +%-)$0>2, 2",.+)% -$%&; 30-".
$%&'($)*'%+,# 3%2.)% ,-30"+#./*? K%>"0'.
G.,+).$%2),'+*> $.H,/ +.0@?05,/ 5"# -J.D
+%$,.' /%--0'010 $%&'.$)*'%+,#
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/opt/rubackup/bin/rb_archives A),",)% 2",.+)% RuBackup 3$.5+%&+%<.+% 5"#
3$0-/0)$% -3,-2% $.&.$'+*? 203,> 2",.+)% '
-,-)./. $.&.$'+010 203,$0'%+,#, -0&5%+,#
-$0<+*? $.&.$'+*? 203,>, ,? ;5%".+,#, 3$0D
'.$2, , '0--)%+0'".+,#. 8%@0)%.) )0"620 ' )0/
-";<%., .-", +% 2",.+). $%@0)%.) -";H@% (-.$D
',-, 5./0+) 2",.+)% rubackup_client

/opt/rubackup/bin/rbfd A),",)% %5/,+,-)$%)0$% RuBackup 5"# -0&5%D
+,# , '0--)%+0'".+,# 30"+*? , ,+2$./.+)%"6D
+*? $.&.$'+*? 203,> $.-;$-0' ' "C@*? K%>"0D
'*? -,-)./%?. 8.-;$-0/ /0H.) @*)6 K%>",
2%)%"01 ,", @"0<+0. ;-)$0>-)'0

/opt/rubackup/bin/rb_tasks A),",)% 2",.+)% RuBackup 5"# 3$0-/0)$%
-3,-2% &%5%< 2",.+)% ' -,-)./. $.&.$'+010
203,$0'%+,# RuBackup

/opt/rubackup/bin/rb_client_defined_storages A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 2",.+)-2,/, ?$%+,",I%/,. L* /0H.).
3$0-/%)$,'%)6, 50@%'"#)6 , ;5%"#)6 2",.+)D
-2,. ?$%+,",I% ' 20+K,1;$%J,,

/opt/rubackup/rc/ 4%32% -05.$H,) 20+K,1;$%J,0++*. -2$,3)*
3$01$%//*

/opt/rubackup/mnt/ 4$.50-)%'"#.)-# 2%2 '$./.++%# )0<2% /0+),D
$0'%+,# 5"# K%>"0'*? -,-)./

?0=C5 rubackup-server

/opt/rubackup/etc/systemd/system/ 4%32% 05.$H,) -.$',-* 789 RuBackup

/opt/rubackup/etc/systemd/system/rubackup_se
rver.service

7.$',- 7.$'.$+0> <%-), 789 RuBackup

/opt/rubackup/man/ 4%32% -05.$H,) K%>"* 03,-%+,> ;),",)

/opt/rubackup/log/ 4%32% -05.$H,) K%>"* H;$+%"% -0@*),>

/opt/rubackup/log/RuBackup.log 7,-)./+*> H;$+%" -0@*),>, )%2H. -05.$H,)
,+K0$/%J,C 0 ",J.+&,,

/opt/rubackup/log/task.log Y;$+%"* -0@*),>, -05.$H%I,. -0@*),# &%5%<
789

/opt/rubackup/log/module_.log Y;$+%"* -0@*),> ,-30"+#./*? /05;".>

/opt/rubackup/log/rbfd ]+K0$/%J,# 0 3$0J.--. '*30"+.+,# -0&5%+,#
89 5"# 2%H50> &%5%<,, 20)0$%# ,-30"6&;.) rbfd

/opt/rubackup/lib/ 4%32% -05.$H,) @,@",0).2,, +.0@?05,/*. 5"#
$%@0)* 789 RuBackup

/opt/rubackup/bin/ 4%32% -05.$H,) ,-30"+#./*. K%>"* 5"#
&%3;-2% ;),",)

/opt/rubackup/bin/rb_modules A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# F05;"#/,
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/opt/rubackup/bin/rb_tape_libraries A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# ".+)0<+*/, @,@",0).2%/, ' -,-)./.
$.&.$'+010 203,$0'%+,# RuBackup. L* /0H.).
3$0-/%)$,'%)6 ,+K0$/%J,C 0 ".+)0<+*? @,@D
",0).2%? ' -.$'.$+0> 1$;33,$0'2. RuBackup,
-,+?$0+,&,$0'%)6 ".+)0<+;C @,@",0).2; -
,+K0$/%J,.> 0 +.> ' @%&. 5%++*?,,/30$),$0D
'%)6, R2-30$),$0'%)6 , 3.$./.I%)6 2%$)$,5H,
' ".+)0<+0> @,@",0).2., % )%2H. 3$0,&'05,)6
LTFS K0$/%),$0'%+,. 2%$)$,5H.>, +%?05#D
I,?-# ' -"0)%? ".+)0<+0> @,@",0).2,.

/opt/rubackup/bin/rb_media_servers A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# /.5,%-.$'.$%/, RuBackup. L* /0H.).
3$0-/%)$,'%)6 -3,-02 /.5,%-.$'.$0', 50@%'D
"#)6 ,?, ;5%"#)6 ,", ,&/.+#)6 ,? 03,-%+,#.
/.5,%-.$'.$ 3$.5+%&+%<.+ 5"# '&%,/05.>D
-)',# - 2",.+)%/, 3$, -0&5%+,,, '0--)%+0'".D
+,, , 3.$.5%<. $.&.$'+*? 203,>

/opt/rubackup/bin/rb_user_groups A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 1$;33%/, 30"6&0'%).".>. L* /0H.).
3$0-/%)$,'%)6 1$;33* 30"6&0'%).".>, 50@%'D
"#)6 , ;5%"#)6 ,?, % )%2H. ,&/.+#)6 ,? +%&'%D
+,. , 03,-%+,.

/opt/rubackup/bin/rubackup_server 7.$'.$ $.&.$'+010 203,$0'%+,# RuBackup
3$.5-)%'"#.) -0@0> -,-)./+0. K0+0'0. 3$,"0D
H.+,. (-";H@%, 5./0+), '+;)$, 20)0$010 05+0D
'$./.++0 '*30"+#C)-# /+0H.-)'0 30)020',
0)'.<%CI,? &% $%&+*. K;+2J,, -,-)./*
$.&.$'+010 203,$0'%+,#

/opt/rubackup/bin/rb_local_filesystems A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# ?$%+,",I%/, $.&.$'+*? 203,> ),3%
[%>"0'%# -,-)./%. Z$%+,",I% )%2010 ),3%
50"H+* @*)6 %--0J,,$0'%+* - 3;"0/ )010 H.
),3%

/opt/rubackup/bin/rb_security A),",)% RuBackup 5"# $%@0)* - H;$+%"0/
-0@*),> ,+K0$/%J,0++0> @.&03%-+0-),

/opt/rubackup/bin/rb_clients A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 2",.+)%/, RuBackup. L* /0H.). 3$0D
-/%)$,'%)6 -3,-02 2",.+)0', % )%2H. 50@%'D
"#)6, ;5%"#)6 ,", ,&/.+#)6 ,?.

/opt/rubackup/bin/rb_update A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 0@+0'".+,#/, @%& 5%++*?. 70&5%.) sql
,+-)$;2J,,, 30&'0"#CI,. -5."%)6 0@+0'".+,.
@%&* 5%++*?

/opt/rubackup/bin/rb_block_devices A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# @"0<+*/, ;-)$0>-)'%/,
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/opt/rubackup/bin/rb_global_config A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 3%$%/.)$%/, 1"0@%"6+0> 20+K,1;$%J,,
-.$'.$+0> 1$;33,$0'2, RuBackup. 4%$%/.)$*
1"0@%"6+0> 20+K,1;$%J,, 5.>-)',)."6+* 5"#
'-.? -.$'.$0', '?05#I,? ' 2"%-).$ -.$'.$0'
RuBackup

/opt/rubackup/bin/rb_global_schedule A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 1"0@%"6+*/ $%-3,-%+,./ RuBackup. ="0D
@%"6+0. $%-3,-%+,. -0-)0,) ,& 0)5."6+*? 3$%D
',", 20)0$*. /01;) '*30"+#)6-# 30 03$.5."(+D
+*/ ;-"0',#/ 5"# 03$.5."(++010 $.-;$-% +%
2",.+). -,-)./* $.&.$'+010 203,$0'%+,#.
F0H+0 3$0-/%)$,'%)6 -3,-02 3$%'," 1"0@%"6D
+010 $%-3,-%+,#, R2-30$),$0'%)6 +%-)$0>2,
3$%',"% ' K%>" , ,/30$),$0'%)6 3$%',"0 ,&
K%>"% ' 1"0@%"6+0. $%-3,-%+,., ;5%"#)6 3$%D
',"% ,& 1"0@%"6+010 $%-3,-%+,#, 0-)%+%'",D
'%)6 K;+2J,0+,$0'%+,. 3$%',"% ,", &%3;-2%)6
.10 ' $%@0);, % )%2H. +./.5".++0 -0&5%'%)6
&%5%<; +% 0-+0'. 3$%',"% 1"0@%"6+010 $%-3,D
-%+,#

/opt/rubackup/bin/rb_repository A),",)% %5/,+,-)$%)0$% RuBackup 5"# 50-);3%
2 &%3,-#/ $.30&,)0$,#. 40&'0"#.) 3$0-/%)$,D
'%)6 -3,-02 $.&.$'+*? 203,>, ;5%"#)6 , 3.$.D
/.I%)6 $.&.$'+*. 203,,, 3$0'.$#)6 ,?
J."0-)+0-)6 , '*30"+#)6 ,? $.3",2%J,C
(203,$0'%+,.) ' 5$;1,. 3;"*. !"# '*30"+.+,#
R),? 5.>-)',> ;),",)% -0&5%() -00)'.)-)';CD
I;C &%5%<; ' 1"%'+0> 0<.$.5, &%5%< , &%2%+D
<,'%.) -'0( '*30"+.+,. 50 )010 /0/.+)%, 2%2
&%5%<% @;5.) '*30"+.+%

/opt/rubackup/bin/rb_users A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 30"6&0'%)."#/,. L* /0H.). 3$0-/%)$,D
'%)6 -3,-02 30"6&0'%).".>, 50@%'"#)6, ;5%"#)6
, ,&/.+#)6 ,?

/opt/rubackup/bin/rb_tape_cartriges A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 2%$)$,5H%/, ".+)0<+*? @,@",0).2. L*
/0H.). 3$0-/%)$,'%)6 -3,-02 2%$)$,5H.>,
50@%'"#)6, ;5%"#)6 ,", ,&/.+#)6 ,?. 9%H5*>
2%$)$,5H 3$,+%5".H,) 2%20/;-",@0 3;"; ),3%
".+)0<+%# @,@",0).2%

/opt/rubackup/bin/rb_inventory A),",)% %5/,+,-)$%)0$% RuBackup 5"# '+.-.D
+,# ' @%&; 5%++*? RuBackup ,+K0$/%J,, 0
$.&.$'+*? 203,#?, 20)0$*. @*", -5."%+* '+.
).2;I.> 20+K,1;$%J,, RuBackup, +%3$,/.$, '
5$;10> -.$'.$+0> 1$;33,$0'2. RuBackup
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/opt/rubackup/bin/rb_interoperation A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# &%5%<%/, ,/30$)% ,", R2-30$)% $.&.$'D
+*? 203,> /.H5; +.&%',-,/*/, -,-)./%/,
$.&.$'+010 203,$0'%+,#. L* /0H.). ;3$%'"#)6
-3,-20/ -,-)./, 5"# 20)0$*? -;I.-)';.) '0&D
/0H+0-)6 ,/30$)% ,", R2-30$)%. !0@%'"#)6,
3$0-/%)$,'%)6, $.5%2),$0'%)6, ;5%"#)6, 0-)%D
+%'",'%)6 , &%3;-2%)6 3$%',"% R2-30$)% ,",
,/30$)%. S%2H. '* -/0H.). 3$0'.$#)6 0<.D
$.56 &%5%< , ;5%"#)6 '*30"+.++*. &%5%<, ,",
&%'.$O,'O,.-# - 0O,@20>. A '%- @;5.) '0&D
/0H+0-)6 -0&5%)6 &%5%<; +% R2-30$) $.&.$'D
+0> 203,, ,& $.30&,)0$,#

/opt/rubackup/bin/rb_clouds A),",)% %5/,+,-)$%)0$% RuBackup 5"# 3$0D
-/0)$% 20+K,1;$%J,,, 50@%'".+,# ,", ;5%".D
+,# 0@"%20' S3 ' -,-)./. $.&.$'+010 203,$0D
'%+,#

/opt/rubackup/bin/rb_copy2pool A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# $.3",2%J,.>. 4$.50-)%'"#.) '0&/0HD
+0-)6 -0&5%'%)6 )0<+*. 203,, ($.3",2,)
$.&.$'+*? 203,> 5"# 3$%'," $.&.$'+010 203,D
$0'%+,# , 5"# -)$%).1,> $.&.$'+010 203,$0'%D
+,#

/opt/rubackup/bin/rb_notifications A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 0<.$.56C ;'.50/".+,>. L 0<.$.5, ;'.D
50/".+,> -05.$H%)-# '-. %2);%"6+*. ;'.50/D
".+,# 1$;33 30"6&0'%).".> RuBackup 0 3$0,-D
?05#I,? ' -,-)./. -0@*),#?. A'.50/".+,#
/01;) @*)6 +%-)$0.+* ' 3$%',"%? 1"0@%"6+010
$%-3,-%+,# , ' -)$%).1,#?

/opt/rubackup/bin/rb_remote_replication A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# +.3$.$*'+0> ;5%"(++0> $.3",2%J,.>.
G.3$.$*'+%# ;5%"(++%# $.3",2%J,# -0-)0,) ,&
0)5."6+*? 3$%',", 20)0$*. /01;) '*30"+#)6-#
30 03$.5."(++*/ ;-"0',#/ 5"# 03$.5."(++010
$.-;$-%. F0H+0 3$0-/%)$,'%)6 -3,-02 3$%',"
+.3$.$*'+0> ;5%"(++0> $.3",2%J,,, R2-30$),D
$0'%)6 +%-)$0>2, 3$%',"% ' K%>" , ,/30$),$0D
'%)6 3$%',"0 ,& K%>"%, ;5%"#)6 3$%',"%, 0-)%D
+%'",'%)6 K;+2J,0+,$0'%+,. 3$%',"% ,",
&%3;-2%)6 .10 ' $%@0);

/opt/rubackup/bin/rb_pools A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 3;"%/,. L* /0H.). 3$0-/%)$,'%)6 -3,D
-02 3;"0', 50@%'"#)6, ;5%"#)6 , ,&/.+#)6 ,?.
9%H5*> 3;" 3$,+%5".H,) 2%20/;-",@0 /.5,%D
-.$'.$;. 4;"* ,-30"6&;C)-# 5"# 1$;33,$0'%D
+,# ;-)$0>-)' ?$%+.+,# $.&.$'+*? 203,>
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/opt/rubackup/bin/rb_tl_task_queue A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# Q<.$.56C &%5%< ".+)0<+*? @,@",0).2

/opt/rubackup/bin/rb_block_device_check A),",)% %5/,+,-)$%)0$% RuBackup 5"# 3$0D
'.$2, J."0-)+0-), $.&.$'+*? 203,> +% @"0<D
+0/ ;-)$0>-)'.

/opt/rubackup/bin/rb_client_group A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 1$;33%/, 2",.+)0'. L* /0H.). 3$0-/%)D
$,'%)6 1$;33* 2",.+)0', 50@%'"#)6 ,?, ;5%"#)6
,", ,&/.+#)6 ,? +%&'%+,. , 03,-%+,.. =$;33,D
$0'2% 2",.+)0' /0H.) 30)$.@0'%)6-# ' -";<%.
+.0@?05,/0-), '*30"+.+,# 1$;330'*? 03.$%D
J,> $.&.$'+010 203,$0'%+,# ' -)$%).1,#?

/opt/rubackup/bin/rb_bandwidth A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 01$%+,<.+,#/, 3$03;-2+0> -30-0@+0-),
3$, '*30"+.+,, 03.$%J,> $.&.$'+010 203,$0D
'%+,# 5"# 2",.+)0' ,", 3$%'," 1"0@%"6+010
$%-3,-%+,#. L* /0H.). ;-)%+0',)6 05+0 ,",
+.-20"620 01$%+,<.+,> 3$03;-2+0> -30-0@+0D
-), 5"# 03$.5."(++010 2",.+)% 789 ,", 5"#
2%2010-",@0 3$%',"% 1"0@%"6+010 $%-3,-%+,#

/opt/rubackup/bin/rb_task_queue A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# 1"%'+0> 0<.$.56C &%5%<. L 0<.$.5,
&%5%< -05.$H%)-# '-. %2);%"6+*. &%5%<, +%
-0&5%+,., '0--)%+0'".+,., ;5%".+,., 3.$./.D
I.+,. , 3$0'.$2; $.&.$'+*? 203,>

/opt/rubackup/bin/rb_cloud_task_queue A),",)% %5/,+,-)$%)0$% RuBackup 5"# 3$0D
-/0)$% &%5%<, 20)0$*. -'#&%+* - 0@"%<+*/,
03.$%J,#/,. 4$, ?$%+.+,, $.&.$'+*? 203,> '
0@"%2. S3 '%/ /0H.) 30)$.@0'%)6-# &%1$;&,)6
$.&.$'+;C 203,C ' 0@"%20 ,", '*1$;&,)6
2%20>-",@0 ,& K%>"0' $.&.$'+0> 203,, ,&
0@"%2%

/opt/rubackup/bin/rb_strategies A),",)% %5/,+,-)$%)0$% RuBackup 5"# ;3$%'D
".+,# -)$%).1,#/,

/opt/rubackup/bin/rb_log_viewer A),",)% %5/,+,-)$%)0$% RuBackup 5"# 3$0D
-/0)$% , ;3$%'".+,# H;$+%"%/, -00@I.+,>

/opt/rubackup/rc/init/ 705.$H,) 20+K,1;$%J,0++*. -2$,3)* 3$0D
1$%//*

/opt/rubackup/mnt/ 4$.50-)%'"#.)-# 2%2 '$./.++%# )0<2% /0+),D
$0'%+,# 5"# K%>"0'*? -,-)./

?0=C5 rubackup-common-gui

/opt/rubackup/keys/rbm/ 4%32% -05.$H,) -.$),K,2%) , &%2$*)*> 2"C<
3$,"0H.+,# RBM 5"# '+;)$.++.10 '&%,/05.>D
-)',# 20/30+.+)0' 789 30 3$0)020"; SSL

/opt/rubackup/gui/plugins/ 4%32% -05.$H,) 3"%1,+*
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/opt/rubackup/gui/lib/ 4%32% -05.$H,) @,@",0).2,, ,-30"6&;./*.
1$%K,<.-2,/ 3$,"0H.+,./ RBM

/opt/rubackup/gui/qml/ 4%32% -05.$H,) QML-@,@",0).2,, ,-30"6&;.D
/*. 1$%K,<.-2,/ 3$,"0H.+,./ RBM

/opt/rubackup/gui/rc/ 4%32% -05.$H,) +%-)$0>2, 1$%K,<.-2010 0)0@D
$%H.+,#, ' ).<. )./*, 3.$.'05* 3$,"0H.+,#
RBM

/opt/rubackup/gui/rc/themes/ [%>"* )./ 3$,"0H.+,# RBM

6.2. +C5C19C 4C61349
L $.&;"6)%). +%-)$0>2, 20/30+.+)0' 789 RuBackup @;5;) 50@%'".+* +.0@?05,D
/*. -.).'*. -.$',-* ' K%>" /etc/services :

¥ rubackup-cmd  Ñ -.$',- 0@.-3.<,'%.) 20/%+5+0. '&%,/05.>-)',. -.$'.$0' ,
2",.+)0' 789 RuBackup;

¥ rubackup-lic  Ñ -.$',- ",J.+&,$0'%+,#;

¥ rubackup-media  Ñ -.$',- 0@.-3.<,'%.) '&%,/05.>-)',. /.H5; /.5,%-.$'.D
$%/, , 3.$.5%<; K%>"0'.

6.3. ,:AP3F860V3:AA9B P0B/
!%++*., 30";<.++*. 30-". +%-)$0>2, (- 30/0I6C ;),",)* rb_init  ,",
rb_init_gui ), -0?$%+#C)-# ' K%>".:

¥ 5"# Linux-3%3)(9 : /opt/rubackup/etc/config.file ;

¥ 5"# Windows-3%3)(9 : C:\RuBackup-win-client\etc\config.file.txt .

!"#$%&" 12. 7,%3"0%( ,"."9().-* 2-0D%=4."&%-00-=- D"H$"

?060;C56 (0DA0@CA3C

2:<8453;9C DA0J
@CA3G

(<: 8;:/@0A3E)

server-inet-
interfaces

+C61C6 . 73,-02 -.).'*? ,+).$K.>-0' -.$'.$%, 30-$.5D
-)'0/ 20)0$*? -.$'.$; $.&.$'+010 203,$0'%+,# $%&$.D
O.+0 '&%,/05.>-)'0'%)6 - 2",.+)%/,

dbname +C61C6 . ]/# -";H.@+0> @%&* 5%++*? ( rubackup )

user +C61C6 . 40"6&0'%)."6 -";H.@+0> @%&* 5%++*? ( rubackup )

password crypted 
+C61C6 . N%205,$0'%++0. &+%<.+,. 3%$0"# 30"6&0'%)."#
-";H.@+0> @%&* 5%++*?

-
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host
+C61C6 . FQDN ,", IP %5$.- -.$'.$%, +% 20)0$0/ $%-30D
"0H.+% -";H.@+%# @%&% 5%++*?

G.0@?05,/%
+%-)$0>2% 3$%D
',"6+010 $%&$.D
O.+,# ,/.+

port +C61C6 . 40$) 3052"C<.+,# -";H.@+0> @%&* 5%++*? ( 5432 )

server-
shutdown_scenario

+C61C6 . 7J.+%$,> '*2"C<.+,# -.$'.$%

immediately

after-all-tasks

cancel-if-tasks

( cancel-if-tasks )

remote-
replication

+C61C6 . A5%".++%# $.3",2%J,#

yes

no

( yes )

deduplication-
task-memory

+C61C6 . ]-2"C<.+,. 5;@",$;CI,? 203,> 30')0$#CD
I,?-# 5%++*?

( 268435456 )

parallelizm
+C61C6 . 90",<.-)'0 3%$%""."6+*? +,).> -.).'010 %-,+D
?$0++010 -.$'.$% RuBackup

1-4096

8

use-product-uuid
false

+C61C6 . !"# '.$-,, 789 RuBackup 2.1 , @0".. 30&5+.>:
=.+.$,$0'%)6 ,5.+),K,2%)0$% hardware id  ;&"% ",J.+&,D
$;./010 -.$'.$% +% 0-+0'%+,,:

¥ :$1 7' Linux : ,5.+),K,2%)0$% UUID /%).$,+-20>
3"%)*, ;-)%+0'".++010 3$0,&'05,)."./ 3"%)*, ,
&%205,$0'%++0> ,+K0$/%J,, ' DMI BIOS;

¥ :$1 7' Windows : ,/.+, ?0-)% hostname;

!"# '.$-,, 789 RuBackup 2.0 , $%+..: 3%$%/.)$% +.),
hardware id  1.+.$,$;.)-# +% 0-+0'%+,, ,5.+),K,2%)0$%
/etc/machine-id  , ,/.+, ?0-)% /etc/hostname

false

true

( false )

parallelizm_media
TC>304C61C6  90",<.-)'0 3%$%""."6+*? +,).> -.).'010
%-,+?$0++010 /.5,%-.$'.$% RuBackup

1-4096

( 8 )

centralized-
recovery

+C61C6, =/3CA5 . V.+)$%",&0'%++0. '0--)%+0'".+,. 5%+D
+*? ,& $.&.$'+0> 203,, - 30/0I6C 3$,"0H.+,# ÇF.+.D
5H.$ %5/,+,-)$%)0$% RuBackupÈ (,-30"6&;./0> +%
"C@0/ ;&".). L -";<%., .-", J.+)$%",&0'%++0. '0--)%D
+0'".+,. 0)2"C<.+0, )0 '*30"+,)6 '0--)%+0'".+,. '0&D
/0H+0 )0"620 +% 2",.+). $.&.$'+010 203,$0'%+,# -
30/0I6C ;),",)* 20/%+5+0> -)$02, rbfd ,", ÇF.+.D
5H.$% 2",.+)% RuBackupÈ

yes

no

( yes )

6.3. 90+K,1;$%J,0++*> K%>"
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node +C61C6, =/3CA5 . S,3 ;&"% RuBackup

primaryserver

secondaryserver

mediaserver

client

who-is-primary-
server

+C61C6, =/3CA5 . ]/# ?0-)% 0-+0'+010 -.$'.$% RuBackup

G.0@?05,/%
+%-)$0>2% 3$%D
',"6+010 $%&$.D
O.+,# ,/.+

who-is-secondary-
server

+C61C6, =/3CA5 . ]/# ?0-)% $.&.$'+010 -.$'.$%
RuBackup

G.0@?05,/%
+%-)$0>2% 3$%D
',"6+010 $%&$.D
O.+,# ,/.+

logfile
+C61C6, =/3CA5 . 8%-30"0H.+,. -,-)./+010 K%>"% H;$D
+%"% -0@*),>

used-ip-version
+C61C6. ,/3CA5 . A2%H,). 2%2,. 3;@",<+*. ,/.+% @;5;)
,-30"6&0'%+* DNS--.$'.$0/

ipv4

ipv6 ` 

`both

client-hello-
timeout

+C61C6. ,/3CA5 . L$./# 0H,5%+,# 0)'.)% 0) -.$'.$% +%
HELLO -00@I.+,., 0)3$%'".++0. 3$, &%3;-2. &%5%<, 0)
2",.+)%. N%5%.)-# ' -.2;+5%?.

>0 ` 

(`240 )

use-ip-instead-
hostname

+C61C6. ,/3CA5 . ]-30"6&0'%)6 ip %5$.- '/.-)0 hostname
5"# $%&$.O.+,# -'#&, /.H5; R"./.+)%/, 789

false

true

( false )

use-local-backup-
directory

,/3CA5 . 9%)%"01 5"# '$./.++010 ?$%+.+,# $.&.$'+*?
203,>. P-", R)0) 3%$%/.)$ +. 03$.5.".+ ' K%>". 20+K,D
1;$%J,,, )0 2",.+) @;5.) &%3$%O,'%)6 ; /.5,%-.$'.$%
'$./.++0. 3$0-)$%+-)'0 5"# 03.$%J,> - $.&.$'+*/,
203,#/, (NFS 3%32;)

/tmp

client-inet-
interface

,/3CA5 . 7.).'0> ,+).$K.>- 2",.+)%. ]-30"6&;.)-# 5"#
0)0@$%H.+,# 5030"+,)."6+0> ,+K0$/%J,, 0 2",.+). '
789 RuBackup. F.5,%-.$'.$ 0-;I.-)'"#.) -'#&6 -
0-+0'+*/ ,", $.&.$'+*/ -.$'.$0/, % )%2H. - 2",.+)D
-20> ;),",)0> rbfd <.$.& -.).'0> ,+).$K.>-, ;2%&*'%.D
/*> ' R)0/ 3%$%/.)$..

parallel-tasks
,/3CA5 . F%2-,/%"6+0. 20",<.-)'0 05+0'$./.++0
'*30"+#./*? &%5%<

1-64

( 2 )
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rbd_algorithm ,/3CA5 . L*@0$ ?RO K;+2J,, 3$, 5.5;3",2%J,,

sha1 ,

sha2 , skein ,

streebog , blake2b

( sha2 )

rbd_block_size ,/3CA5 . 8%&/.$ @"02% 5%++*? 3$, 5.5;3",2%J,,, @%>)

8192, 16384,
32768, 65536,
131072, 262144,
524288, 1048576,
30 ;/0"<%+,C Ñ
16384

rbd_hash_length ,/3CA5 . !03;-),/%# 5",+% ?RO%

256

512

( 256 )

client-
shutdown_scenario

,/3CA5 . 7J.+%$,> '*2"C<.+,# 2",.+)%

immediately ` 

`after-all-tasks
`

`cancel-if-tasks

( cancel-if-tasks )

reconnect-period-
count

,/3CA5 . 90",<.-)'0 3.$,050' 3.$.3052"C<.+,#
>0

( 3 )

reconnect-period-
timeout

,/3CA5 . S%>/%;) /.H5; 3.$,05%/, 3.$.3052"C<.+,#
>0

( 20  -.2;+5)

reconnect-count
,/3CA5 . 90",<.-)'0 303*)02 3.$.3052"C<.+,# ' $%/2%?
05+010 3.$,05%

>0 ` 

(`3 )

reconnect-timeout
,/3CA5 . S%>/%;) /.H5; 303*)2%/, 3.$.3052"C<.+,# '
$%/2%? 05+010 3.$,05%

>0

( 5  -.2;+5)

digital-signature ,/3CA5 . ]-30"6&0'%)6 R".2)$0++0- J,K$0';C 3053,-6

yes

no

( yes )

6.3. 90+K,1;$%J,0++*> K%>"
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digital-sign-hash ,/3CA5 . Z.O-K;+2J,# 5"# R".2)$0++0-J,K$0'0> 3053,-,

L -00)'.)-)',, -
openssl digest
command

-/. openssl help

( sha1 )

monitoring-client ,/3CA5 . F0+,)0$,+1 -0-)0#+,# -,-)./*

yes

no

( yes )

memory-threshold

,/3CA5 . 7+,H.+,. 30)$.@".+,# 03.$%),'+0> 3%/#), 3$,
30"+0/ $.&.$'+0/ 203,$0'%+,, !"# ?$%+.+,# ;+,2%"6D
+*? ?.O.> , 0@.-3.<.+,# 5.5;3",2%J,, +;H+0 '*5.",)6
+% 5,-2. 5030"+,)."6+0. /.-)0 ~0.3% 0) $%&/.$%
$.-;$-%. Q1$%+,<.+,#: - 4$, ,-30"6&0'%+,, 3%$%/.)$% '
2"%-).$+0> 1$;33. ;@.5,).-6, <)0 '-. 2",.+)* 1$;33*
,/.C) 05+; '.$-,C 789. - 4%$%/.)$ ,-30"6&;.)-#
)0"620 5"# -0&5%+,# 30"+0> $.&.$'+0> 203,,

G. /.+.. 4 =B ,
+. @0".. &+%<.+,#
-'0@05+0> 03.$%D
),'+0> 3%/#), '
-,-)./. N+%<.+,.
3%$%/.)$% +.
1%$%+),$;.) )0<D
+0-)6 '.$?+.>
1$%+,J* 30)$.@D
".+,# 3%/#),. !"#
'*2"C<.+,# 3%$%D
/.)$% /0H+0
&%5%)6 .10 $%'D
+*/ 0 ,", ;5%D
",)6 ,& 20+K,1
K%>"%.
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./010 7. TCAC>KC6 0>;3A345605:60
RuBackup

7.1. +345C;A9C 56C7:10A3G
L 5%++0/ 305$%&5.". 3$,'.5.+* -,-)./+*. )$.@0'%+,# 5"# 2%H5010 -.$'.$+010
20/30+.+)% 789 RuBackup, 3$.5T#'"#./*. 2 ).?+,<.-2,/ -$.5-)'%/, +.0@?05,D
/*/ 5"# +0$/%"6+010 K;+2J,0+,$0'%+,# 789 RuBackup.

! L -";<%. ;-)%+0'2, +% 05,+ ?0-) +.-20"62,? 20/30+.+)0' 789 RuBackup
(+%3$,/.$, 3$, -30-0@. ;-)%+0'2, ÇL-( ' 05+0/È) -".5;.) 20+-0",5,$0D
'%)6 -00)'.)-)';CI,. %33%$%)+*. )$.@0'%+,#, 3$.5T#'"#./*. 2 ).?+,D
<.-20/; -$.5-)';, +% 20)0$0. 3$0,&'05,)-# ;-)%+0'2%.

7.1.1. "<<0605A9C 56C7:10A3G

H4A:1A:B/6CDC61A9B 4C61C6

F,+,/%"6+*. %33%$%)+*. )$.@0'%+,#, +.0@?05,/*. 5"# -)%@,"6+010 K;+2J,0+,D
$0'%+,# 3$,"0H.+,# ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ 3$,'.5.+* ' )%@D
",J. .

!"#$%&" 13. /,,".")0+( ).(#-*"0%1, ,.(:;1*$1(9+( 2 4>$4 .">*A.)+*"0%1 ,.%$-8(0%1 ÇI(0(B
:8(. ":9%0%3).")-." RuBackupÈ

"<<0605A9B =:;<:ACA5 #A0@CA3C

4$0J.--0$ G. /.+.. 4 #5.$

Q3.$%),'+%# 3%/#)6 G. /.+.. 4 =B

!,-20'0. 3$0-)$%+-)'0 G. /.+.. 30 =B

7.1.2. ?6:F60;;A9C 56C7:10A3G

4$01$%//+*. )$.@0'%+,# 2 -$.5. K;+2J,0+,$0'%+,# 3$,"0H.+,# ÇF.+.5H.$
%5/,+,-)$%)0$% RuBackupÈ 3$,'.5.+* ' )%@",J.  , 03$.5.".+*:

¥ 3.$.<+./ 03.$%J,0++*? -,-)./, -0'/.-),/*? - 20/30+.+)%/, 789 RuBackup;

¥ 3.$.<+./ &%',-,/0-).> 3%2.)0' 5"# 2%H50> -0'/.-),/0> Q7;

¥ 0)2$*)*/, 30$)%/, (-/. $%&5." port.pdf ).

!"#$%&" 14. <.-=."990+( ).(#-*"0%1, ,.(:;1*$1(9+( 2 4>$4 .">*A.)+*"0%1 ,.%$-8(0%1 ÇI(0(B
:8(. ":9%0%3).")-." RuBackupÈ (3-*9(3)%9+( 7' % >"*%3%9-3)% ,"2()-*)

7.1. 7,-)./+*. )$.@0'%+,#
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?0=C59 +!, ?:>>C6K310C;0G H+ ?0=C5 D01343;:453

rubackup_common,

rubackup_common-gui,

rubackup_rbm

Astra 1.6 libicu57, wget, gnupg2, xauth
(5"# &%3;-2% RBM <.$.& SSH)

Astra 1.7, Debian 10 libicu63, wget, gnupg2, xauth
(5"# &%3;-2% RBM <.$.& SSH)

Astra 1.8, Debian 12 libicu72, wget, gnupg2, xauth
(5"# &%3;-2% RBM <.$.& SSH)

Ubuntu 18.04 libicu60, wget, gnupg2, xauth
(5"# &%3;-2% RBM <.$.& SSH)

Ubuntu 20.04 llibicu66, wget, gnupg2, xauth
(5"# &%3;-2% RBM <.$.& SSH)

Ubuntu 22.04 libicu70, wget, gnupg2, xauth
(5"# &%3;-2% RBM <.$.& SSH)

E"6) 10 libicu69, libxkbcommon-x11,
xauth (5"# &%3;-2% RBM <.$.&
SSH)

CentOS 7 libicu50.2

CentOS 8 libicu60.3

RedOS 7.3 libicu65.1

RedOS 8 libicu71.1

RHEL 9 libicu67.1

Rosa Cobalt 7.3 qt5-qtbase-gui, libicu,
libxkbcommon-x11, libicu50.2

Rosa Cobalt 7.9 qt5-qtbase-gui, libicu,
libxkbcommon-x11, libicu50.1.2,
libxkbcommon-x11

Rosa Chrome 12 qt5-qtbase-gui, lib64icudata71,
libxkbcommon-x11

7.2. M450A:1=0
=$%K,<.-20. 3$,"0H.+,. ÇF.+.5H.$ %5/,+,-)$%)0$% RuBackupÈ '0&/0H+0 ;-)%D
+0',)6:

¥ +% ;&". 20/30+.+)% RuBackup;

¥ +% E8F %5/,+,-)$%)0$% 789.

7.2.1. ?:>F:5:1=0 = 8450A:1=C

M450A:1=0 D01343;:45CB <0=C5:1

! !%++*> O%1 3$.5+%&+%<.+ 5"# ;-)%+0'2, "02%"6+*? 3%2.)0'. P-", '*
;-)%+%'",'%.). 3%2.)* ,& $.30&,)0$,#, )0 3$03;-),). R)0) O%1.
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!"# ;-3.O+010 $%&'($)*'%+,# F.+.5H.$% %5/,+,-)$%)0$% RuBackup +.0@?05,/0
+%",<,. ;-)%+0'".++*? &%',-,/0-).> 3%2.)0' ' -00)'.)-)',, - )%@",J.> , ' &%',D
-,/0-), 0) ,-30"6&;./0> 03.$%J,0++0> -,-)./*, 5"# R)010:

1. 4$0'.$6). +%",<,. ;-)%+0'".++*? &%',-,/0-).> 3%2.)0' ' Q7:

Astra Linux, Debian, Ubuntu dpkg-query -l 

"/O5 apt list --installed  

Rosa Cobalt, RHEL yum list --installed  

RedOS, CentOS, Rosa Chrome dnf list installed  

2. Q@+0',). $.30&,)0$,, 3%2.)0' ' -,-)./.:

Astra Linux, Debian, Ubuntu sudo apt update  

"/O5 sudo apt-get update  

Rosa Cobalt, RHEL sudo yum update  

RedOS, CentOS, Rosa Chrome sudo dnf update  

3. A-)%+0',). +.50-)%CI,. &%',-,/0-), 3%2.)0' ,& )%@",J*:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>   

"/O5 sudo apt-get install <namepackage>   

Rosa Cobalt, RHEL sudo yum install <namepackage>   

RedOS, CentOS, Rosa Chrome sudo dnf install <namepackage>   

(0456:B=0 <87/3@A:F: 6C<:D35:63G

! !%++*> O%1 3$.5+%&+%<.+ 5"# ;-)%+0'2, ,& 3;@",<+010 $.30&,)0$,#.
P-", '* ;-)%+%'",'%.). "02%"6+*. 3%2.)*, )0 3$03;-),). R)0) O%1.

!"# 3052"C<.+,# $.30&,)0$,#:

1. !0@%'6). 2"C< $.30&,)0$,#:

sudo wget -qO  -
https://edge.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | sudo apt-key add -

! 4$, '0&+,2+0'.+,, 0O,@02 - 50@%'".+,./ 2"C<% ;@.5,).-6, <)0 '
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K%>". /etc/resolv.conf  ;2%&%+* 20$$.2)+*. -.$'.$* 50/.++*? ,/.+.

2. Q)$.5%2),$;>). -3,-02 ,-30"6&;./*? $.30&,)0$,.':

sudo nano /etc/apt/sources.list

, 50@%',' -)$02; 5"# 3052"C<.+,# 5030"+,)."6+010 3;@",<+010 $.30&,)0$,#:

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ [OS-VERSION]
public

15.: OS-VERSION - '.$-,# ,-30"6&;./0> Q7:

: Astra Linux 1.8;

: Astra Linux 1.7;

: Astra Linux 1.6;

: Debian 10;

: Ubuntu 20.04;

: Ubuntu 18.04.

3. Q@+0',). -3,-02 3%2.)0':

sudo apt-get update

(0456:B=0 <C6C;CAA9L 46C>9

L*30"+,). +%-)$0>2; 3.$./.++*? -$.5* 5"# 30"6&0'%)."# root :

1. E')0$,&;>).-6 305 30"6&0'%)."./ root :

sudo  -i

2. G%-)$0>). 3.$./.++*. -$.5* 5"# 30"6&0'%)."# root :

sudo nano /root/.bashrc

: 0)$.5%2),$;>). K%>", 50@%',' -)$02,:

PATH=$PATH:/opt/rubackup/bin

8%&'($)*'%+,. 789
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LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH

: -0?$%+,). ,&/.+.+,#.

! \), 3.$./.++*. )%2H. /0H+0 03$.5.",)6 ' K%>". /etc/environment .

3. 4.$.>5,). ' 2%)%"01 /root :

cd  /root

4. 4.$.&%1$;&,). 3.$./.++*. 02$;H.+,#:

source  ~/.bashrc

(0456:B=0 4/8KC7A:B 70D9 >0AA9L

! !%++*> O%1 '*30"+#.)-# )0"620 3$, ;-)%+0'2. F.+.5H.$% %5/,+,-)$%D
)0$% RuBackup +% E8F %5/,+,-)$%)0$% 789. 4$, ;-)%+0'2. +% ;&." 20/D
30+.+)% 789 3$03;-),). R)0) O%1.

G% ;&". -";H.@+0> @%&* 5%++*? 789 RuBackup '*30"+,). +%-)$0>2; 5"# 3052"CD
<.+,# F.+.5H.$% %5/,+,-)$%)0$% RuBackup 2 -";H.@+0> @%&. 5%++*? ' -00)'.)D
-)',, - $%&5."0/ setup-database.pdf .

(0456:B=0 SSL 4:C>3ACA3G 4 70D:B >0AA9L

! !%++*> O%1 '*30"+#.)-# )0"620 3$, ;-)%+0'2. F.+.5H.$% %5/,+,-)$%D
)0$% RuBackup +% E8F %5/,+,-)$%)0$% 789. 4$, ;-)%+0'2. +% ;&." 20/D
30+.+)% 789 3$03;-),). R)0) O%1.

!%++%# +%-)$0>2% '*30"+#.)-# 3$, +.0@?05,/0-), -0&5%+,# &%I,I(++010 305D
2"C<.+,# 2 -";H.@+0> @%&. 5%++*?. L ,+0/ -";<%. 5%++;C +%-)$0>2; /0H+0 3$0D
3;-),)6.

!"# 3052"C<.+,# 2 @%&. PostgreSQL 5%++*? <.$.& &%I,I(++0. -0.5,+.+,.
'*30"+,). 3$,'.5(++*. +,H. +%-)$0>2, +% ).2;I./ ?0-).:

1. 4.$.+.-,). ,& -00)'.)-)';CI.> postgres-2",.+); 3%32, +% ;&". V.+)$% -.$D
),K,2%J,, 30510)0'".++*.:

: -.$),K,2%) V.+)$% -.$),K,2%J,, (ca.crt), <)0@* postgres-2",.+) /01 3$0'.D
$,)6, <)0 20+.<+*> -.$),K,2%) -.$'.$% PostgreSQL @*" 3053,-%+ .10 50'.D
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$.++*/ 20$+.'*/ -.$),K,2%)0/;

: -.$),K,2%) 2",.+)% (postgresql.crt);

: -1.+.$,$0'%++*> &%2$*)*> 2"C< 2",.+)% (postgresql.key).

2. 8%&/.-),). -.$),K,2%)* , &%2$*)*> 2"C< ' 2%)%"01. 30 ;/0"<%+,C:

2/G H+ Linux ~/.postgresql/

2/G H+ Windows %appdata%\postgresql\

3. !"# K%>"0' -.$),K,2%)% , &%2$*)010 2"C<% ;-)%+0',). 30"+*> 50-);3 +% <).D
+,. , &%3,-6 )0"620 5"# '"%5."6J.':

chmod 600 server.crt server.key ca.crt

4. !"# K%>"0' -.$),K,2%)% , &%2$*)010 2"C<% -5."%>). '"%5."6J./ K%>"0'
30"6&0'%)."#, 0) ,/.+, 20)0$010 @;5.) &%3;I.+ RBM (postgres-2",.+)):

chown suser:suser server.crt server.key ca.crt

5. 40-". ;-)%+0'2, 3%2.)0' RBM '*30"+,). +%-)$0>2; 3%$%/.)$% SSLMode ' 20+D
K,1;$%J,0++0/ K%>". ~/.rbm2/.rb_gui_main_settings  (-/. $%&5." 90+K,1;$%D
J,0++*> K%>" ) ,", ' 1$%K,<.-20> ;),",). RBM ' 02+. ÇG%-)$0>2, Ñ _02%"6+%#
20+K,1;$%J,#È 3%$%/.)$ F(8%9 SSL 3-(:%0(0%1 3 PostgreSQL , ;-)%+0',' &+%D
<.+,., ;2%&%++0. 5"# -.$'.$% 789.

6. !"# 3$,/.+.+,# ,&/.+.+,> 3.$.&%3;-),). +%-)$%,'%./*> 2",.+):

opt/rubackup/bin/rbm

7. L*30"+,). 3$0'.$2; -.$),K,2%)%:

openssl verify -verbose  -CAfile  RootCert.pem Intermediate.pem

7.2.2. M450A:1=0 <0=C5:1

! A-)%+0'2; 3%2.)0' 3$0,&'05,)6 -)$010 ' 3$,'.5(++0> 30-".50'%)."6+0D
-),!

1. A-)%+0',). 05+,/ ,& -30-0@0':

: ,& "02%"6+0> 3%32, -0 -2%<%++*/, 3%2.)%/,:
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Astra Linux, Debian, Ubuntu sudo apt install ./<namepackage>.deb   

"/O5 sudo apt-get install  
./<namepackage>.rpm

Rosa Cobalt, RHEL sudo yum install ./<namepackage>.rpm   

RedOS, CentOS, Rosa Chrome sudo dnf install ./<namepackage>.rpm   

: ,& $.30&,)0$,#:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>.deb   

15. <namepackage>  Ñ ;-)%+%'",'%./*> 3%2.) RuBackup %2);%"6+0> '.$-,, '
3$,'.5(++0> 30-".50'%)."6+0-),:

a. rubackup-common  - )0"620 3$, ;-)%+0'2. +% E8F %5/,+,-)$%)0$% (3$, ;-)%D
+0'2. +% ;&." 20/30+.+)% 789 5%++*> 3%2.) $%+.. @*" ;-)%+0'".+);

b. rubackup-common-gui ;

c. rubackup-rbm .

7.3. (0456:B=0

7.3.1. (0456:B=0 <C6C;CAA9L 46C>9

1. G%-)$0>). 3.$./.++*. -$.5* 5"# '-.? 30"6&0'%).".>, 20)0$*. @;5;) $%@0D
)%)6 - 789:

sudo nano /<&/0 $#*1,#2"3'*0>/.bashrc

: 0)$.5%2),$;>). K%>", 50@%',' -)$02,:

PATH=$PATH:/opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH

: -0?$%+,). ,&/.+.+,#.

! \), 3.$./.++*. )%2H. /0H+0 03$.5.",)6 ' K%>". /etc/environment .

2. 4.$.&%1$;&,). 3.$./.++*. 02$;H.+,#:

7.3. G%-)$0>2%
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source  ~/.bashrc

7.3.2. 2:701/CA3C 1 F68<<8

=$;33% rubackup  %')0/%),<.-2, -0&5%()-# ' 3$0J.--. ;-)%+0'2, 3%2.)% rubackup-
common.

!0@%'6). 30"6&0'%)."# ' 1$;33; rubackup :

sudo usermod -a  -G  rubackup <&/0 $#*1,#2"3'*0>

7.4. !CD8/O5059 8450A:1=3

7.4.1. ,050/:F 8450A:1=3

4$, ;-)%+0'2. ,+-)%""#J,0++*> rpm/deb-3%2.) @;5.) %')0/%),<.-2, $%-3%20'%+
' 5,$.2)0$,C /opt/rubackup .

7)$;2);$% ;-)%+0'".++*? 3%2.)0' -.$'.$% (0-+0'+010, $.&.$'+010 ,", /.5,%)
3$,'.5.+% ' )%@",J. .

!"#$%&" 15. ').42)4." 43)"0-*$(00+C ,"2()-* -30-*0-=- 3(.*(."

+568=586A9B Z/C;CA5 (0DA0@CA3C Z/C;CA50

/opt/rubackup !,$.2)0$,#, ' 20)0$0> $%-3%20'%+ ;-)%+0'0<D
+*> 20/3".2) 20/30+.+)% RuBackup, % )%2H.
,-30"6&;./*. 5030"+,)."6+*. ,+-)$;/.+)*

?0=C5 rubackup-common

/opt/rubackup/keys/client/ 4%32% -05.$H,) -.$),K,2%) , &%2$*)*> 2"C<
2",.+)% 5"# '+;)$.++.10 '&%,/05.>-)',# 20/D
30+.+)0' 789 30 3$0)020"; SSL

/opt/rubackup/keys/server/ 4%32% -05.$H,) -.$),K,2%) , &%2$*)*> 2"C<
-.$'.$% 5"# '+;)$.++.10 '&%,/05.>-)',# 20/D
30+.+)0' 789 30 3$0)020"; SSL

/opt/rubackup/keys/rootCA/ 4%32% -05.$H,) -%/03053,-%++*> -.$),K,2%)
, &%2$*)*> 2"C< J.+)$% -.$),K,2%J,, 5"#
'+;)$.++.10 '&%,/05.>-)',# 20/30+.+)0' 789
30 3$0)020"; SSL

/opt/rubackup/etc/ 4%32% -05.$H,) 20+K,1;$%J,0++*. K%>"* 789
RuBackup

/opt/rubackup/etc/ld.so.conf.d/rubackup.conf L-30/01%)."6+*> 20+K,1;$%J,0++*> K%>",
;2%&*'%CI,> Q7 3;)6 2 5030"+,)."6+*/ @,@D
",0).2%/, ,-30"6&;./*? 789 RuBackup

8%&'($)*'%+,. 789
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+568=586A9B Z/C;CA5 (0DA0@CA3C Z/C;CA50

/opt/rubackup/copyrights/ 4%32% -05.$H,) K%>"* ",J.+&,0++*? -01"%O.D
+,>

/opt/rubackup/rc/icons/ 4%32% -05.$H,) ,20+2, ,+).$K.>-%

?0=C5 rubackup-common-gui

/opt/rubackup/keys/rbm/ 4%32% -05.$H,) -.$),K,2%) , &%2$*)*> 2"C<
3$,"0H.+,# RBM 5"# '+;)$.++.10 '&%,/05.>D
-)',# 20/30+.+)0' 789 30 3$0)020"; SSL

/opt/rubackup/gui/plugins/ 4%32% -05.$H,) 3"%1,+*

/opt/rubackup/gui/lib/ 4%32% -05.$H,) @,@",0).2,, ,-30"6&;./*.
1$%K,<.-2,/ 3$,"0H.+,./ RBM

/opt/rubackup/gui/qml/ 4%32% -05.$H,) QML-@,@",0).2,, ,-30"6&;.D
/*. 1$%K,<.-2,/ 3$,"0H.+,./ RBM

/opt/rubackup/gui/rc/ 4%32% -05.$H,) +%-)$0>2, 1$%K,<.-2010 0)0@D
$%H.+,#, ' ).<. )./*, 3.$.'05* 3$,"0H.+,#
RBM

/opt/rubackup/gui/rc/themes/ [%>"* )./ 3$,"0H.+,# RBM

?0=C5 rubackup-rbm

~/.rbm2/.logs Y;$+%" -0@*),>, -05.$H%I,> -0@*),# ' -00)D
'.)-)',, - ;-)%+0'".++*/ ;$0'+./ "01,$0'%D
+,#, 5"# -";H.@+010 ,-30"6&0'%+,#

~/.rbm2/.rb_gui_column_settings [%>" +%-)$0>2, 20"0+02 )%@",J ' 02+. RBM
5"# &%30/,+%+,# +%-)$0.2 30"6&0'%)."# (true
Ñ 302%&%)6 20"0+2;, false Ñ -2$*)6 20"0+2;)

~/.rbm2/.rb_gui_main_settings 90+K,1;$%J,0++*> K%>", -05.$H%I,> ,+K0$D
/%J,C 0 3%$%/.)$%? , +%-)$0>2%? RBM

/opt/rubackup/gui/rc/langs/ [%>"* - ).2-)%/, 3.$.'050' ,+).$K.>-% 3$,D
"0H.+,# RBM

/opt/rubackup/gui/rc/info/ ]+K0$/%J,0++*. 305-2%&2, 3$,"0H.+,# RBM

/opt/rubackup/bin/rbm ]-30"+#./*> K%>" 3$,"0H.+,# RBM

7.4.2. 2:701/CAA9C 4C61349

L $.&;"6)%). +%-)$0>2, @;5;) 50@%'".+* +.0@?05,/*. -.).'*. -.$',-* ' K%>"
/etc/services :

¥ rubackup-rbm  Ñ -.$',- 0@.-3.<,'%.) 20/%+5+0. '&%,/05.>-)',. /.H5; -$.5D
-)'%/, ;3$%'".+,# (RBM) , 0-+0'+*/ -.$'.$0/ 1$;33,$0'2,.

7.4.3. ,:AP3F860V3:AA9B P0B/

!%++*., 30";<.++*. 30-". ;-)%+0'2, F.+.5H.$% %5/,+,-)$%)0$% RuBackup,
-0?$%+#C)-# ' K%>". home/<username>/.rbm2/.rb_gui_main_settings .

7.4. 8.&;"6)%)* ;-)%+0'2,
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!"#$%&" 16. 7,%3"0%( ,"."9().-* 2-0D%=4."&%-00-=- D"H$"
/home/<username>/.rbm2/.rb_gui_main_settings

?060;C56 #A0@CA3C <: 8;:/@0J
A3E

$:D;:KA9C DA0@CA3G H<340A3C

ExitWithoutConfirmati
on

false false , true L*?05 30"6&0'%)."# ,&
RBM @.& 305)'.$H5.D
+,#

ExperimentalLogic false false , true [;+2J,# R2-3.$,/.+D
)%"6+010 $.H,/% (+.
3$0).-),$0'%++*.
5030"+,)."6+*. '0&D
/0H+0-), RBM)

Hostname localhost FQDN, hostname ,", ip-
%5$.-

E5$.- ).2;I.10 ?0-)%

IdleTimeoutInMinutes 5 V."0. <,-"0 0) 5 50 29 L$./# @.&5.>-)',#
30"6&0'%)."# 5"#
%')0/%),<.-2010
'*?05% ,& RBM ('
/,+;)%?)

InfoHints true false , true 402%&*'%)6 -3$%'0<D
+*. 305-2%&2,

Lang Ru Ru , En W&*2 +% R"./.+)%?
1$%K,<.-2010 ,+).$D
K.>-% RBM

LogsLevel 0 A$0'.+6 "01,$0'%+,#

0 G.) -00@I.+,>

1 Fatal

2 Critical | Fatal

3 Warning | Critical | Fatal

4 Debug | Warning |
Critical | Fatal

5 Info | Debug | Warning |
Critical | Fatal

RecordPerPage 50 V."0. +.0)$,J%)."6D
+0. <,-"0

F%2-,/%"6+0. 20",<.D
-)'0 &%3,-.> ' )%@",J.
02+% RBM +% 05+0>
-)$%+,J.

8%&'($)*'%+,. 789
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SSLMode [1] allow 8.H,/ SSL--0.5,+.+,# - 7AB! PostgreSQL

disable F+. +. '%H+% @.&03%-D
+0-)6 , # +. 3$,./"C
,&5.$H2,, -'#&%++*. -
O,K$0'%+,./

allow F+. +. '%H+% @.&03%-D
+0-)6, +0 # 3$,./"C
,&5.$H2,, -'#&%++*. -
O,K$0'%+,./, .-", +%
R)0/ +%-)%,'%.) -.$D
'.$

prefer F+. +. '%H+% @.&03%-D
+0-)6, +0 # 3$.530<,D
)%C O,K$0'%+,. (,
3$,./"C -'#&%++*.
,&5.$H2,), .-", R)0
3055.$H,'%.) -.$'.$

require W ?0<;, <)0@* /0, 5%+D
+*. O,K$0'%",-6, , #
3$,./"C -03;)-)';CD
I,. ,&5.$H2,. W 50'.D
$#C -.), ' )0/, <)0
0+% 0@.-3.<,'%.) 305D
2"C<.+,. 2 +;H+0/;
-.$'.$;

verify-ca W ?0<;, <)0@* /0, 5%+D
+*. O,K$0'%",-6, , #
3$,./"C -03;)-)';CD
I,. ,&5.$H2,. F+.
+;H+% ;'.$.++0-)6 '
)0/, <)0 # 3052"C<%D
C-6 2 50'.$.++0/;
-.$'.$;

verify-full W ?0<;, <)0@* /0, 5%+D
+*. O,K$0'%",-6, , #
3$,./"C -03;)-)';CD
I,. ,&5.$H2,. F+.
+;H+% ;'.$.++0-)6 '
)0/, <)0 # 3052"C<%D
C-6 2 50'.$.++0/;
-.$'.$; , R)0 ,/.++0
;2%&%++*> /+0> -.$D
'.$

SessionIsBlocked false false , true E')0/%),<.-2,> '*?05
,& -,-)./*, .-", 30"6D
&0'%)."6 +. %2),'.+ '
).<.+,, '$./.+,, ;2%D
&%++010 5"# 3%$%/.)$%
IdleTimeoutInMinutes
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Theme default_theme dark2_theme G%-)$0>2% '+.O+.10
',5% 1$%K,<.-2010
,+).$K.>-% RBM

dark_theme

default_theme

pink_theme

vtb_theme

UpdateTablePeriod 5 V."0. <,-"0 0) 1 50
999999

4.$,05 '$./.+,, <.$.&
20)0$*> ,+K0$/%J,#
+% -)$%+,J. @;5.)
0@+0'".+% (' -.2;+5%?)

UseMsAdAuthByDefault false false , true ]-30"6&0'%+,. @%&*
5%++*? MS AD 30
;/0"<%+,C

Username rubackup ]/# 30"6&0'%)."#,
'?05#I.10 ' 1$;33;
rubackup

]/# ;<()+0> &%3,-,
30"6&0'%)."#, ,-30"6D
&;./0> 5"# '?05% '
RBM , 3052"C<.+,# 2
7AB! PostgreSQL

UsernameWithDomain rubackup FQDN ]/# ;<()+0> &%3,-,
30"6&0'%)."#, ,-30"6D
&;./0> 5"# '?05% '
RBM , 3052"C<.+,# 2
@%&. 5%++*? MS AD

]/# 30"6&0'%)."#,
'?05#I.10 ' 1$;33;
rubackup

P-", 3$0,-?05,) 305D
2"C<.+,. 2 7AB!
PostgreSQL, )0 ;2%D
H,). &+%<.+,. 3%$%D
/.)$% Username

[1] 5"# +%-)$0>2, SSL -0.5,+.+,# '*30"+,). 5.>-)',#, ;2%&%++*. ' 305$%&5.". ÇQO,@2%: ,-)0<+,2 3.$.2$(-)+0> --*"2,
+. +%>5.+È +%-)0#I.10 502;/.+)%
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./010 8. (0456:B=0 :F60A3@CA3G A0
=:/3@C451: :5=6959L P0B/:19L
>C4=63<5:6:1 A0 L:45C 4 4C61C6:;
RuBackup
4$, ;'.",<.+,, 20",<.-)'% '?05#I,? -0.5,+.+,> (.-", <,-"0 2",.+)0'//.5,%
-.$'.$0' ' 1$;33,$0'2. $%-)() ,/,", +% 2",.+)%? '2"C<.+% K;+2J,# /+01030)0<D
+0> 3.$.5%<, 5%++*?) -.$'.$ RuBackup /0H.) 50-),<6 3$.5."% '*5.".++*?
",/,)0' +% 0)2$*)*. K%>"0'*. 5.-2$,3)0$*. 7.).'*. -0.5,+.+,# )%2H. ,-30"6D
&;C) K%>"0'*. 5.-2$,3)0$*.

Q1$%+,<.+,# +% 20",<.-)'0 0)2$*)*? K%>"0'*? 5.-2$,3)0$0' ;-)%+%'",'%.)
%5/,+,-)$%)0$ ;&"%, +% 20)0$0/ &%3;I.+ -.$'.$ RuBackup. !0-),H.+,. R)010
01$%+,<.+,# 3$,'05,) 2 0O,@2%/ 3$, '*30"+.+,, $.&.$'+010 203,$0'%+,#/'0-D
-)%+0'".+,#. ]+015% -.$'.$ RuBackup /0H.) %'%$,>+0 &%'.$O,)6 $%@0);.

8.1. #01343;:45O =:/3@C4510 P0B/:19L
>C4=63<5:6:1
L &%',-,/0-), 0) -30-0@% &%3;-2% -.$'.$% RuBackup, /%2-,/%"6+0. <,-"0
(",/,)) 0)2$*)*? 5.-2$,3)0$0' @;5.) $%&+*/.

U)0@* $%--<,)%)6 +.0@?05,/0. 20",<.-)'0 K%>"0'*? 5.-2$,3)0$0', ;<),). -".D
5;CI..:

¥ L $.H,/. 3$0-)0# -.$'.$ ,-30"6&;.) 020"0 100 K%>"0'*? 5.-2$,3)0$0'.

¥ 9%H5*> 3052"C<(++*> 2",.+) 89 ,", /.5,%-.$'.$ 50@%'"#.) 30 5'% 0)2$*)*?
K%>"0'*? 5.-2$,3)0$% +% -.$'.$..

¥ L*30"+.+,. "C@0> &%5%<, +% -)0$0+. 2",.+)% 89 3$, '*2"C<.++0/ 3%$%/.)$.
network_parallelism  [1] )$.@;.) 5';? 5030"+,)."6+*? K%>"0'*? 5.-2$,3)0$%
+% -.$'.$..

¥ 4$, %2),',$0'%++0/ 3%$%/.)$. network_parallelism  2",.+) 89 0)2$*'%.) N
-0.5,+.+,> 2 -.$'.$;, 15. N Ñ &+%<.+,., &%5%++0. 5"# R)010 3%$%/.)$%. L
$%/2%? 2%H5010 -.).'010 -0.5,+.+,#, 2%2 3$%',"0, +% -)0$0+. -.$'.$% )$.@;D
.)-# &%3$0-,)6 ,+K0$/%J,C ,& @%&* 5%++*?, 30R)0/; )$.@;./0. <,-"0 0)2$*D
)*? K%>"0'*? 5.-2$,3)0$0' @;5.) N*2 .

8.2. !04@U5 AC:7L:>3;:F: =:/3@C4510 P0B/:19L
>C4=63<5:6:1
4$0'.$6)., $%--<,)%' 30 K0$/;"%/, <,-"0 +;H+*? '%/ K%>"0'*? 5.-2$,3)0$0' ,

8.1. N%',-,/0-)6 20",<.-)'% K%>"0'*? 5.-2$,3)0$0'
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